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Introduction

The success of the IP protocol stack and also the success of the Internet as a technology lies in
its simplicity. Based on the classical hourglass visualization, a wide variety of first and second layer
technologies are all related to the IP and the intelligence is provided by the higher layers in most
cases on the edge of the network. In theory, the details of the infrastructure are hidden from the
applications and the application programmers. The developer of a given application should focus on
the implementation of their own business logic without being concerned about the lower layers. The
network devices in the core of the network are simple and stateless, their main task being fast packet
forwarding, while logically near the customers the active devices may provide some basic services for
the network operator. This paradigm is about 30 years old and since its introduction many things have
changed. Almost all the services related to information exchange are now based or will be based on
the services provided by the IP network. The widespread use of overlay technologies and virtualization
is also an important trend. This heterogeneous demand together with the wide variety of access layer
technologies are the main facilitators of the paradigm shift we are now witnessing. The network
is becoming evermore intelligent and providing context-based services, while the applications or the
underlying layers are becoming increasingly infrastructure aware. The main active device vendors
are now opening the black boxes and they starting to provide environments for running third party
applications on the active devices [14]. This step will make the intelligent or active network described
in [128] possible. Here the goal of the thesis is twofold. First, we would like to show that even

the known intelligent services have serious scalability issues. We will show that a new aspect of the



number of unicast or multicast flows going through an active device should be considered by network
engineers or application developers. Second, we will present four approaches where the application
itself takes into the account the capabilities of the underlying network.

The novel features presented by this work are:

The scalability issues of the intelligent services

The ability to observe the hiding botnets on the Internet

A small degree, robust DHT

Signaling compression for the adaptation of the SIP protocol

Distributed storage
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The network






Network infrastructure

In this chapter we shall provide necessary background details to help the reader understand the
motivation behind the infrastructure aware application presented in the second part. First, we will
discuss the most important trends we should consider. Then a high level overview of the current
network architectures will be given. Afterwards we will discuss the architectures and capabilities of
the active devices operating in different layers, give a high level overview of the intelligent services
available in the current network deployments and then study the scalability of these services via
extensive measurements of real active devices. We will show that the number of flows should also
be considered during the traffic engineering process or it should be considered by the application
developers. As a significant percentage of the total IP traffic is produced by the P2P ecosystems,
we will provide an overview of the current methods for network aware P2P applications (otherwise
called ISP friendly P2P applications) found in the literature today and show that the current focus
on the traffic volume should be supplemented with an additional metric; namely the number of flows

reproduced by a node.

2.1 Trends

The IP network and the services offered on the top of the network are constantly evolving. Here
we would like to give an overview of the most important trends we should consider when we discuss

infrastructure aware applications.



2.1.1 Broadband end-users

Broadband end-users are the main facilitators of the evolution of the Internet. Based on a study
[15], the consumers now produce 15 PByte per year, which is three times larger than the traffic
generated by the business entities. In the future this difference is expected to increase. These users
are a potential market for new services. The definition of broadband is also expected to change with
the advent of fibre-to-home or fibre-to-basement installations. One important and special class of

broadband end-users are the mobile end-users.

2.1.2 3G

Wired line networks have been used over for two decades now. These networks at the start had
teething troubles, but now they are in a productive and well-tested state. We know a lot about
wired network design and we have a large set of well tested and relatively cheap wired network
elements (switches, routers), but the main thing is that these techniques are widely used. So it is
not surprising that the 3rd Generation Partnership Project (3GPP) community chose the IP protocol
as the backbone for future Universal Mobile Telecommunication System (UMTS). UMTS will be an
all-IP solution. This is why the tendency in mobile core system developers is to change from their
own individual protocols to the widely used Internet protocols. In 3G telephony the pace is increasing
and new protocols are appearing. It is worthwhile doing this because the manufacturers have adopted
common standards to make devices compatible, and many universities and companies can participate
in the development of these protocols.

Based on a study [16], the amount of data generated by mobile end users is expected to double
every year. By 2014 about 70% of the mobile users will probably use laptops or other mobile ready
portables, while about 21% will probably use smart phones. These trends tell us that the issues with

this access layer technology should be taken seriously by the application developers.

2.1.3 Services and applications

Based on a study [15], the amount of data produced by the video-on-demand service is expected to
double every two years until 2014 and it will be responsible for about 60% of the total consumer
traffic. P2P traffic will provide about 20% of the total traffic. The Video TV service will account
for some 7% of the global consumer traffic. Here a large number of users will be connected to the
same streaming channel and, in this case, the unicast data transfer model will not be an effective
and scalable solution. Currently there are only a few applications which utilize the multicast support

of the network, but the IPTV service could be one facilitator of the intra AS multicast infrastructure



deployment. On the Internet scale, P2P streaming solutions might become an alternative to the

current cloud infrastructure. P2P video streaming currently accounts for 7% of the total P2P traffic.

2.1.4 IPv6 and multicast

It is well known that the IPv4 address space is a valuable resource. This is true for the Class D
addresses as well. So it could happen that the Triple Play solutions will become the driving force
behind IPv6. One of the most attractive features of the IPv6-based networks is their multicasting
capability. Due to their large address space, many addressing solutions can be applied. The use of
scoped addresses is another potential area for efficient traffic engineering. With efficient bandwidth
usage we also get some challenges. In multicast routing a new approach was needed for loop avoidance.
The large number of groups can be a critical issue as well. In contrast with Web and email traffic, the
VolP and the IPTV services are sensitive to delay and jitter. The importance of IPv6 and multicast
is obvious. IPv6 came before the breakthrough, while multicast is now staring to conquer the inner

networks of some autonomous systems.

2.1.5 P2P

The cheap and high bandwidth wireless access networks and the new generation of smart phones are
generating new classes of interactions. As we mentioned above P2P video streaming (live and on-
demand) has also seen a wide deployment and is being used by numerous users around the globe (7%
of the total P2P traffic). In addition, there have been several proposals for designing peer-assisted
content distribution networks (CDNSs). In all of these systems, a receiving peer needs to be matched
with multiple sending peers, because peers have limited capacity and reliability.

The network providers and the Internet service providers are facing new challenges both from
a technical view and business model view. The widespread use of P2P solutions [62] by customers
and the huge amount of cross network traffic generated by the P2P applications are two well-known
technological challenges. This is why the network providers and the Internet service providers do not

like P2P applications, and in some cases they try to detect and shape the P2P traffic.

2.2 The network architecture

The IP network is not a monolithic entity, but is built from many interacting intermediate or end

systems. In this section we will provide a top-to-bottom overview of the current IP networks.



2.2.1 The Internet

The Internet is the network of the networks. It is built from more than ten thousand autonomous
systems (ASes) controlled by different legal entities. The ASes may be divided into two types: transit
AS and stub AS. These ASes collaborate with each other in order to transfer data from one end
of the system to the other. The transit ASes are able to transfer the traffic where the source and
destination is not in that AS. The stub ASes do not do this. The collaboration is done on two
layers: on the data plane they accept or reject the data coming from a peer AS, and based on their
own policies, forward the data in the direction of the target AS. Besides this, they collaborate in
maintaining the knowledge of the interconnections of the ASes. This is known as the signaling plane.
The interconnection aspects among the ASes is done at peering points where they exchange both
traffic and routing information. The so-called backbone of the Internet is formed from these public
or private peering points and the ASes. The capability of the backbone depends on the bilateral or
multilateral agreements of the peering parties. Some ASes support IPv6 or Multicast and some do
not. In the majority of the peering points only the IPv4 and Unicast communication protocols are
supported.

As we mentioned, there is no central organization behind the Internet and there is no dedicated
backbone. No one knows the exact topology of the Internet, and the same is true for the traffic flows
on the Internet: no one knows who the communicating parties on the Internet are in any given time
frame. The ASes may have their own view of the global traffic, but it is only a partial view of the
global network. It may be more important to study the correlations between the overlay networks
(P2P) with the underlying network (IP and Internet). Given a single AS (even from the biggest one),
is it possible to detect an overlay which is evenly spread out over the Internet? This is an important
question if we would like to detect botnets. We will study this issue later in Chapter 7. In the next

part we will examine ASes more deeply and discuss the issues associated with the intra AS.

2.2.2 Autonomous systems

From a technological point of view [55], a separate AS is needed for the legal entities who are willing
and able to act as a transit network/transit AS. In practice, a legal entity may own an AS number
and the visibility of this fact depends on the capabilities of this entity and the length of the prefix it
owns. These intra AS networks may span the whole world, but these networks may also be located
in a single place such as a campus. In most cases these networks are not ad-hoc, but they follow
the well-known hierarchical engineering approach [105] where the network is divided up into the core,
distribution and access layers. These layers have their own specific role in the network and the active

device vendors design their device portfolios based on these three layers. In the following we will



discuss the roles of these layers.

Access layer

The goal of the access layer is to provide the last mile for the end systems. In the case of an Internet
service provider (ISP), the end system stands for the point of presence (POP) at the customers lo-
cation. This layer is the most intelligent and offers many services. Based on the classical engineering
approach, most of the services requesting some state handling on the active device should be im-
plemented in this layer. In most cases there are security-related issues like firewall and QoS related
issues like traffic admission are handled in this layer. In a nutshell, the access layer is the place for

stateful services and it can focus on a smaller region.

Distribution layer

In a larger region the islands of access layer networks are connected to each other through the
distribution layer. The main goal of the distribution layer is to enforce the local routing policies and
provide a redundant interconnection path for a set of access layer islands. The stateful services are

less common in this layer.

Core layer

The goal of the core or the backbone is twofold: it should provide redundant data paths for the
regional distribution layer islands, and it should handle the connection to remote networks (ASes). In

most cases this layer is simple and does not have any stateful services.

2.2.3 Summary

We saw that the Internet is a network of autonomous systems which are networks of active devices
organized in a hierarchical way. We mentioned the placement of the stateful services, but it reflects
the past best practice and it may change in the future. One aspect of the so-called future Internet
is to foster collaboration among the applications and the networks. The network should understand
the applications and it should provide context-based services (e.g. routing for Web services [13]).
One step in this direction is the active network idea [128]. In the next section we will examine the

architecture of the active devices and their capabilities.



2.3 Active devices, architectures, capabilities

An active device in our terminology is a device which provides a service to the network. In most
cases these are the devices working in the second and third layer of the OSI, but in some cases they
can reach even the seventh layers of the OSI model. The performance and the capabilities of a given
device heavily depends on the architecture of the device. In the following we will review the main
hardware architecture solutions of the currently available active devices. As we focus mainly on the

IP aspects in the thesis, below we will focus on the router architectures.

2.3.1 Architectures

The task of an IP router is to make decisions chiefly based on the destination address of the packet
and to send it out on the given interface. From a functional point of view, the router has two main
planes: the data plane and the control plane. The decisions are made with the help of the routing
table, which is maintained by the control plane and it consists of a list of target networks and the next
hop addresses. Based on the CIDR [130], the longest match is selected. There are many other tasks
a router could or should do, but we will discuss some of the services requesting stateful operations in
Section 2.4. Here we will overview the main architectural approaches. The processing of the packets
could be done by a central unit or distributed by distributed processing units. The processing itself
could be done by one or more processors or by an ASIC (Application Specific Integrated Circuit). The
devices in the access layer mostly support centralized processing by a single processor; the distribution
and core layer devices are mostly based on distributed processing and some of them have and ASIC
for a selected set of services. A more detailed overview of the router architectures can be found
in articles like [69] and [38]. For a new distributed approach the reader can browse the webpage

mentioned in [76].

2.3.2 Support for stateful services

Stateful packet handling means that the packets are handled based on some internal state maintained
by the router. A basic stateful service is the routing itself where the router consults the routing table
and, based on the results of this lookup, it forwards the packet toward the destination. The processing
power needed for this lookup could be quite high. For example in a distribution layer router with 48
interfaces each having 1 GBit/s data transfer capability, it means that in the worst case for small
packets (e.g. 100 Byte long), the device should handle 64 packets every micro second. In other
words, it has about 15 nanoseconds for each packet. The access speed of the currently available

memory chips is in the range of 55 to 23 ns [11]. In order to be able to find a given entry, multiple



lookups are needed. Depending on the data structure, the number of memory accesses for exact
match depends on the number of entries in the table (for a B-Tree data structure this is O(log(n)),
where n is the number of entries). The state-of-the-art silver bullet for solving this issue is the CAM
(Content Addressable Memory), which is a hardware implementation of the associative array. It
returns the address of the cell (or the content associated with the cell) in one memory access cycle.
For the longest matching lookup a special CAM called the Ternary CAM is used. The price and the
power consumption of these memoriy chips is high [74]. Due of this, even in the high-end routers
the storage capacity of the TCAMs is around several hundred thousand entries. This could cause a

serious bottleneck [95].

2.3.3 Summary

We saw that there are various possible architectures available. The low-end routers solve the decision
making process with the help of CPU and conventional memory while the middle- and high-end
devices use TCAM for the lookup. TCAM is a scarce resource, so the number of entries needed to be
stored is of crucial importance. In this chapter we provide a short overview of the currently deployed

stateful services.

2.4 Stateful services

As we said above, stateful packet handling in our terminology means that the packets are handled
based on some internal state maintained by the router. One basic service in this portfolio is the

routing itself.

2.4.1 Routing

In the CIDR-based routing, a decision is made based on the destination address of the packet. The
router maintains a data structure called the Forwarding Information Base (FIB) [129], which is a
search optimized data structure made from the Routing Information Base (RIB) that is based on
the information coming from routing protocols and the link layer adjacency information. The size
of this data structure depends on the where the router is. For an access layer device there could
be several dozen entries. In the case of distribution layer devices there could several hundred or
several thousand entries. With core devices connecting to the peering point there could be one or
two hundred thousand entries. The content of this table is well managed with the help of different

aggregation policies and it is stable.



2.4.2 Network Address Translation

This service is described in RFC1631 [64]. In a sentence, the NAT means that for a given packet we
replace the source or destination address with another address from an address pool. (with PAT we
do the same but for the ports). For the incoming packets we make the same replacement but in the
opposite direction (i.e. we restore the original address). In order to know what was the new address —
old address assignment, the router maintains a table called the address translation table. This table
is consulted every time an incoming or outgoing packet should be processed. The number of entries
in the table depends on the number of flows going through the device. In this case a flow is identified
with the source/destination IP address and port pairs. As the number of flows in the backbone could
be quite large it is rare to find this service in the core. But there are some exceptions; for example,
some 3G providers provide private addresses to the customers and the NAT function is implemented
in the GGSN [6], or in the case of some large ISPs a few million end users are behind the central
NAT. In this case the number of flows is a critical issue. We will study this later with the help of real

measurement data in Chapter 4 .

2.4.3 Monitoring the network

Monitoring the network is of critical importance for the network operators. The information coming
from different network monitoring solutions is the basis for security, network planning, traffic engi-
neering and numerous other areas. In the TCP/IP world, the SNMP-based counter reading is the
most widely used information source. It is not resource intensive, so the network administrators can
apply it even on resource poor devices without any deliberation. The type and the granularity of the
information which a traffic counter can provide is not sufficient for a wide range of security, resource
planning or other applications . The next level of abstraction related to the status of the traffic is
flow-based accounting. The IETF standard Netflow [17] does this, providing a framework for iden-
tifying the flow and for generating statistics for a given flow. In most cases the flows are identified
with the help of source/destination IP addresses/ports and the L3 protocol, but depending on the
Netflow version other fields of the IP packet can be selected as the flow denominator. Statistical data
about each flow is collected in the Netflow entries in the memory (the so-called Netflow cache) of
the active device. These entries are updated (or if they are not present then they are inserted) upon
the arrival of a packet which is member of the given flow. The entry contains the identifier for the
flow (in most cases the previously mentioned fields) and the fields containing the generated statistics
(e.g. the number of packets and aggregate bits of a given field). In order to avoid any overflow of
the cache there are different mechanisms for purging the old entries. In the case of Cisco devices

these are the following:



e Flows which have been idle for a specified time are expired and removed from the cache (the

default time is 15 sec)

e Long-lived flows are declared out of date and removed from the cache (flows are not allowed
to live more than 30 minutes by default and the underlying packet conversation remains

undisturbed)

e As the cache becomes full, a number of heuristics are applied to aggressively age groups of

flows simultaneously.

e TCP connections which have reached the end of a byte stream (FIN) or which have been reset

(RST) will be declared out of date.

The data from the flow cache is exported to the flow collector (in most cases a PC) periodically
based on the flow timers. This information is sent in UDP Netflow datagrams, each containing
information about 24 to 30 flows. In the optimal case the monitoring traffic is about 1.5% of the
monitored traffic [17]. In order to further decrease the amount of information sent from the router
on some active devices there is a second level cache for aggregation. In this case the information
from flows is aggregated first and only the aggregated information is sent through the wire. With this

feature the granularity of the information available on the monitoring server decreases significantly.

Sampling

One method used to decrease the load on the processor is that of packet sampling. A white paper
[123] says that with a 1:100 random packet sampling the usage of the processor was decreased by
75%. There are different sampling strategies (random packet/flow sampling, deterministic sampling),
but one common feature of these solutions is the loss of granularity. In some cases (e.g. security)
this cannot be tolerated. The authors of [29] provide a good overview of the open issues associated

with packet sampling. They say that

e during flooding attacks router memory and network bandwidth consumed by flow records can

increase beyond what is available;

e selecting the right static sampling rate is difficult because no single rate gives the right tradeoff

of memory use versus accuracy for all traffic mixes;

e the heuristics routers use to decide when a flow is reported are a poor match to most applica-

tions that work with time bins;



e it is impossible to estimate without bias the number of active flows for aggregates with non-

TCP traffic.

The authors of [29] offer a software-based solution which gives a better solution for the first three
issues, but for the fourth one only a hardware-based solution is suggested. In short, the sampling can
decrease the CPU utilization, but in this case some flows will go outside the visibility of the network
administrator. The authors of [28] present a distributed infrastructure for handling the Netflow
information. Scalability is achieved by sampling on different levels. Due of the employment of a wide
range of sampling solutions, this approach is capable only of estimating the usage of traffic class
properties of the network traffic. It cannot be applied for monitoring the security issues. The authors
of [34] conclude that it is inevitable that systematic sampling can no longer provide a realistic picture
of the traffic profile present on Internet links. The emergence of applications such as video on-demand,
file sharing, streaming applications and even on-line data processing packages prevents the routers
from reporting an optimal measure of the traffic traversing them. In the inversion process, it is a
mistake to assume that the inversion of statistics by multiplying by the sampling rate is an indication
of even the first order statistics such as packet rates. In summary, we can say that the feasibility
of the use of sampling depends on the goal of monitoring. For traffic engineering it could provide
enough granularity, while for the security issues (e.g. botnet detection) granularity and precision are

not adequate.

Netflow placement

The choice of the monitored places depends on the goal of monitoring the capability of the devices
and the topology of the network. A rule of thumb is that monitoring should be done on the edges
of the network. However in some cases even the core devices should provide some kind of packet
classification different from simple routing. The owner of the network should know what happens
on his network [125]. This knowledge is necessary for both the traffic engineering and for security
decision making policy. The ISP also should be able to influence the traffic on his network. This
is necessary again for both traffic engineering and security tasks. In most cases in order to fulfil
these tasks the active devices should classify the packet. A case study from Cisco [124] describes the
motivation and the placement of monitoring functionality. They placed the monitors mostly on the
WAN and the edge links, but they also monitored the different extranet and VPN traffic (it could be
also regarded as one type of edge). The goal of the authors of [135] was to optimize the deployment
of monitoring functionality on a real network. The objective of the monitoring was to have flow- or
packet level-information about the traffic traversing the network. The cost function was defined with

the help of the amount of capital investment. The network studied was built from Cisco GSR and



7500 routers. They found that the price of achieving the 100% coverage is double the price for 95%
coverage. As the C7500 routers are now available for flow monitoring (this depends on the number of
flows), they are put in places where there is less traffic and the upgrade of the GSR devices provided
the most significant factor in the total cost of the upgrade. The authors of the article did not take
into the account the total cost of ownership (e.g. with changing network conditions the line cards of
the 7500 would not be appropriate), and they modelled only the price of different cards. In summary,
the placement of monitoring functionality depends on the traffic and the network topology as well
as the type and capability of the active devices. A change in the traffic profile could have serious

consequences on the monitoring capability of the network provider.

Discussion of the resource consumption of the traffic monitoring

The use of the Netflow framework on a network device has its price in memory, processor and network
bandwidth consumption. NetFlow performance impact comes mainly from the characterization of the
flow information in the NetFlow cache and the formation of the NetFlow export packet and the export
process. The high-end devices use TCAM and network processors for packet classification. In this
case the performance does not depend on the number of flows, but the size of the TCAM memory
limits the number of flows. The range of the number of flow supported is from 125 KFlows to 2
MFlows. Low-end devices use the traditional memory and the CPU for this task. The flow export is
done in most cases by the processor and in a few cases by ASIC. A detailed analysis can be found in
[123], where there is a description of a big scale experiment of the performance impact of the netflow
on different Cisco router types (centralized/distributed, etc). The study said that as the number of
flows increased, the delta between the baseline and NetFlow-enabled CPU utilization widened. In
other words, the more IP flows are present, the more system resources NetFlow are required. The
more active flows NetFlow maintainined in its cache, the larger the cache becomes and the more
CPU it requires to sort through the cache. Another important aspect of network monitoring is the
amount of data to be transferred through the network and processed on the network monitoring
infrastructure. In the optimal case the monitoring traffic is about 1.5% of the monitored traffic. This
ratio depends heavily on the traffic mix. Therefore we may conclude that the number of flows has a
serious impact on both the monitoring capability and the traffic, and also that the amount of data
generated by traffic monitoring and the placement of monitoring functionality depends on the traffic,
the network topology, the type of and capability of the active devices. A change in the traffic profile
could have serious consequences on the monitoring capability of the network provider. We will study

the capabilities of active devices and traditional PCs later on in Chapter 4.



2.4.4 Firewall

The task of the firewall is to enforce the rules defined by the network administrator on the traffic going
through the active device. There are two main types of firewall functionalities: the first is the stateless
firewall where the decision depends only on a given packet and the the communication history is not
taken into the account; while the second type is the stateful firewall where the communication history
is important for decision making. Here communication history in most cases means the state of the
flow. In this case we have the same scalability issues as we saw in the case of NAT. The placement of
the firewall functions and the type of the firewall functions are both network engineering issues. The
classic approach is that stateful firewalling should be done in the access layer. The rules in a firewall
are described as a set of Access Controll List's (ACL). In most cases these rules specify the traffic with
the help of IP port tuples. It is now clear for the network administrators that the source/destination
IP/port tuple is not enough for application identification as the applications may use arbitrary ports.

In the next section we will discuss this issue.

2.4.5 Application identification

From a security, QoS or traffic engineering viewpoint, application identification is becoming increas-
ingly important. It is now a hot topic for the research community. As this is not the focal point
here we will discuss only one solution called Network Based Application Recognition (NBAR) [127],
which is a proprietary solution but it is available on almost every Cisco device. Other areas like
botnet detection will be discussed in the next section. As NBAR is a closed solution, there is no
exact description of the approach it uses to detect the application footprint, but some researchers
suggest[39] that it should use some sort of deep packet inspection (DIP) with string matching. The
scalability of this service has been studied by Cisco [126], but they have studied only the impact of
the raw bandwidth to be monitored and they have not measured the impact of the number of flows.
As this service needs the same bookkeeping as we saw in the case of NAT, stateful Firewall, and
Netflow, it has the same scalability issue with an increasing number of flows. With encrypted traffic,
DIP is becoming less precise but botnets are becoming increasingly sophisticated. We will study this

issue in the next section.

2.4.6 P2P botnet detection

In recent years peer-to-peer (P2P) technology has been adopted by botnets as a fault tolerant and
scalable communication medium for self-organization and survival [40, 32]. Examples include the
Storm botnet [40] and the C variant of the Conficker worm [98]. The detection and filtering of P2P

networks presents a considerable challenge [49]. In addition, it has been pointed out by Stern [118]



that the potential threat posed by Internet-based malware would be even more challenging if worms
and bots operated in a “stealth mode”, avoiding excessive traffic and other visible behaviour.

P2P botnets are a challenge to the security of the Internet and their potential threat should not
be underestimated. Considering the fact that P2P botnets have not even begun to fully utilize the
increasingly advanced P2P techniques to their advantage, the future seems even more challenging.

State-of-the-art approaches for detecting P2P botnets rely on considerable human effort: a spec-
imen of the P2P bot needs to be captured and reverse engineered, message exchange patterns and
signatures need to be extracted, the network needs to be crawled using tailor-made software, its index-
ing mechanism poisoned, or otherwise infiltrated, and a countless number of creative techniques have
to be applied such as visualizations, identifying abnormal patterns in DNS or blacklist lookups, under-
standing propagation mechanisms, and so on (see [104, 40, 32]). Besides this, aggressive infiltration
and crawling introduces lateral damage: it changes the measured object itself quite significantly [65].

While creative and knowledge-intensive approaches are obviously useful, it would be nice to
be able to detect and map botnets automatically, and as generically as possible. Ideally, network
monitoring and filtering tools installed at routers and other network components should take care of
the job with very little human intervention based on the (often enormous volumes of) Internet traffic
constantly flowing through them.

This automation problem has been addressed in the context of IRC-based botnets [121] and,
recently, also in the context of detecting generic botnet activity [33] and, specifically, P2P traffic [50].

2.5 Summary

Here we provided an overview of the actual architecture of the IP network and the current trends
shaping the future of the architecture and its applications. It is clear that the network is becoming
even more intelligent, but even the actual semi-intelligent functions have their serious scalability
issues. The effect of the number of flows on stateful services is known, but it has been studied only
in a few areas without yielding an overall figure. In the background the memory access speed is the
limiting factor; with the help of TCAM and memory banks the current high-end devices solve this
poblem, but the size of the TCAMs provides a strict limit on the number of flows a device can handle.
On other hand, we saw a wide range of the currently deployed stateful services. In the next three
chapters we will study the impact of the number of unicast or multicast flows on the infrastructure

by making quantitative measurements.






The impact of the number of multicast
tflows on the infrastructure

As we saw in Chapter 2, there has been a significant increase in the number of broadband users and
with the advent of the triple and quad play services, the next killer application could be IPTV. We
also saw in this chapter that the multicast service has no worldwide backbone but with the spread
of IPTV it could conquer the access and distribution layers of the ISP networks. Scoping is a critical
issue in the case of multicast networks as it is one possible tool for traffic engineering. Due of the
address shortage, scoping is not straightforward with IPv4, so IPv6 could provide a viable solution.
With efficient bandwidth usage we also get some challenges. In multicast routing a new approach
was needed for loop avoidance. The large number of groups can be a critical issue as well. In contrast
with Web and email traffic, the VolP and IPTV services are sensitive to delay and jitter. The network
operators should audit their networks to see how they can and should cope with the new challenges.
The frequent testing of a network may provide administrators with some useful data and experience
on making preparations for special situations that may arise. In this part we will present a general

purpose framework for network measurement and our results in the area of IPv6 multicast scalability.
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3.1 Related work

A popular approach in network testing is one of using traffic generators to model flows. There are
many interesting applications for traffic generation, but they are very simple approaches or they are not
maintained. One of the best known freely available traffic generators is the package described in [4],
which supplies the user with a distributed testing capability. In its current state it is a miscellaneous
collection of utilities. The distributed control of the agents is achieved with the help of a propriety
protocol. The agents listen in on a specified port for instructions. One may write and implement
software to control them. It supports many protocols (CP, UDP, ICMP, DNS, Telnet, VolP (G.711,
G.723, G.729, Voice Activity Detection, and Compressed RTP)). One advantage of this solution is
the support of different probabilistic distributions for modelling different traffic scenarios. It also
supports IPv6. The software package is written in C++ and it has been ported to both Linux and
Windows. One can if one wishes use a Java-based GUI for managing a single agent. Compared
to our approach where the user has the freedom to construct arbitrary packets, this one just has
a fixed set of supported protocols. Our approach provides a message sequence chart editor where
the user can specify arbitrary sequences and the task of synchronizing the participants is the task of
the server. In D-ITG the distributed testing scenarios may be defined in configuration files (without
synchronization) or they may be managed from a remote controller, but currently there is no tool
comparable to our MSC editor for orchestrating different distributed traffic situations. We have not
found any information about the support for IPv6 multicast testing on the Net. The only suitable one
we found was the software package described in [112]. It was the only one available for this purpose.
Although it is a very useful tool, it lacks a number of important features like membership testing and
multipoint-to-multipoint testing. One can manually create arbitrary configuration files, but in this
case the system administrator should do the work. It may be the best tool for a simple multicast
network testing procedure where we are not actually interested in different traffic scenarios, but just

want to know whether the network works or not.

3.2 Our solution

Our goal was to design and implement a general platform for network testing and protocol validation.

To achieve this goal we set the following criteria for our framework:

e The user can define every bit of information of the sent and received packets.
e The user can define arbitrary sequences from previously defined set of messages.

e The user can define arbitrary scheduling for incoming and outgoing messages.
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e The user can define a distributed scenario where there are several traffic sources and destina-

tions are arbitrarily located on the network.
e The system should be easy to use (i.e. user friendly).

e To reduce the burden of looking after a distributed system, it should be managed from one

central point.

With this functionality we can not only test a system, but we can also validate and check the

conformance of different protocol implementations.

3.3 Architecture

To fulfil the above criteria we opted for a centralized solution. As the reader will notice in the figure,
there is a central server and an arbitrary number of agents.

The agents have an independent ability to execute the scenarios defined by the central server.
They are the source and the destination of network traffic, and they may be the sampling points too.
In the central point of our framework there is a server where the user can orchestrate different traffic
scenarios. As we may like to provide access to our system from different locations, and which may
be separated by firewalls, we opted for a Web-based user interface. Due to special user interface
requirements we implemented the interface as a Java Applet (see Figure 3.2).

In spite of the effectiveness of multicast communication, we decided to use unicast communication
between the agents and the central server because of its simplicity and firewall friendliness. The agents
may be placed on network segments that are separated from the central server by firewalls; hence
we used Web services as a communication channel between the central server and the agents. As
we would like to test the network, it may happen that there is no connection between the server and

one or more agents. We found a solution for this problem in the DBeacon software package where



there is no central point and the whole system is built as a peer-to-peer solution. But owing to its
complexity and unpredictable nature we later decided to reject this solution. To overcome the network
failure between the server and the agent one can manually copy the scenario file to the failing agent.
We do not require special purpose or dedicated machines for an Agent role. As they may function
as normal desktops due to security constraints, it is not a good idea if they act as servers. So the
communication is effectively one way. The agents can access the central server, but the central server
cannot initiate communication. To ensure the manageability of the agents they are connected to the
central server by a given schedule. The defining of this schedule is the task of the central server.
For some measurements, scheduling is critical. Suppose, for instance, we would like to measure the
delay between the sending and the receiving of a multicast RTP packet. As the clocks of the agent
machines may not have been synchronized properly, we cannot rely on them. But we can provide two
solutions for this problem. An offline solution is one where the agent sends its local clock value to
the central server during the to-do list download. The central server modifies the scheduling based on
the difference between its clock and the agent’s clock. This solution can be used in most situations,
but when precise scheduling is needed and different clock speeds are not tolerated an online solution
may be used. The agents connect to a special scheduler procedure which returns a value when all the
agents have been connected and the clock on the central server hits a given value. The central server
could be a single point of failure, but as we would like to use this system for the continuous testing
and monitoring of a network a failure of the system cannot be tolerated. Hence we designed and
implemented a multilayer approach whose diagram is shown in Figure 3.2. Both the database layer
and the business logic may be clustered. The logic is implemented as EJB 3.0 session beans. Some
of them just have a Web Service interface for the agents and controlling Applet. We used POJOs to

represent the data. The persistence of these objects was handled by the Application server.

3.4 Services

Now we would like to describe the services provided by our framework and the way they were imple-

mented by us.

3.4.1 Network handling

As the Java language is a high level language and the development cycle is shorter than that for an
unmanaged environment, we implemented the client in this environment. The biggest challenge for
us was raw network handling. The Java platform provides only high level network handling, beginning

with its capability for socket handling. As we would like to give the user the chance to define an



arbitrary packet we extended the capabilities of the Java platform with a new API to handle raw
network traffic. We implemented this functionality in C++ and ported it to the Linux and Windows
platform. With this APl one can send MLDv2[132] packets from a Windows box that does not have
the capacity to handle MLDv2 packets, or one can send PIM-SM[30] Hello messages from a machine
which is not a router. The Java RTP stack can send IPv6 RTP packets only with a unicast source and
destination addresses that have DNS entries. In some cases this is not available. With our solution

the user can define RTP packets and handle them without relying on a DNS service.

3.4.2 Agents

The agents are installed on different machines in different parts of the network, independently of the
number of firewalls between the agents and the central server. The first task of the agent during the
start-up procedure is to register itself on the central server. During this process the agent transfers all
of its special properties to the server like the number of interfaces and the defined IP addresses. This
data is refreshed only when needed. The user may group the agents and define specific properties for

them (e.g. message sequences).

3.4.3 Templates

The freedom to define arbitrary messages is not of much value without an easy-to-use toolset. No
one will define a message sequence one bit a time and calculate the checksums as well. Hence we
designed and implemented a powerful template engine for this. The templates have the following

properties:
e Inheritance
e Composition
e Auto fields
e Alias handling

With the help of inheritance one can define message families from less specific to the most specific
messages e.g. IPv6 packet, IPv6 packet with UDP encapsulation, or an IPv6 packet with a UDP
or RTP encapsulation. With the help of composition we can achieve the same results. With these
solutions one can define message libraries and reuse them. And using auto fields one can define the
content of a field to be filled by the GUI. The checksum is a good example where the user may select

the fields from which the checksum is to be calculated. The user may define friendly aliases and use



them in the GUI instead of the long IPv6 addresses. Another example is when the user would like to
set up a large message sequence and the difference between the preceding and subsequent message
field can be defined as a logical expression. With these features a time-consuming test case setup

may be less monotonous for the user and be less error prone.

3.4.4 Sequence definition

To describe the message sequences we constructed an easy-to-understand XML syntax based on the
ITU-T. Z.120 [52] message sequence chart recommendation. We then selected the most interesting
subset of the functionality defined in Z.120 for the implementation. With the help of the GUI (shown
in Figure 3.2) the user can define sequences for an arbitrary number of agents. These sequences
are then stored in the database. When an agent downloads its own sequence, the server creates a
customized sequence with synchronization and collects the messages from the general sequence that
are of interest to an agent. In this way the user is able to create complex scenarios and the agents

will just receive the communication sequences they are involved in.

3.4.5 Probabilistic functions

We applied several well-known probabilistic distributions that are used in the telecommunication and
traffic modelling fields. One can define the value of an auto field as an output of a probabilistic

function.

3.4.6 Reporting

The user can define the interesting properties to measure during a test. This might be measureable
traffic parameters like delay, jitter or the difference between the defined and the received message
sequence. The result might be the whole received message sequence (without data). The results of
a measurement are then transferred to the central server after the measurement has been taken. On

the server side one can use a visualization framework to analyze these results.

3.5 Measurements

For a system administrator to guarantee the continuous operation of the managed network, a good
knowledge of the capabilities of the network is required. One common solution used by most admin-
istrators is to monitor the network with the help of an SNMP-based software package. This solution
may provide some knowledge about the actual state of the network, but it cannot provide much

information about the effects of planned or unplanned special events on the network. For example,
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whether a company has decided to migrate the voice communication from the POTS to a VolP
solution based on the current network. Due to the undetermined nature of the network traffic, the
complexity of the network and lack of detailed documentation about the capabilities of networking
devices, the analytic approach for predicting the possible impact of the new network traffic in most
cases cannot be used. A more popular and useable approach is to measure the network in different
scenarios. Currently there are only basic devices available for this task. Most traffic generators can
only be used with fixed configurations and as they intended to be desktop applications they are not
meant to be used as distributed applications. The recommendations for system testing are mostly
based on stress tests. We think that knowledge of the behaviour of the managed network in an
everyday situation could be more important than during peak periods. In spite of well-known theo-
retical models for various types of traffic, we were not able to find any suggestions about the kind of

measurements we should make.

3.5.1 IPv6 multicast measurements

Our original goal was to test the capabilities of the Linux IPv6 multicast router, especially the
PIM-SM implementation. RFC 3918 [120] describes the methodology of IPv4 multicast testing and
RFC 2432 [27] describes the terminology used in this area. These documents only specify a single
source multiple receiver testing scenario. A draft we found [97] contains several additions to the
benchmarking methodology which can be interesting for IPv6 benchmarking. Below we will present
our results for IPv6 multicast group capacity and join delay in different traffic scenarios and network

topologies.



A Processor Mem.(MByte) | Net. card(100MBit/s)

RP (Rand. P.) | P4 1300 MHz 512 2

RL P4 1300 MHz 512 4

RR Cel. 600 MHz 256 3

Agentl P4 1300 MHz 512 1

Agent2 Cel. 600 MHz 256 1

Agent3 Cel. 600 MHz 256 1

Table 3.1: The hardware environment
N.Ch | 64 512 | 1500 N.Ch | 64 512 1500
10 50000 | 50000 | 49200 10 17 23 14
100 49514 | 49664 | 43311 100 227 254 319
1000 | 46813 | 43808 | 41642 1000 | 3800 3700 4200
10000 | n.a n.a n.a 10000 | 72777 >70000 | >70000
60000 | n.a n.a n.a 60000 | >70000 | >70000 | >70000
((a)) Packet loss ((b)) Delay

Table 3.2: Results

3.5.2 The configuration used

We set up a sample configuration shown in figures 3.3 and 3.4 with Linux IPv6 PIM-SM routers and
Linux-based clients for them. The machines had the following configuration: Debian Sarge, MRD6
0.9.5 PIM-SM [111] implementation, Zebra Ripng as a unicast routing algorithm, Java 1.5. Above

Table 3.1 lists the hardware specifications of the machines.

3.5.3 The number of supported channels

In the experiments our goal was to learn more about the dependence between the number of channels
and the packet loss rate. Our tests were done with an equal number of packets (50000). To test
the traffic we used an IPv6-based UDP packet of variable length and fixed content. The only varying
parameter in the UDP was a serial value. On the receiver side, the received serials were the result.
Each MLDv2 packets contained 50 multicast addresses with an exclude directive. We conducted the
measurements for both topologies (SUT and DUT, figures 3.3 and 3.4). In both cases the traffic
source was Agent3 and the traffic destination was Agentl. The number of received packets is shown

in a subtable of Table 3.2.



Evaluation

The system worked well up to 100 channels. With 1000 the packet loss rate increased, but only to
about 2-10%. With a larger packet it was greater. If we injected the same traffic several times the
packet loss rate decreased by 1-5%. We suppose the reason for this behaviour can be found in the
FIB implementation. When we chose 10000 channels or more the system could not cope with it. The
RR router processed about 4300 subscriptions and from these subscriptions only 3150 were registered
on LR. We slowed down the subscription rate, but the best result we were able to achieve was that of
registering 5600 channels on RR and 2947 channels on LR. It was surprising to us that the RR started
sending PIM-SM Join messages only after processing the majority of the MLDv2 Register messages,
rather than in parallel. It seems that the MLDv2 handling task has a higher priority than the PIM-SM
signalling task. The multicast traffic for 10000 channels generated by Agentl used about 60 MBit/s
of bandwidth. Despite this low value the LR was totally overloaded during PIM-SM Register packet
generation. From this experiment we may conclude that this system is well able to handle some 10-40
channels. Clearly the number of channels handled by the routers strongly affects the performance
of a multicast network. A DoS attack on a multicast network aided by a large number of multicast
channels can pose a real threat. The real network traffic is not significant (in the case of MLDv2
Join packets, several tens of ICMPv6 packets), but the impact of this traffic might be devastating.

So we need safeguards.

3.5.4 The channel join delay

Here we measured the channel join delay for different channel numbers. We measured the time
between the last MLDv2 packet and the first arriving UDP packet in milliseconds. The results that
we obtained are listed in the b subtable of Table 3.2.

Evaluation

It seems that the delay is proportional to the number of channels. For larger packets the delay is

bigger, but the difference is not significant.

3.6 Conclusions

In this chapter we presented our new network testing and protocol validation framework. The strength
of this framework lies both in its user friendly GUI and the support it provides for defining a network
traffic from top to bottom. As we mentioned previously, the current network testing scenarios are

mostly concerned with benchmarking. We think that measuring a real network situation with a



lot of agents can provide the same or more valuable data than that obtained from benchmarking.
The probabilistic approach where the traffic parameters are defined in terms of known probabilistic
functions will add new data to the network testing field. Here we did not evaluate the protocol
validation capability, but rather we measured the channel handling capabilities. But we think that the
protocol validating capability should be widely used among network protocol implementers. During
the testing phase it turned out that, based on RFCs, it is not a trivial task to fully specify a packet
in detail. Hence we would like to define the most interesting protocols for our framework and we
plan to make these sample configurations available on a community site. Here presented the results
of our measurements of the channel handling capabilities of the MRD6 multicast routing daemon for
Linux. In the literature we have not seen any such results for MRD6 or any for the IPv6 multicast
routing solutions. In our experiments it turned out that the multicast network can be an easy target
of a DoS attack. With a relatively small packet number, a multicast network can be shut down. In

a real world scenario some rate limiting solution should be used.



Impact of the number of unicast flows on
the network infrastructure

As we saw in the previous chapters, stateful services have their scalability constraints depending on
the architecture of the active device (see Chapter 2). In Chapter 3 we investigated the effect of the
multicast traffic on the PC based infrastructure. Now would like to study the effects of the number

of unicast flows on the active devices.

4.1 Traffic generator

In order to simulate a high network load that would generate high flow numbers, a traffic generator was
necessary with the capability to create and send specially crafted packets. The UDP packets generated
with spoofed headers will cause the targeted router to register a given number of different flows (that
is, to simulate a number of client to serve). To meet these needs we applied the framework described
in Chapter 3. Here four parameters were used to tune it. The first parameter was the number of flows
to simulate; that is, how many fake source addresses to generate. The second and third parameters
were the destination IP and port range to send the packets to. The last parameter was the size of the
packet the utility should create. When run, after parsing the parameters, the application performed
from 1 to 10 million iteratios. In each of these iterations the algorithm picked a fake source address

and the crafted packet was sent to the destination address and port.
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Figure 4.1: The setup

4.2 Environment

Figure 4.1 shows the test setup for the simulation: it consists of a machine as a traffic generator in
a local subnet; a router that was either a PC or a Cisco router; a target machine and a monitoring
machine in another subnet. The list of routers tested is shown in Table 4.1. The generator device had
an IP from the network 10.0.0.0/8. The target machine had an IP from the network 192.168.0.0/24.
The router would act as a gateway between these networks, either with NAT turned on or off depending
on the test case. The source and target machines and the flow collector machine had the following
common setup: a 3.0GHz Intel Pentium IV CPU, 1GB RAM and Realtek Gigabit Ethernet interface,
all of them running Debian Linux 5.0. The PC router had two 2.4GHz Intel Xeon CPUs with Hyper
Threading and with a 2.5GB RAM and two Gigabit Ethernet interfaces, running Debian Linux 5.0.

4.3 Test cases

We tested our network with 1000 byte-sized packets and for the following number flows (or virtual
clients): 1 000, 10 000, 100 000, 1 000 000, 10 000 000; with three router settings: first with simple
routing, second with NAT enabled and third with NAT and Flow export enabled. We monitored the
CPU usage on the routers, and the number of dropped packets (by checking the number of packets
arriving at the target PC). With simple routing the routers could only select the path in the network
for each packet coming from the source PC and relay them to the target PC. This scenario uses
the least amount of resources and shows how the routers react to high traffic load. With Network
Address Translation enabled, the routers have to translate packet headers and track and maintain

basic data about each active connection. This means extra CPU overheads and memory usage when



Type | Setup Proc. Mem. TCAM Traget layer / Description
2811 | 2 FastEther- | Processor 256 - Access layer — small to
net interfaces | board ID medium-sized  businesses
., 2 Serial | FCZ12047254 (that is, a top of 500
interfaces,1 employees)
Virtual  Pri-
vate Network
Module
7600 | RSP720-3C PowerPC 1.2 | 1024 ACL 128K | Distribution/Core layer —
GHz NETFLOW carrier-class edge router of-
128K FIB | fering high-density Ethernet
256K switching and routing with
10Gbps interfaces. It is de-
signed for enterprises (more
than 1000 employees))

Table 4.1: Devices tested

the number of flows grows. The third setup, NAT with flow export, enabled the routers to maintain
flow statistics, aggregate this data and export this information in regular intervals to the flow collector
PC. This not only generates extra CPU overheads and memory consumption, but also increases the

bandwidth used when exporting the Netflow packets to the collector.

4.4 Conclusions

In most cases it seems that the bottleneck is the CPU . Maintaining the NAT table and translating
the packet headers on-the-fly requires high computational capacity. The less advanced Cisco 2811
router with moderate capabilities is more likely to drop packets as the flow number increases, in
contrast to the high-end Cisco 7600. The raw power of the PC router's CPU provided an advantage
in performance compared to the Cisco routers. Without netflow monitoring, by increasing the flow
numbers the number of packets lost increases proportionally. Enabling the netflow monitoring and
export means measureable extra overheads in terms of CPU usage and network load. This results in
higher packet loss and also hinders accurate netflow exports and statistics. With high flow numbers
and high traffic load, it is quite likely that along with data loss there will be a loss in statistical data
accuracy and problems with proper monitoring. With NAT turned off (simple routing) neither of the
tested routers produced any packet loss. During the simple routing tests, the PC router and the Cisco
devices both never reached maximum utilization.

Figure 4.2 shows the packet loss ratio for each router and setup combination. It is obvious that
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Figure 4.2: Packet loss

enabling the flow export will cause additional loss. Figure 4.3 shows how Netflow export accuracy is
affected by an increase in number of flows. With higher flow numbers the ratio of Netflow export
packets rises. Note as well that the Cisco 7600 router's CPU utilization does not reach 100% when
packet dropping occurs. This is probably due to memory constraints or the size of the NAT table.



P2P network infrastructure

In order to counter the negative treatment it currently receives, the P2P community is working hard
to design ISP friendly P2P protocols. The current emphasis of this research and development activity
is on traffic localization. In this chapter we shall argue that the number of flows created by the
P2P application should be considered when designing ISP friendly P2P protocols. There are studies
which show that besides this, P2P protocols are responsible for a significant percentage of the total
traffic volume: the so-called "elephant" and the P2P protocols are also responsible for a significant
percentage of the generated small flows called "mice". Currently the effect of the high number of
small flows is not well understood by the P2P community. In this chapter we wish to show that the
P2P traffic is responsible for a significant number of flows on the backbone. After, we would like
to provide a summary of the well-known ISP friendly approaches and point out that currently the

number of flows is not considered in most studies.

5.1 P2P solutions

There are a huge number of design options for P2P overlays [81]. Here we will give an overview or

bird's-eye-view of existing P2P overlay classes.

Unstructured P2P Overlays The broad class of unstructured overlays refers to random

topologies with different degree distributions such as power-law networks [106] and uniform random
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networks [61]. They offer no possibility for routing or key lookup, and they support flooding, random

walk, or variations of these, as search methods. Gossip protocols are also well supported [67].

Superpeer Overlays In superpeer networks the peers are not equal: a small subset of the peers
are automatically selected as temporary servers to help functions such as search and control [90]. Many

P2P applications such as Skype, FastTrack and Gnutella [81] apply superpeers.

Structured P2P Overlays Structured overlays are distributed linked data structures designed
for efficient routing (ID search). Nodes have unique IDs that can be used to address them. The overlay
is organized to make efficient routing to a given ID possible. All versions of these overlays can be
described as having a local structure based on some metric (often a ring, along which the IDs are
ordered) and long-range links that serve as shortcuts. Shortcuts are typically arranged in a way that

is consistent with the optimal arrangement described in [72].

5.2 Number of flows generated by the P2P appli-
cations

It is clear that the P2P ecosystem is responsible for a significant percentage of the total IP traffic.
However, the flow level distribution of this traffic share is not well understood and has not yet been
analyzed. As we saw in the Section 5.1, the different P2P approaches use different peering strategies
and also a selection of the underlying communication services. Due of this heterogeneity it is not
trivial to treat the P2P ecosystem as one class of applications from the viewpoint of the number of
flows generated. This issue arises in [7] where the traffic generated by the World Wide Web (WWW)
is compared with the traffic generated by the different P2P protocols at an Internet connection of
the University of Calgary. In the client-based analysis, the authors found that while the number of
concurrent flows for the WWW lies in the range of several tens but at most one hundred the number
of concurrent flows for P2P applications is one magnitude higher. In a protocol-based analysis they
found that Bittorrent users are responsible for this phenomenon as over 24% of the them have over 100
parallel connections. We may conclude that the P2P applications generate a significant flow volume.

In the next section we will overview the actual focus of ISP friendly research and development.

5.3 ISP friendly P2P: state of the art

Most of the P2P networks deployed usually employ an arbitrary neighbour selection procedure. The

result of this random neighbour selection procedure is a situation where some links of the overlay cross



multiple networks and continents [87][3]. It is common among the Tier 1 and Tier 2 network providers
to calculate the fee of the peering based on the cross border traffic. As the P2P protocols generate
significant cross border traffic, the Tier 2 and 3 providers should pay more to the Tier 1 providers.
In order to cope with this issue, two main approaches have been considered in the literature. The
first achieves locality with the help of selecting those peers with low latency. The second approach to
achieve P2P-locality is to use ISP-provided topology information. In fact, the authors of [2] introduce
an ISP operated oracle service for the P2P applications. The P2P node may send a set of alternative
neighbours and the oracle sends back the best one for the ISP. The decision of the oracle about the
metrics applied for decision making are not fixed, but they are in the hands of the given Internet

service provider.

Another article [12] describes a solution using the already existing and deployed content distri-
bution servers as the oracle. The basic idea is to construct a metric based on the localized DNS
redirections applied by the CDNs. As the CDNs route the traffic according the ISPs local rules, the
solution is AS agnostic. One issue associated with this solution is that the intra AS localization for
smaller ASes is not supported. Another aspect is that the win-win model, which is the basis for the
P2P-ISP ecosystem, is fulfilled only on the side of ISPs as there is only a small gain on the side
of the P2P participants. This is mostly because of the weak access network connections. In [45]
they describe an approach where the oracle information comes from the BGP tables, the geolocation
services and the BGP updates. Based on this information they construct an "inter-ISP" topology and
"intra-ISP" topology based on the estimated point of presence structure and distances among the
point of presence sites. By combining these two sets of information they create an Internet level point
of presence map. The suggested decision-making point depends on the architecture of the given P2P
solution. In the case of centralized protocols like Bittorent this could be applied to the tracker server;
in the case of decentralized protocols like Gnutella it could be the task of the leaf nodes to select the
best source from a list of possible sources. The algorithm is too CPU demanding to be placed on
each decision-making point, so they suggest the deployment of an oracle server at the premises of the
given ISPs. These oracle services could provide the necessary information for decision making. The

metric applied for the validation of this solution was the physical distance and the AS level distance.

In [1] they extend the work described in [2] with an analysis of end-user experience. In the
case of decision making it also involves taking the bandwidth of the last hop into account. They
study the effect of the solution on the Gnutella P2P protocol on five different topology models. The
authors of [41] give an overview of the motivation and the possible forms of ISP, end-user and overlay
provider collaboration. It describes two forms of collaboration, namely the oracle service (SmoothIT

Information Service (SIS)) provided by the ISP and the ISP-controlled peer participating in the overlay



(ISP-owned Peer(loP)). The goal of these collaboration activities is to localize the traffic (with SIS
and loP) and stabilize the network (with the help loP). The article also gives a good overview of
the different rules of thumb agreement among the Tierl,2,3 players (e.g. 95% rule). It shows that
for the 95% charging model depending on the P2P resource sharing strategy, in some cases the
locality of the traffic has only a small effect on the cost of the ISP. As the charging is based on the
difference between the incoming and outgoing traffic in the case of tit-for-tat solutions the traffic in
both directions will drop and have only a small effect on the difference between the incoming and

outgoing traffic.

The usability of the locality also depends on the spread of the resource. If there are no alternatives
in the network of the ISP then there is no chance for localization. Articles [113] and [87] describe
the project ALTO (maintained by the IETF) approach which tries to standardize the oracle and the
open issues in this area such as privacy and security considerations. It takes into account the Proxidor
[3], P4P [134], and H12 [68] protocols as potential candidates for implementing the oracle protocol.
The authors of [116] address the scalability issues of the oracle for unstructured P2P networks. They
suggest using a gossip-based extension of the oracle to ease the burden of the oracle server. The
authors of [89] conducted measurements on the Bittorent ecosystem in order to evaluate the effects
and the effectiveness of localization. They found that in most cases for the client localization is not
feasible as there are too few peers inside a given ISP and the quality of the service perceived by the

P2P nodes could also degrade with increased localization.

Another important finding is that download depart behaviour limits the chance of localization
too. The authors of [108] present a measurement-based analysis of the feasibility of the localization
of the Bittorent protocol. With the help of in-depth and large datasets collected from the tracker
server and the gossip protocol implemented in the Bittorent protocol for collecting all the IP addresses
of the participating nodes, it evaluates two localization approaches on the dataset; Locality only if
faster and Locality. They found that, depending on the localization approach, about 10% to 55%
of the traffic could be localized. In the case of random peer selection this value ranges from 1% to
10%. The second conclusion is that the non-localizable Torrents where there are not enough seeding
partners inside the ISP provide the upper bound to localization. The authors of [117] evaluate the
effectiveness of the Vivaldi [22] Internet Coordinate System. The ICS solution could act as an oracle
to help the peers in the localization process. Vivaldi calculates the network coordinates based on
RTT measurements with the help of a spring relaxation problem. They found that because of the
queuing delay of the ADSL links, Vivaldi cannot provide an accurate network coordinate system (in

terms of adjacent geographical or AS distance). In summary:

e The problems of the ISP caused by P2P users depends on the contract type. If it is based



on the difference between the incoming and outgoing traffic then localization may have little

effect on the cost of the peering.

e RTT as a metric could be applied with significant gains, but it does not take into account the

traffic engineering decisions of the ISPs.
e Localization is strongly bounded by the demographics of the given P2P solution.

e Adopting the AS hop count as a metric for localization could also provide new results, but it

is not optimal for ISPs covering multiple ASes

e The only metric employed previously of this was the volume of the traffic; the TCO of a
network and the impact of the P2P traffic on the TCO was considered based on the traffic

volume.

e The usability of localization (from an end-user perspective) decreases as smaller and smaller
parts of the networks are considered. This is because of the given demographics of the P2P
network. In a smaller network the chance of having peers with the same downloading goal

tends to be small.

5.4 Conclusions

We saw that some P2P protocols are responsible for a significant number of flows initiated by a
client. The state-of-the-art ISP Friendly P2P research community focuses on the traffic volume and
the localization of the traffic. The number of flows as an additive metric for optimization has not
yet been considered. Based on the measurements presented in Chapter 4, we think that the number
of flows generated by a P2P application is important and this metric ought to be included in current

aims of P2P optimization efforts.






Conclusions

Summary: The impact of the number of flows on the performance of the stateful services of the
active devices has not been studied. Based on our measurements we showed that the number of
unicast or multicast flows has an important impact on the infrastructure and these aspects should be

considered in current and future network planning and application development.

Theses:

Thesis 1 The performance of stateful services in the distribution and core layers depends heavily on

the number of unicast or multicast flows.

Thesis 2 The ISP friendly P2P must take into account the number of flows generated by the overlay

too.

The results shown in this thesis group are all the results of the author. The results related to the
multicast traffic of this contribution point were published in research paper [Bil06].

In the next part we would like to answer questions arising from this part:

1. As both the Internet and the botnet on the top of the Internet are distributed in nature, it is
interesting to ask whether it is possible to detect a sophisticated botnet from a single point

(single AS). We will study this in Chapter 7.
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2. As we saw in this chapter, the degree of the nodes forming the P2P overlay is important from
the point of view of network scalability and of hiding. It is an interesting question of whether
it is possible to build a low degree overlay which is stable even in the case of significant churn.

We will provide a solution for this problem in Chapter 8.

3. We saw that with the all-IP solution, we use the same protocol stack on the top of different
access technologies. In the case of 3G, the bandwidth is a scarce resource and compression
seems to be a feasible solution for protocol adoption. One may ask whether the current
compression algorithms can be applied without modification. We shall present an in-depth

study of SIP compression in Chapter 9.

4. If we consider a localized but extremely distributed system with strict performance criteria (file
sharing), a question that might arise is how we could achieve robust, but effective consistency

in the case of a file store. We will provide a solution to this in Chapter 10.
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Hiding botnets

In Chapter 2 we discussed the threat posed by the P2P botnets. In this chapter we examine how
techniques presented in [50] perform in the case of botnets. Instead of looking at real traffic traces,
we will base our methodology on simulation: we define synthetic flows on top of an AS-level model
of the Internet assuming various P2P botnets. This is necessary because our main goal is not to
evaluate current botnets, but rather to explore some advanced P2P techniques such as localization
and clustering that future P2P botnets are likely to adopt to avoid detection.

Our main contribution is demonstrating that P2P botnets can easily hide their traffic even at the
largest backbone router if they apply a few P2P techniques that are available from the literature or
that are fairly evident, while being able to maintain their overlay and hence their malicious activity
as well.

The implication is that local and isolated efforts are not very promising; if we would like to protect
the Internet from P2P botnets that are likely to increase in size and sophistication, and that are still
very far from reaching their full potential, we need to fight fire with fire and start to devote serious

efforts to the consideration of P2P infrastructures and algorithms for automated detection.

7.1 Focusing on Overlay-Related Traffic

If we want to identify and filter P2P botnet traffic in an automated way, we can focus on roughly three

kinds of activity: propagation, attacks by the botnet, and overlay traffic, which involves repairing failed
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overlay links, adding new nodes to the overlay, and also applying spreading and searching commands
of the botmaster.

We argue that the most promising approach is to focus on overlay traffic. It has a small volume,
but it is arguably the most regular and reliable traffic that any P2P botnet generates, since the overlay
network has to be constantly repaired, and bots need regular information about commands of the
botmaster, updates, and so on.

Although the propagation of bots can be detected if it involves port scanning and similar suspicious
network activity (see [10], for example), bots can also spread under the radar via email, websites,
file sharing networks, ad hoc wireless networks, or even via the old-fashioned way by infecting files on
pen drives and on other portable media that generate no network traffic at all [71, 133].

Certain "visible” attacks—such as DDos, spamming or brute force login—could also be detected
automatically. In an optimistic scenario, we can immediately identify and block those bots that
participate in these attacks. But this is still far from being enough: P2P overlays can apply very
cheap and simple methods that can enable them to tolerate attacks extremely well even if large
portions (even 80%) of the overlay gets knocked out [61]. In addition, certain types of malicious
activity, such as collecting personal data (bank account information, passwords, etc) can blend into
(even piggyback) overlay traffic perfectly.

One interesting idea is that—instead of concentrating just on the overlay or only on attacks—we
should look for a correlation between groups of nodes that produce a similar flow-level behaviour due
to overlay traffic and groups that perform attacks, as proposed in [33]. However, as acknowledged
in [33], such correlations could be reduced to a minimum by a sophisticated botnet.

The basic motivation of our work is that we think that the structure of P2P networks is a very
promising, although difficult, target to try to detect. The structure is completely insensitive to actual
flow characteristics. Nodes can mimic other protocols or they can behave randomly, but the traffic
dispersion graph they generate must still reveal the overlay network they are organized in. Evidently,
this structure will have to be correlated to malicious behaviour as well.

Accordingly, in the rest of the chapter we will focus on overlay traffic.

7.2 Network Monitoring with Traffic Dispersion
Graphs
Approaches to automated traffic classification and filtering typically start from observing packets or

flows and classify them through the application of a stack of methods ranging from simple port-based

filtering to sophisticated supervised or unsupervised machine learning and classification methods over



packet and flow data. A summary of such methods is given in [93].

However, P2P botnet overlay traffic does not necessarily look malicious or harmful (in fact, in
itself, it is neither), even if isolated and classified properly. It is essential to be able to identify this
traffic as part of a network that, as such, makes it suspicious and could trigger a warning [23].

It has already been argued that it is very difficult to detect P2P traffic using packet or flow
classification methods alone [50, 49]. Most of the key characteristics of P2P traffic lie in the network
defined by the flows called the traffic dispersion graph (TDG). By building and analyzing TDGs of
locally observable flow data after the classification phase, it is possible to extract important additional
clues about the organization of an application and, for example, label them as P2P.

In [49], the TDG is defined on top of a set of flows S that have the usual format <srclP, srcPort,
dstIP, dstPort, protocol>. The TDG is the directed graph G(V, E) where V, the set of vertices,
contains the set of IPs in S, and E, the set of edges, contains the edges (a,b) such that there is a
flow in S with srclP = a and dstIP = b.

Since our study intends to challenge the feasibility of local methods for detecting botnets, in
order to be convincing we need to be generous to the local methods that are available for traffic
classification. Therefore we assume that traffic that belongs to a given P2P botnet can be isolated in
an unlabelled way. That is, we shall assume that there are methods available to group a set of flows
together that belong to the P2P botnet, but that we cannot determine whether the identified class
of traffic is in fact botnet traffic.

Note that this is already an extremely strong assumption. We will argue that even with this
assumption, it is very difficult to identify the traffic as P2P traffic generated by a large P2P network
if a P2P botnet applies certain P2P techniques. To show this, we will examine how the P2P traffic

identification approach presented in [50] performs in this context.

7.3 Our P2P Overlay Model

As we saw in the Section 5.1, there are a huge number of design options, so selecting a suitable
model that allows us to draw conclusions on the detectability of P2P botnet overlay traffic is highly
non-trivial. Here we provide a short evaluation of the alternative design options and, based on this,
we propose a simple model. After, we will present techniques that could help a P2P botnet to hide;

we will examine these techniques in experiments described in Section 8.3.

Superpeer Overlays Since superpeer networks are more visible, and less robust to targeted

attacks, we will assume that the most efficient botnets are not likely to adopt this design.



Structured P2P Overlays Current P2P botnets are based on structured overlays such as
Kademlia [32].

Unstructured P2P Overlays Unstructured networks are extremely robust and, due to their
lack of structure, they can be harder to discover as well. However, command and control operations are
more expensive; and, most importantly, communication cannot be localized (an important technique
will be described below) since we have no structure to map on the underlay. Although we do not
rule out unstructured networks as a potential architecture for botnets, here we focus on structured

networks.

7.3.1 Our Model

As a model we shall use an ordered ring with exponential long-range links, which is a simplified version
of the Chord topology [119]: We have N nodes with IDs 0,1,...,N — 1. Node i is connected to
nodes i — 1 (mod N) and i+ 1 (mod N) to form the ring. In addition, node i is connected to nodes
i+27 (mod N) for j =1,2,...,(logy N) — 1, which are the long-range links.

It is important to make a distinction between the overlay and the flows that exist in the overlay.
Two nodes a and b are connected in the overlay if a “knows about” b. This, however, does not imply
that a will ever actually send a message to b. For example, a might remember b simply in order to
increase robustness in the case of a failure. On the other hand, a node a might send a message to b
even though b is not the neighbour of @ in the overlay (that is, for the overlay to function properly,
a does not need to remember b after sending it a message). For example, in Kademlia if a wants to
find the node of ID z then a will actually make contact with all nodes on the route to 2. This is why
Storm bots generate so many messages locally as part of the overlay traffic [40].

In short, we want to model the flows and not the overlay per se, so our model refers to the flows
we can potentially observe. In the actual overlay there would probably be links to the 2nd, 3rd, etc,
neighbours in the ring as well as those are learned from direct neighbours.

In the following we will describe two fairly straightforward techniques that future botnets could
use to hide their traffic. The key point is that, using these techniques, the functionality of the overlay

can be preserved while using far fewer links and traversing fewer routers.

Clusters for Sharing Long Range Links

In the ring every node has two neighbours that it actually communicates with at any given time, but
it has log N long-range links, all of which are frequently used for communication to achieve as few

as O(log N) hops in overlay routing (where N is the network size). Evidently, the ring would be



sufficient for communication but then sending a message from a node to another random node would

require O(N) hops in expectation.

There is a middle ground: we can reduce the number of long-range links to a constant number,

and still have relatively efficient routing: O(log® N) hops [85] or even O(log N) hops [84].

However, let us remember that we are interested in the flows and not the overlay. In fact, we
can modify our model to have a single long-range flow per node, and still have O(log2 N) hops for
routing messages in expectation. The trick is to create clusters of log N consecutive nodes in the
ring, and allow each node to actually use only one of its long-range links. Routing proceeds as usual:
but when a node decides to send a message over a long-range link, it first has to locate the node in
its cluster that is allowed to use that link and send the message to that node along the ring. Note
that nodes that are in the same cluster can rely on an identical set of long-range links since clusters

can be interpreted as replicas of a node in an overlay of size N/log N.

Next, we state without proof that a much simpler stochastic approach in which we have no
clustering at all, but where each node can use only one random long-range link results in a similar
routing complexity in expectation. Here a node has to look at its log IV neighbours in the ring and

pick the best long-range link that is allowed in some of these neighbours.

In sum, from the point of view of flows all nodes now have two ring flows (one in and one out)

and two long-range flows on average (one out and one in on average).

Locality

We can also optimize the ring by trying to assign IDs to nodes in such a way that the resulting
ring has links which touch the smallest possible number of routers. Several algorithms are known to
achieve such optimized topologies that could be adapted to this application, such as that described

in [88, 59].

7.4 Simulation Experiments

To examine the partial TDGs as seen locally from several points of the Internet, we (i) created a
static AS-level model of the Internet topology and routing, (ii) mapped the overlay network to this
AS-level topology, (iii) and we analyzed the local TDGs that are defined for each AS by the set of

traversing flows in our model. We will now elaborate on these steps.



7.4.1 The AS-level Underlay

As our AS-level underlay we used an AS link dataset from CAIDA [47] that we cleaned by deleting
uncertain links (around 3% of all links). We are aware of the methodological problems associated with
collecting AS-level links and simulating protocols over them. However, for the purposes of this study,
the main goal was not to achieve perfect low-level realism but to capture the important structural
properties of the Internet as a complex network, a level that even a good topology generator could
provide.

We calculated the shortest paths for each pair of nodes in the topology after assuming that the
edges have equal weights. As a simple model of BGP routing we assumed that flows actually follow
these shortest paths. Shortest paths also define the betweenness centrality of each node; that is,
the number of shortest paths that touch a given node. This is a very important metric from the
TDG point of view, since an AS with a high betweenness value is likely to be able to capture a more
complete view of the TDG of the application.

The statistical properties of the AS graph have been studied intensively (see, for example, [83]).
Figure 7.1 illustrates the distribution of betweenness centrality in the dataset we used, which is

presented because we found the sharp switch to an exponential relationship at rank 1700 interesting.

7.4.2 Mapping the Overlay to the Underlay

Based on notions described in Section 7.3, we will experiment with two kinds of mappings: random
and localized. First we describe the common settings for these two mappings, and then we will discuss

the specifics of both.

Common Settings

In all our experiments the overlay contains 100,000 nodes. Note that we do not expect our results to
be sensitive to the overlay size, since the overlay localization techniques we discussed in Section 7.3
essentially cause the problem to depend only on the AS-level graph.

The AS topology contains 14,630 nodes. With each type of overlay we map the overlay nodes
onto the AS nodes in such a way that the number of overlay nodes in each AS is proportional to the
size of the AS, but each AS has at least one overlay node. That is, in our model we do not take into
account the geographical, social, or cultural bias that is known to affect botnet distribution [40]. The
size of an AS is approximated and based on the IP-prefix-to-AS mapping available from CAIDAhttp:

//www.caida.org/data/routing/routeviews-prefix2as.xml.



106 T T T T T T T T T T

107 |

10° |

109 |

102 |

AS betweenness value (unnormalized)

10':' 1 1 1 1
1 10 100 1000

AS betweenness rank
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tial (not shown).



1 6 T T T T T T T

+
+
14 | + ]
+ +
12 + + _
+ ++ w7 * *
2 10 L i
k=
@
+

g g L i
2
= +
o
5 6| :
>
(=]

4 |+ + e, * +  H o e o+ 4 1

+ +
T+t e P e e,
2 L _
+
D 1 1 1 1 1 1 1

10° 10’ 102 10° 104 10° 1% 107  10°®

betweenness

Figure 7.2: Scatter plot of the number of overlay nodes in an AS and the betweenness
centrality of the same given AS.

It is interesting to note that the size and the betweenness of an AS seem to display no correlation,

as illustrated by the scatter plot in Figure 7.2.

Specific Mappings

In the random mapping we assign overlay nodes to ASes at random, keeping only size proportionality
in mind, as outlined above.

To create a localized mapping like that described in Section 7.3.1, we first define the travelling
salesperson problem (TSP) over the AS topology and, using a simple heuristic algorithm, we produce
a “good enough” tour over the ASes. Then, we assign the overlay nodes to ASes in such a way that
the overlay ring is consistent with this tour, as illustrated in Figure 7.3.

We define the TSP as follows: find a permutation of the ASes such that if we visit all the ASes

exactly once in the order given by the permutation, but assuming a closed tour that returns to the
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Figure 7.3: Localized mapping: alignment of the overlay ring (solid lines and circles)
with the AS tour (dotted lines and rectangles) that is output by the nearest neighbour
heuristic.

origin, and assuming also that for each transition from one AS to the other we follow the shortest
paths in the AS-level topology, then the sum of the hops in the AS-level topology is minimal.

The heuristic we applied is nearest neighbour tour construction [63]. We start the tour with
a random AS, and iteratively extend the tour by adding an AS that has the smallest shortest path
length among those ASes that have not yet been visited. Ties are broken at random.

Before moving on to the analysis of TDGs, some comments are in order. First, our simulation is
completely indifferent to the way a solution for the TSP problem is generated (i.e. a P2P algorithm
or some other arbitrary heuristic method). What we would like to focus on is what happens when
the mapping is well localised.

Second, the heuristic mapping we produce is most likely quite far away from the optimal local-
ization. The actual optimal mapping is prohibitively expensive to calculate since the TSP problem is
NP-hard in general, and we have a very large instance. Moreover, the definition of the localization
problem itself could be refined as well, taking the requirements of the P2P botnet into account more
directly in the objective function, and, for example, minimizing the sum or the maximal number of
flows that can be seen at the ASes.

For these reasons our results should be interpreted as an upper bound on the amount of infor-



mation that is available at local nodes.

7.4.3 Analysis of TDGs

We experimented with four overlay models that are given by the two kinds of mappings described
in Section 7.4.2 (random and localised) with or without the clustering technique described in Sec-
tion 7.3.1. For these models we simply collected the flows that traverse a given AS, created the TDG,
and collected statistics. The statistics we collected were the following: number of nodes, number of
edges, number of weakly connected components, size of the largest weakly connected component,
average node degree (where we count both incoming and outgoing connections) and finally, a metric
called InO, introduced in [50]. InO is the proportion of nodes that have both incoming and outgoing
connections. The results are shown in Figure 7.4. The first observation we can make is that the more
efficient factor for hiding the overlay traffic is clustering. Recall that the main effect of clustering is to
reduce the flows each node participates in from O(log N) to 4 on average. The effect of localisation
is significant as well, but it is less dramatic overall. There is one exception: the largest connected
component, where localization results in a value that is two orders of magnitude smaller than that
for the two most central ASes.

Let us first compare these results to those found in [50] for existing P2P networks in real traces.
There it was concluded that P2P traffic can be characterised by a high InO value (greater than 1%)
and a high average degree (greater than 2.8). From this point of view, the TDGs we observe can
not be classified as P2P traffic because the average degree is extremely low: in fact fewer than 2 in
the case of a localized and clustered network even for the most central ASes. It is interesting that
even for random mapping without clustering the threshold is crossed only at the most central ASes,
although by a large margin.

On the other hand, the InO values are large. This is simply because we did not concentrate on
calculating this metric explicitly. The reason is that in practice determining the direction of a flow is
not very reliable, it is prone to errors and is quite easy to manipulate. We predict that the InO value
could also be manipulated by a botnet using techniques that cannot be captured by the relatively
high level model we apply that ignores flow details and dynamics.

In addition, in [50] some applications with high InO and low average degree have been found: one
example is FTP, where the server initiates connections to the client as well, which further complicates
detection and offers the botnet other opportunities for camouflage.

Of course it is possible that other metrics could help characterize these TDGs for a P2P network.
Let us look at the TDGs using other metrics in order to get a more precise idea of what information

is visible locally. Out of the 200,000 edges in the overlay, even the most central AS can see only
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16,814 edges at most. The number of nodes in the TDG is 24,985, which is much larger than the
number of edges: indeed, the connected components are mostly of size 2 (pairs) and 3. There are
8,172 clusters, the maximal of which contains only 29 nodes. A visualization of the TDG that belongs
to the most central AS is shown in Figure 7.5. The information available at the less central ASes is
significantly less, as shown in figures 7.4 and 7.5. Lastly, the maximal node degree we observed in
any TDG we have generated is no more than 4.

It is important to emphasize that results presented here are based on the assumption that within
one AS transit, traffic traces can be aggregated and treated in a unified way. Although not impossible,
this is a rather strong assumption, especially for the most interesting ASes with high betweenness
centrality, which handle enormous volumes of transit traffic. In practice, the information visible locally
could be even more fragmented.

Overall, then, we may conclude that when localization and clustering are applied, the overlay
network traffic is almost completely hidden. A non-trivial proportion of the traffic can be seen only

at the most central ASes, but even there, what is visible is predominantly unstructured.

7.5 Conclusions

Instead of looking at existing P2P botnets, we created synthetic flow data to model the set of flows
that are available at an AS locally for observation. While it is clear that this methodology involves a
simplified model of communication, it does allow us to get ahead of botnets by experimenting with
algorithms that have not yet been deployed.

In spite of the low resolution that this methodology offers, we were able to predict and analyze
a real problem: P2P overlays that are capable of efficiently and robustly organizing and controlling a
large set of bots with a minimal communication footprint so as to avoid automated detection.

We hope that our results will provide non-trivial clues concerning directions for future research
in automated botnet detection. Our results also show that we need to fight fire with fire and develop
and apply P2P technology over large sets of cooperating administrative domains. In this chapter we
presented an example for infrastructure awareness. Botnets can hide with the help of appliying a low
degree P2P overlay. The question is how one can construct a low degree, but robust P2P overlay.
We will study this in the next chapter.

The results of this contribution point were published in research paper [JB09b].

Theses:

Thesis 3 It is possible to build P2P botnet which cannot be detected with the help of the TDG
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method applied from a single point (AS).

Thesis 4 Localization has only a minor effect on the hiding, the link clustering has a significant

effect on the visibility of a P2P botnet.

Thesis 5 With the help of localization and link clustering a P2P botnet can hide from a single point

TDG-based monitoring.

The results connected to the Thesis 5 are the results of the author. The rest are the results of shared

work.



Small degree DHT with large churn

In the last chapter we showed that state-of-the-art techniques for the detection of P2P networks fail
if peers communicate with only a small constant number of neighbours during their lifetime[JB09b].

Fortunately, current infections generate considerable traffic. For example, the Storm worm
touches a huge number of peers, in the range of thousands [32], when joining the network, gen-
erating a recognizable communication pattern as well as revealing a large list of botnet members. In
general, P2P clients are typically in contact with a large number of neighbours due to maintenance
traffic, and regular application traffic such as in a search. There are only a few notable exceptions,
such as Symphony and Viceroy [85, 84], which are overlay networks of a constant degree.

We also saw in the chapters 4 and 3 that the number of flows has an important impact on
the stateful services provided by the active devices. Therefore the number of flows initiated and
maintained by a P2P node is important from the point of view of ISP friendliness as well.

It is still an open question of whether it is possible to create overlay networks of a very small
constant maximal degree that are both efficient and scalable. Research activity concerning Symphony
or Viceroy has not yet been targeted to the lower end of maximal node degree, potentially as small
as 3 or 4. In fact, even negative results are known that indicate the inherent lack of scalability of
constant degree networks [75, 66]. In this chapter we will answer this question in the affirmative
and show that it is possible to build a Symphony-inspired overlay network of a very small constant
degree, and with the application of a number of simple techniques, this overlay network can be made

scalable and robust too. This result suggests that more research should be done into the detection
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of malicious P2P networks that are potentially of a small maximal degree.

Our contribution is threefold. First, we empirically analyze known as well as new techniques from
the point of view of improving the search performance in a Symphony-like overlay network. Second,
we present theoretical results indicating that if we add O(log N) (or, in a certain parameter range,
O(loglog N)) backup links for all links (where N is the network size), then a constant degree network
becomes fault tolerant even in the limit of infinite network size, while its effective degree remains
constant (that is, the network can remain in stealth mode) since the backup links are not used for
communication unless they become regular links replacing a failed link. This result is counter-intuitive
because routing in Symphony requires O(log? N) hops on average. Third, we provide event-based
simulation results over dynamic and realistic scenarios with a proof-of-principle implementation of a

constant degree network, complete with gossip-based protocols for joining and maintenance.

8.1 Performance of Small Constant Degree Topolo-
gies

Our motivation is to understand whether a reasonable routing performance can be achieved in a
network that operates in stealth mode; that is, where the maximal node degree is as small as 3 or
4. We will base our discussion on Symphony, a simple, constant degree network [85]. We explore
several (existing and novel) simple techniques for improving the routing performance of Symphony
at the lower extremes of maximal degree. To the best of our knowledge, this problem has not been
tackled so far in detail by the research community.

Symphony was proposed by Manku et al. [85] as an application of the work of Kleinberg [73].
Like many other topologies, the Symphony topology is based on an undirected ring that is ordered
according to node IDs. Node IDs are drawn uniformly at random from the interval [0, 1] when joining
the network. Apart from the two links that belong to the ring, each node draws a constant number of
IDs with a probability proportional to 1/d, where d is the distance from the node’s own ID. After, each
node creates undirected long-range links to those peers that have the closest IDs to the IDs drawn.
(We note that an implementation needs an approximation of the network size N to normalize the
distribution. A rough, but practically acceptable, approximation exploits the fact that the expected
distance of the closest neighbours in the ring is 1/N.)

Symphony applies a greedy routing algorithm: at each hop the link is chosen that has the
numerically closest ID to the target. Due to the undirected ring, the procedure is guaranteed to
converge. It can also be proven that routing takes O(log2 N) hops on average; the idea of the proof

is to show that it takes O(log V) hops to halve the distance to the target.



In the following we describe techniques for reducing the number of routing hops in small constant

degree networks. After, we will systematically analyze these techniques via simulations.

Lookahead. Greedy routing can be augmented by a lookahead procedure where nodes store the
addresses of the neighbours of their neighbours locally as well, up to a certain distance. This way,
route selection is based on the best 2, 3, etc., hop route planned locally as opposed to a 1-hop route.
Routing with a single hop lookahead has been studied in detail [86, 91]. Since small constant degree
networks have small local neighbourhoods that can easily be stored and updated, we will study 2-hop

lookahead as well.

Degree balancing. To enforce a strict small upper bound on node degree, nodes that are
already of maximal degree have to reject new incoming long-range links. To make sure that most
joining nodes can create long-range links, we need to introduce balancing techniques. In addition to
the usual technique of repeated join attempts, we propose degree balancing: when a node of maximal
degree receives a join request, it first checks its closest neighbours in the direction of increasing node
ID to see whether they have free slots for a link. This need not require extensive communication
as neighbour information is available locally (and, for example, the lookahead mechanism described

above also requires local neighbourhood information).

Stratification. Since each node has only a small constant number of long-range links (1 or 2 in
our case), many hops will follow the ring. It is therefore important that neighbouring nodes in the
ring have different long-range links. We propose a stratified sampling technique that involves dividing
the long-range links into a logarithmic number of intervals [e’/N, e *! /N] (i = 0,..., [In N]—1). All
the nodes first choose an interval at random that is not occupied by a long-range link at a neighbour,
and then they draw a random ID from that interval with a probability proportional to 1/d, where d

is the distance from the node's own ID.

Short-link avoidance. Interestingly, if the average route is long, then it might be beneficial
to exclude long-range links that are "too short”. This way we introduce some extra hops at the end of
the route, when routing follows the ring only. However, we save hops during the first phases due to
the longer long-range links. As we will see later, this technique works well only in very small degree
networks where routes are long, but in such cases we can obtain a significant improvement. We
implement short-link avoidance based on the same intervals defined for stratification above. We will
introduce a parameter m, the number of shortest intervals that should be excluded when selecting

long-range links. For example, for m = 2, the first possible interval will be [e2/N,e3/N].



Network size 201 =10,11,...,20

Maximal degree (k) 3 or 4 (1 or 2 long-range links)
Lookahead 0, 1, or 2 hops

Stratification yes or no

Join attempts 1, 2, or 4 attempts

Degree balancing 1, 5, 10, or 20 neighbors checked
Short-link avoidance (m) | 0, 1, 2, 3, or 4

Table 8.1: The parameter space of the experiments.

We performed experiments using the parameter space defined in Table 8.1. For each parameter
combination, we first constructed the network and after we selected 10,000 random node pairs and

recorded the hop count of the routing.

The main methodological tool we apply to evaluate the large parameter space is drawing scatter
plots to illustrate the improvement in the hop count as a function of a varying parameter. In these plots
the points correspond to different combinations of the possible values of a subset of parameters. The
remaining free parameters are the ones we are interested in; they are used to calculate the coordinates
of the points as follows. The hop count for a specified setting for the free parameters is the horizontal
coordinate of a point, whereas the vertical coordinate is the ratio of the horizontal coordinate and

the hop count that belongs to another (typically baseline) setting of the same parameters.

The improvement brought about by stratification is illustrated in Figure 8.1 (left). Clearly,
for almost all parameter settings, stratification is a better choice (most values fall below 1). The
experiments with values higher than 1 were performed on the smallest networks, with no apparent
additional common features. The lack of improvement in these cases is most likely due to the larger
noise of random sampling in smaller networks. From now on, we will restrict our discussion to
experiments with stratification.

The improvement brought about by lookahead is shown in Figure 8.1 (right). We can see
that lookahead helps more if the degree of the network is larger. This is plausible since the local
neighbourhood is exponentially larger in a network of larger degree. We also notice that lookahead
is more useful in larger networks where the routes are longer.

Let us now take a look at the average degree of the networks (Figure 8.2). The main observation
here is that it is important to approximate the maximal degree because in some cases we can observe
a performance improvement of almost 30% relative to the baseline approach (that is, when no
balancing efforts have been made), especially if lookahead has been applied as well. The setting of 2

join attempts with degree balancing over 10 neighbours appears to be a good compromise between



all experiments + , lookahead=1
k=3, lookahead=2
, lookahead=1

, lookahead=2

09

0

emOO

08

0.7

06

05

hop count relative to no stratification
hop count relative to lookahead:

04

0.85

0O 20 40 60 8 100 120 140 160 180 0 20 40 60 80 100 120 140 160

hop count with stratification hop count with lookahead=1 or 2

Figure 8.1: The improvement in hop count as a result of stratification (left) and
lookahead (right).

4 1
& lookahead=0 ~ +

lookahead=2 O

38 0.95

+ +
+
36 ,join attempts=4 09 + + + 4+
,join attempts=2 +‘L3++'F_t++ +

34 085 +,0
& +7 + +

+mttoH +
¢ VR o TR TR
08 o%ﬁoo 3’45'%% FiLtt
@é’@f

, join attempts=4
, join attempts=2
, join attempts=1

3
28 E f
26 0.65

0 5 10 15 20 0 20 40 60 80 100 120 140

degree balancing neighbors hop count with 2 join attempts and 10 neighbor balancing

=4
=4
=4, join attempts=1
=3
=3
32 =3

g
—o—
—A—
-
—e—
—d—

average degree

0.75

hop count relative to no balancing

07

Figure 8.2: Average degree for N = 2% (left) and the performance improvement
achieved by a good balancing strategy (right). The average degree is practically iden-
tical with all the other network sizes too (not shown).

cost and performance.

Figure 8.3 illustrates the effects of short-link avoidance. When m = 2 (left), the performance
is improved with each parameter setting, except for k = 4 and lookahead = 2, where routing is so
efficient that even for the largest networks there are too few hops, so short-link avoidance does not
result in a net gain in hop count. For m = 3 (right) the same effect is amplified: for parameter
settings with a large hop count the relative improvement is larger, but for short routes the relative
cost is larger as well. All in all, the effect of this technique depends on the other parameters, but
m = 2 appears to be rather robust and results in a slight improvement in most settings. We note
that m = 4 was not the best setting in any of the experiments, so the maximal reasonable value was
m = 3 in our parameter space.

Lastly, Figure 8.4 shows the hop count as a function of network size. Theory predicts an O(log2 N)

hop count complexity; to a good approximation this scaling behaviour is apparent, especially for k = 4.
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The very large difference between the best and the worst setting is also worth noting. Moving from
k = 3 to k = 4 results in a very significant improvement: 2 long-range links instead of 1 causes the

speed of routing to double, as predicted by theory [85].

We may conclude that routing in networks of a very small constant degree is feasible if certain
techniques are applied. We found that the most effective technique is lookahead based on locally
available information in the neighbourhood of the nodes. In addition, degree balancing is very im-
portant as well. Further techniques such as short-link avoidance and stratification also result in an
additional 5-10% improvement, depending on the parameters. With these techniques we can route

in around 30 hops in a network of size N = 220 ~ 1,000, 000 with a maximal node degree of only 4.



8.2 Scalability of Fault Tolerance

In the previous few sections we discussed several aspects of scalability. Now we shall examine whether
the fault tolerance of the network diminishes as the network grows. This is crucial from the point
of view of P2P networks (in particular, botnets), which have to tolerate node churn as well as other
types of failures.

We first touch on some important issues regarding the scalability of constant degree topologies,
and then we propose the simple technique of using backup links to increase their fault tolerance.
We present theoretical results to show that the proposed technique indeed makes constant degree
networks scalable in a well-defined sense in the presence of node failures.

We consider properties of networks of size N as N — oo. This means that the results presented
here are mainly of theoretical interest, since in practice an upper bound on network size can easily be
given, and the algorithm designer can set protocol parameters according to the upper bound even if
the algorithm is not scalable in the present sense. Still, our results are somewhat counter intuitive,
and as such increase our insight into the behaviour of constant degree networks.

The Achilles’ heel of constant degree networks is fault tolerance and not performance. Perfor-
mance is not a problem if the network is reliable. It is well known that a constant number of neighbours
is sufficient to build a connected structure. Not only the trivial constant degree topologies such as
the ring or a tree are connected, but also there exist random topologies of constant degree such as
random k-out graphs. In such graphs each node is connected to k£ random, other nodes. It has been
shown that for & > 4 a k-out graph is connected with high probability [19]. It is also well known that
a constant degree is sufficient for an efficient routing algorithm. In the Symphony network, routing
takes O(log® N) hops, while in Viceroy, the optimal hop-count is O(log N) [84, 85].

Unfortunately, constant degree networks do not tolerate node failure very well. We will examine
the case when each node is removed with a fixed constant probability ¢ (that is, the expected number
of nodes remaining in the network is (1 — ¢)N). For example, the 4-out random graph is no longer
connected with high probability in this model. In fact, in order to get a connected random topology
in spite of node failures, one needs to maintain O(log N) neighbours at all nodes [66]. Similarly,
it has been shown by Kong et al. [75] that—in this failure model—DHT routing is not scalable in
Symphony, while it is scalable on other topologies that are able to find more alternative routes by
maintaining O(log N) links at all the nodes. In the following, we summarize the results of Kong
et al. for completeness and extend them to show how to achieve an effectively constant degree, yet
scalable, topology.

Kong et al. examined the success probability of routing p(h,q), the probability that in a DHT

a node h hops away from a starting node will be reached by the routing algorithm under a uniform



node failure probability ¢ [75]. Their criterion for scalability is
lim p(h,q) = lim p(h,q) >0, 0<g<1l-—e¢, (8.1)
N—oc0 h—o0

where € > 0, and h is the average routing distance in the topology under study (h = O(log2 N)
for Symphony). This expresses the requirement that increasing network size should not increase
sensitivity to failure without limit. Given this criterion, the proposed methodology consists of finding
the exact formula or a lower bound for p(h,q) for a topology of interest, and then calculating the
limit to see whether it is positive. To calculate p(h, q), one can create a Markov chain model of the
routing process under failure, and determine the probability of reaching the failure state.

Kong et al. proved that Symphony is not scalable. They showed that for each step the probability

of failure is a constant (C), so
lim p(h,q) = lim (1 —C)" =o0. (8.2)
h— o0 h— o0

However, if we assume that there are backup links for each link in Symphony, then the situation
changes dramatically. We shall not go into details here about how to collect the backup links;
Section 8.3 discusses an actual algorithm. From our point of view here the important fact is that the
backup links are such that if a link is not accessible, then the first backup is the best candidate to
replace it. If the first backup is down as well, then the second backup is the best replacement, and
So on.

Recall that the Symphony topology consists of a ring and a constant number of shortcuts. For
the ring, the notion of backup should be clear. A shortcut link is defined by a randomly generated
ID: we need to find the numerically closest node in the network to that ID. The first backup in that
case is the second closest node in the network, and so on. This notion can be extended to all routing
geometries as well.

The backup links do not increase the effective degree of an overlay node: a DHT can use the
original links if they are available, even if some of the backups were closer to the target. In fact,
backup links are never used for communication, not even during maintenance or any other function,
except when they become regular links after replacing a failed regular link. In addition, as we will
explain in Section 8.3, backup links can be collected and updated during regular DHT maintenance
without any extra messages.

It seems clear that backup links can make Symphony scalable. But how many of them do we
need? In the following we show that O(log V) backup links are sufficient, and in some circumstances

even O(loglog N) links will do.

Lemma 8.2.1 If in a DHT routing network all the links have f(N) backup links then p(h,q) >
(1 —gf M)k,



Proof The probability of being able to use the best link in the original overlay is 1 — ¢q. After
considering the backups this probability becomes 1 — ¢f(NM)+1 > 1 — ¢/(N) " Now, if we follow only
the optimal link in each step then the probability of success is not smaller than (1 — ¢/(N)). Clearly,

p(h, q) is no less than this value since it accounts for methods for routing around failed links as well.
Lemma 8.2.2 limy_,o0(1 — g8 V)" N 5 0 if0<g<1—€and k €.

Proof For k <= 0 the lemma is trivial. For k > 0, based on to Theorem 1 in [75], we need to prove
that

lim ¢"¢ Y log" N < o0
N— o0

and the lemma follows. The convergence of the above expression can be proved by applying the

I"'Hospital rule on (log® N)/q= 18N a suitable number of times.
Lemma 8.2.3 limy_,o0(1 — 8108 V)l0g" N . () jf ) < ¢ < min(e™*,1 —¢).

Proof We again need to prove that

lim ¢'°¢°8 N Jog® N < 0.
N—o00

Substituting x = log N we get

1 1
logmxk — xlogqexk — xlogqﬂ+k

q

1

This means that we need e T k < 0 for convergence. Elementary transformations complete the
q

proof.

Theorem 8.2.4 The Symphony topology is scalable; that is, limy_,o p(h,q) > 0, if (i) all the links
have O(log N) backup links, or if (ii) all the links have O(loglog N) backup links and ¢ < e ~
0.135.

Proof A straightforward application of the previous lemmas for Symphony where k = 2; that is,
h = O(log® N).

To sum up, we have shown that Symphony-like topologies can be made scalable by adding only
O(log N) backup links for all the links, and under moderate failure rates even O(loglog N) suffices.
This is rather counter-intuitive given that routing still takes O(log2 N) steps. It is also promising,
because these results suggest that collecting good quality backup links can dramatically improve

scalability at a low cost.



8.3 Experimental Results

In this section we present proof-of-principle experiments with a simple implementation of a small
constant degree network in realistic churn scenarios. Our goal is not to present a complete, optimized
implementation, but rather to show that it is indeed possible to achieve acceptable fault tolerance
and performance in realistic environments.

We performed the experiments using the PeerSim event-based simulator [96]. In our system
model nodes can send messages to each other based on a node address. Nodes have access to a local
clock, but these clocks are not synchronized. Messages can be delayed and nodes can leave or join
the system at any time. The statistical model of node churn is based on measurement data [122], as
we describe later.

Our goal was to design a protocol to construct and maintain a Symphony topology in a fault
tolerant way, with backup links (see Section 8.2). To this end, we applied T-Man, a generic protocol
for constructing a wide range of overlay topologies [60]. Here we briefly outline the protocol and the
specific details of the present implementation. The reader is asked to consult [60] for more details.

In our experiments each node has a single long-range link; that is, the maximal effective degree is
3. Each node has three local caches: long-range backups, ring backups and random samples. We set
a maximal size of 80 for both the long-range and ring backup caches, and 100 for random samples.
These values were chosen in an ad hoc way and were not optimized.

The caches contain node descriptors that include the ID and the address of a node. Each node
periodically sends the contents of all its caches to all its neighbours. The period of this communication
is called the gossip cycle, and was set to 1 minute in our experiments.

As described in Section 8.2, the two backup caches should ideally contain those nodes from the
entire network whose IDs are closest to the node’s own ID (for the ring neighbours), and the ID of the
long-range link, respectively. When receiving a message containing node descriptors, a node updates
its own local caches. It also updates the random sample cache, using a stratified sampling approach:
the ID space is divided into 100 equal intervals, and each cache entry is selected from one of these
intervals. If the random sample cache can be improved using any of the incoming node descriptors,
the cache is updated.

In addition, if a node receives a message from a node it should not receive messages (for example,
because the sender has inaccurate knowledge about the topology) from the node it sends its caches
to the sender of the misdirected message as well, so that it can improve its backup caches.

The join procedure starts by generating the node’s own ID at random, as well as the ID for the
long-range link. The caches need to be initialized as well, using a set of known peers; we applied 50

fixed descriptors for the initialization. Once the caches contain at least one link, the gossip protocol



sketched above can start, and all the caches will fill and improve gradually.

When handling a routing request, a node applies greedy routing using the three links: the two
ring links and the long-range link. However, before using the currently active ring links or long-range
link, the node always checks the best candidate in the backup caches for availability (sending a ping
message). Note that we do not check the best candidate for the message to be routed; we check the
best candidate for the given link slot (ring or long-range). This way, it is guaranteed that the right

links are used based on the state of the network at any given time.

The scenario we experimented with involves node churn. Applying appropriate models of churn
is of crucial importance from a methodological point of view. Researchers have often applied an
exponential distribution to model uptime distribution, which corresponds to a failure probability
independent of uptime. Measurements of a wide range of P2P networks in [122] suggest that a
Weibull distribution of uptime is more realistic, with a shape parameter around k& = 0.5. In this case
the failure rate decreases; that is, the more time a node spends online, the less likely it is to fail. This

favours longer sessions, but the Weibull distribution is nevertheless not heavy-tailed.

We applied the Weibull distribution with & = 0.5 to model uptime, and scaled the distribution,
so that around 30% of the nodes live longer than 30 minutes [122]. The downtime distribution was
modelled by a uniform random distribution, with an average downtime of 2 minutes. This average is
very short; however, longer downtimes result in a relative increase in the proportion of nodes in the
network that have long session lengths. Paradoxically, if the downtime is long, then the network is

almost completely stable in the time range we are interested in (around 30 minutes).

As noted in [122], the lengths of the online sessions of a node correlate: there are nodes that
tend to be available and nodes that are not. We assigned to each node a fixed session length from
the distribution above, which remained fixed during the experiment.

We applied a 1-minute gossip cycle. Each experiment lasted for 40 cycles. The network gradually
grew to its final size during the first 10 cycles, when we added each node at a random time. During
the remaining 30 cycles churn was applied. The network sizes we tested were N = 2%, i = 10, ..., 14.
Parameter m (which controls short-link avoidance) was set to m = 0 or m = 3. Other features such

as lookahead, stratification, and degree balancing were implemented later.

Figure 8.5 illustrates the speed at which the ring topology was formed despite continuous churn.
The improvement of the backup links (80 links per node) for the ring links is also illustrated. It can
be seen that most nodes collect good quality backups, but some of them seem to have no useable

backups at all; these nodes have a very short session time and spend very little time in the network.

One of our main goals was to show that the effective degree—the number of nodes an average

node actually communicates with—can be kept low. Figure 8.6 shows that indeed this can be
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Figure 8.6: The observed effective degree by the end of the experiments.

accomplished. Despite heavy churn, which results in a constant fluctuation of the ring neighbours,
the effective degree is small and seems to scale well. Recall that, for example, the Storm worm has
been observed to communicate with thousands of neighbours [32].

Lastly, let us examine the reliability and the efficiency of routing (see Figure 8.7). Recall that
we work with a baseline implementation with no lookahead, stratification, or any other technique.
Only short-link avoidance has been implemented. When testing routing we pick IDs and not nodes
as targets, and consider routing successful if the closest node receives the message at the time of
reception. That is, it is possible that the optimal target is different at the start of the routing and at
the end of the same routing.

We can see that short-link avoidance improves the hop count by a large margin. Overall, we

observe almost twice the hop count as in the ideal case shown in Figure 8.4. However, in our hostile
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Figure 8.7: Routing performance. The figure on the right corresponds to successful
routes.

scenario with heavy churn this can be considered acceptable for this baseline approach. We also note
that the actual routing performance observed in real botnets can be significantly worse; for example,

the success rate of queries has been found to be extremely low in the Storm botnet [32].

8.4 Conclusions

In this chapter we argued for the feasibility of P2P systems where nodes communicate only with a
very limited number of peers during their lifetime.

Our results have at least two implications. First, they provide a strong indication that P2P
botnets need to be taken seriously by the P2P community. In our previous work we showed that
stealth mode P2P networks are practically invisible for state-of-the art methods for P2P network
detection [JBO9b]. Current botnets do not exploit P2P technology to its full potential, and by the
time they learn how to do that, they will be very difficult to detect and remove.

The second implication is not related to malware. There can be other applications where it
is important to utilize very few connections because of a large associated cost. We showed in the
first part the cost of the large flow number. Further arguments for a constant degree design can be
found in related works as well [84]. For this reason, the research issue that we raised; that is, the
investigation of networks of a very small constant degree, is relevant to non-malicious applications as

well. The results of this contribution point were published in research paper [JB09a].
Theses:

Thesis 6 The Symphony topology is scalable; that is, limy,_,o, p(h,q) > 0, if (i) all the links have
O(log N) backup links, or if (ii) all the links have O(loglog N) backup links and ¢ < e=2 ~ 0.135.



Thesis 7 It is possible to build a low degree DHT that is robust even in the case of large churn.

Thesis 8 The T-Man based DHT exetended with the four methods (Lookahead, Degree balancing,
Stratification and Short-link avoidance) is stable in the case of significant churn (Weibull k=0.5)

The results connected to Thesis 8 are the results of the author. The rest are the results of shared

work.



SIP compression

9.1 Session Initiation Protocol (SIP)

We saw in Section 2.1.2 that the UMTS network is IP-based. Besides the similarities there are several
differences between wired and mobile networks. The most important one is the bandwidth, which is
the bottleneck of mobile core systems. The number and speed of processors, the memory, and the
capacity of backing storages can be easily increased, but the communication speed among the units
is limited.

Mobile system providers invested a huge amount of money into their systems. To get a good
return on their investment, they have to provide acceptable services for customers. The customers
would like to use these services independently of their location and hardware framework. There is a
need for a communication protocol to check the available and required services and their parameters.
Session Initiation Protocol (SIP) [35] was chosen by 3GPP for this purpose. It can be seen by now
that SIP is one of the most important Internet protocols in the 3G mobile core system. However,
it is highly redundant, because it is an extendable ASCll-based communication protocol. Recently,
concerns has been raised in 3GPP that session setups in the all-IP network were too lengthy due to
excessive signaling over the radio link. The delays were estimated to be as long as 10 seconds [36].
To overcome this problem, they agreed to use some kind of signaling compression along with UDP/IP
header compression to shorten the transmitted messages. 3GPP raised the issue with IETF. After

evaluating several proposals, the Robust Header Compressing Group (ROHC) [48] came up with the

69



idea of the universal decompressor, and defined a communication layer, called Signaling Compression
(SigComp) for this functionality [100, 102, 101]. IETF has left many issues open or implementation
specific, such as the negotiation of algorithms and parameters (e.g. buffer sizes). It is also not yet

known how to integrate SigComp with the SIP protocol, which is the main goal in compression.

The SigComp layer consists of two main interworking entities: the compressor and the Universal
Decompressor Virtual Machine (UDVM) [103]. There are several compression algorithms, and to
allow one to freely choose any kind of them, SigComp is designed in such a way that it contains a
universal decompressor. Thus not only the compressed messages can be sent, but also their com-
pression algorithms, where necessary. UDVM has its own language for implementing and executing

decompression algorithms; the only task is to upload the appropriate decompressing code to UDVM.

The protocol header compression is not a new idea. In 1990 Van Jacobson proposed a TCP/IP
specific compression algorithm [58], sending between 3-5 bytes of the 40 byte header. Another
interesting approach is suggested in [80]; it describes a universal framework which includes a simple
platform-independent header description language that protocol implementers can use to describe
high-level header properties, and a platform-specific code generation tool that produces kernel source
code automatically from this header specification. In our case these approaches are unsuitable,
because they are based on inter-packet redundancy. We have to deal with stand-alone packets because
it is possible that we only have a one-way communication channel with an error prone link, so we do
not know which packets arrived on the far side of communication channel. The classic compression
algorithms are not applicable without modifications because of the short message lengths. We did
not find any acceptable solution in the literature that met our special criterion. So we think that our
study is the first to investigate the compressibility of the SIP protocol and examine in a general way

the asymmetric! protocols needed to develop applicable compression methods.

In this chapter we will describe our work and the results concerning SIP compression. Our goal
was to implement the SigComp layer and to study the SIP protocol so as to find the best compressing

algorithm for it.

This chapter is organized as follows. First we will give an overview on SIP in Section 2, then
we will briefly present the theoretical background of compression and some well-known algorithms.
After, our work on compression algorithms will be described. Lastly, we will compare and evaluate

our test results and state our main conclusions.

IProtocols without full handshaking



9.1.1 Brief description

There are many applications of the Internet that require the creation and management of a session,
where a session is regarded as an exchange of data between an association of participants. The
implementation of these applications is complicated by the practices of participants: users may move
between endpoints, they may be addressable by multiple names, and they may communicate in
several different media — sometimes simultaneously. Numerous protocols have been developed that
carry various forms of real-time multimedia session data such as voice, video, and text messages. The
Session Initiation Protocol (SIP) [31, 35] works with these protocols by enabling Internet endpoints
(called user agents) to discover one another, and to agree on a characterization of a session they
would like to share.

SIP is an application-layer control protocol that can establish, modify, and terminate multimedia
sessions (conferences) such as Internet telephony calls. SIP can also invite participants to existing
sessions, such as multicast conferences. Media can be added to (and removed from) an existing
session. SIP transparently supports name mapping and redirection services, which supports personal
mobility and users can maintain a single externally visible identifier regardless of their network location.
To locate prospective session participants, and for other functions, SIP allows the creation of an
infrastructure of network hosts (called proxy servers) to which user agents can send registrations,
invitations to sessions, and other requests. SIP works independently of underlying transport protocols
and without any dependency on the type of session that is being established.

The changeover of IPv4 [99] and IPv6 [24] protocols has been studied and extensively analyzed,
and turned out to be a necessary but not easy task [46, 114]. The 3G networks use SIP as their call
control protocol and IPv6 as the network layer protocol for wireless communication, while currently
IPv4 is used as the network protocol for the Internet. Thus a need has emerged to connect a mobile
SIP user agent based on IPv6 with another SIP user agent based on IPv4. In a previous study [115]
we created and tested a demonstration system, where the SIP communication between the IPv6 and
the IPv4 networks was established between two SIP proxies (IPv6 and IPv4) via a special NAPT-PT.
This study presented a new technique to ensure the communication between 3G mobile networks and
Internet phones. As a continuation we would like to see how to integrate the SIP protocol — which is
the main topic in compression — into the SigComp layer.

Instead of describing the whole functionality of SIP [20, 131], we shall present here a sample

message, and a typical message flow.

INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bK776asdhds
Max-Forwards: 70



To: Bob <sip:bob@biloxi.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e667100pc33.atlanta.com

CSeq: 314159 INVITE

Contact: <sip:alice@pc33.atlanta.com>
Content-Type: application/sdp

Content-Length: 142

SIP/2.0 200 OK

Via: SIP/2.0/UDP server10.biloxi.com
;branch=z9hG4bKnashds8;received=192.0.2.3

Via: SIP/2.0/UDP bigbox3.site3.atlanta.com
;branch=z9nG4bK77ef4c2312983.1;received=192.0.2.2

Via: SIP/2.0/UDP pc33.atlanta.com
;branch=z9hG4bK776asdhds ;received=192.0.2.1

To: Bob <sip:bob@biloxi.com>;tag=a6c85ct

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-ID: aB84b4c76e667100@pc33.atlanta.com

CSeq: 314159 INVITE

Contact: <sip:bob@192.0.2.4>

Content-Type: application/sdp

Content-Length: 131

Figure 9.1 shows a typical example of a SIP message exchange between two users.

Alice Bob
L NVI TE q
< 100 Trying
< 180 Ri nging
< 200 K
ACK >
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< BYE
200 K >
UAC UAS

Figure 9.1: SIP session setup



9.2 Overview on Compression

9.2.1 Theoretical background

Data can be compressed whenever some symbols are more likely to occur than others. There are
several theories for describing the information content of a data set. Entropy, as defined by Shannon,
is the uncertainty regarding which symbols are chosen from a set of symbols with given apriori
probabilities. If there is more disorder, or entropy, then more information is required to reconstruct
the correct set of symbols [8]. Shannon's entropy is defined for a set of possible symbols S:

H=> p(s)log, — ) (9.1)

ses
where p(s) is the probability of symbol s. If we have symbols s € S, Shannon defined the notion of
self-information of a symbol as: 1
i(s) = log, o) (9.2)
This self-information represents the number of bits of information contained in it and, roughly speak-
ing, the number of bits we should use to send that symbol. Entropy is simply a weighted average
of the information of each symbol, and therefore the average number of bits of information in the
set of symbols. This entropy (more precisely First order Entropy) gives us an upper limit for data
compressibility when we do not know anything about partial transition probabilities between symbols,
and we are coding only characters and only one message. Using Eq.(9.1), we have found that the
entropy of a typical SIP message is around 6.7. The information can be coded with H bits/symbols
(this can be achieved just with arithmetic coding). With this entropy we can calculate the achievable
compression rate:
compressed 6.7 bit/char

o= original - 8 bit/char =083 (9.3)

How can we achieve a better compression ratio than Shannon's first order entropy? With second,
third, ... nth order entropy. If we have some knowledge about the dependence between symbol
probabilities and their context then we can calculate them with help of conditional probabilities. The
conditional entropy for a set of symbols S and context set C is:

H(S|C) = Zp ZP 1\0) sip : 4 (9.4)
ceC ses
When the conditional probability distribution of S depends on the context C, then H(S|C) < H(S);
otherwise H(S|C) = H(S).

As we have seen, we can calculate upper limits for data compressibility if we know the symbol

probability (conditional probability) distributions. But we would like to construct more effective

compressing algorithms in practice. Hence we have to investigate the following aspects:



e Data modeling — If we know something about the data, we can provide an accurate probability
model for each symbol (or group of symbols). This is mainly a dictionary, sorted by symbol
likehood(or by the likehood of a set of symbols) . (The probability value in most cases is the

relative frequency of a symbol in a message).

e Symbol coding — With help of symbol coding we can link the symbols (or group of symbols)
to an approriate codeword (whose lengths depend on the symbol probability; the greater the

probability, the shorter the assigned codeword).

We have to delimit the borders between codewords because they have different lengths. Symbol
coding can be byte- or bit-based. In the case of byte-based coding, we can use special symbols; in
the other case we can use prefix-free codewords to delimit the borders. A codeword is prefix-free if

none of the codeword is a prefix of an another codeword.

9.2.2 Summary of some well-known algorithms

LZ77 is a byte-based run-length encoding algorithm. It scans the message and tries to find the
largest equal parts with the dictionary. If it finds one, then it replaces it with the following pair of
numbers: the starting address of the hit and the length of replaced character group. (Sometimes the

distance of the hit from the beginning and the length is used.)

Input SIP dictionary
‘ ‘ Invite hes’r message jkl hik %essoge‘jhgjgkhg ‘ Invite SIP/OK
REQUEST ...
Output Invite test
message
‘ | ~006|test message i hik [ Ae7lingigkhg ‘ ‘

Figure 9.2: lllustration of how the LZ77 algorithm works
The following four algorithms are based on prefix-free encoding:

The Golomb-Rice encoder [44] is a prefix-free coding that assigns codes to the numbers
0,1,2,3,... according to the following description: first a power of 2 is chosen, denoted by 2*. If we
want to encode the number n, first [n/2%] 1 digits are written, a O after them and last a number
(n mod 2F) that is k-length long even if it can be written with few digits, which corresponds to the

following formula:

code = 2% unary code + 0 + n mod 2F (9.5)



SubExponential This encoder [43] is also prefix-free and assigns codes to numbers. The main
difference compared to the previous Rice encoder is that the lengths of codes grow logarithmically,
depending on the numbers to be encoded.

First a power of 2 is chosen, denoted by 2¥. Next let n be the number we want to code. Then the

code of n is:

e If n < 2%, then the code of n is a 0 and n in exactly k-bit long.
e If n > 2%, then the code of n starts |log(n)| — k + 1 bits 1,
a 0 and last the lowest |log(n)] bits of n.
The corresponding formula is:
0 + k£ unary code ifn < 2%

code = (9.6)
log(n — k + 1) unary code 4+ 0 +n modlogn ifn > 2F

Synth With help of Arithmetic compression [42] we can approach the best compression ratio
using the Shannon entropy concept. The main idea behind arithmetic coding is to represent each
possible sequence of n messages by a separate interval on the real line between 0 and 1. For a
sequence of symbols with probabilities p1,ps, ..., p, the algorithm will assign the sequence interval
size ﬁ p(i) starting with an interval of size 1. We simplified this algorithm with fixed size intervals
(fixeé:érobabilities). The size of any interval is a power of 2.
The number n thus can be coded by the following rules:

e If 0 < n <15, then the code of n is a 0 (only 1 bit) and afterwards n is represented in 4 bits.

e If 16 < n < 31, then the code of n is 10 (2 bits) and (n — 16) is represented in 4 bits.

e If 32 < n < 63, then the code of n is 110 (3 bits) and (n — 32) is represented in 5 bits.

e If 64 < n <127, then the code of n is 1110 (4 bits) and (n — 64) is represented in 6 bits.

e If 128 < n < 255, then the code of n is 11110 (5 bits) and (n — 128) is represented in 7 bits.

e If 256 < n < 767, then the code of n is 11111 (5 bits) and (n — 256) is represented in 9 bits.

Huffman encoding is an optimal prefix-free coding. The algorithm is based on the well-known
Huffman tree. The Huffman-tree is built on the frequency of the keywords in the message, where

each leaf contains a keyword. The messages are then compressed using this tree.

Deflate This algorithm [25] is a combination of two different compression algorithms. First the
message is compressed by the LZ77 algorithm (or some variant) and then the encoded message is

compressed by the Huffman algorithm.



Input: Invite abca

0 oo 05 06 1
Lafefe [ i |
O,m,% 0.56 0,6
afefe [ e - |
05 o 0,5001
Lafb e [ i - |

Figure 9.3: lllustration how arithmetic compression works

n+2 / (n+n/2)

Figure 9.4: A sample Huffman tree

9.3 Our results

9.3.1 SIP compressibility

We present three approaches that are based on each other and indicate the level of SIP specificity.

e In our first attempts we treated the messages as if they were simple text-based messages, which

was why we could not write efficient compression algorithms. A summary of our experimental

results is given in Section 9.3.2.

Afterwards we used dictionary-based algorithms, because we had some preliminary information
about the message that can be incorporated into the compression algorithms as probabili-
ties. We found a dictionary with SIP instructions ordered in terms of decreasing probability
values [31]. We know that numbers and normal characters are more probable than special
characters, and groups of symbols may appear more than once (run-length encoding). Some

details about our dictionary are given in Section 9.3.3.

We constructed several compression algorithms (mainly differing in symbol coding), starting
from the well-known algorithms outlined in Section 9.2.2. These algorithms were modified
so that they could make efficient use our dictionary. Moreover, we designed them so that

they could be adapted. We used a kind of Move-to-Front algorithm to change the symbol



probability values. When a symbol occurred, we put it higher up the list in the dictionary. We
used the dictionary both at the encoder and decoder stages, improving the efficiency of the
compression. The messages could be compressed efficiently with this solution; sections 9.3.3

- 9.3.6 describe what we developed specifically for the various algorithms.

e The entropy of a message flow is better than the entropy of a message, so we can achieve
better compression ratios when compressing message flow. Further improving the compression
could be achieved by using previous messages (dynamic compression) because the similarity
of the messages was often high (e.g. the address of sender and the receiver is the same)
and there are algorithms which can benefit from this. It would be worthwile investigating this

further.

9.3.2 Experiments of first attempts

First we tested the LZ77 algorithm. Since the dictionary contained only a few keywords as well as all
the 256 ASCII characters, the compression ratio was over 100%.

In the second test the Huffman algorithm was used. The tree was built based on the frequency
of occurrence of the characters in the message and then the message was compressed character by
character. Since the tree was built dynamically, we had to attach information about the tree needed
to decompress the message. This solution did not work because the compressed message was longer
than the original. The compression ratio was over 150%, but for shorter messages the ratio was
higher than 250%. This terrible (de)compression ratio clearly shows that the well-known compression
algorithms cannot be used "as they are" in the case of data transfer with the SigComp layer; instead
they have to be adapted or even redesigned.

Before investigating the other compression methods, we developed a good dictionary containing
all the SIP keywords and the 256 ASCII characters. This dictionary consists of more than 600

keywords.

9.3.3 Creating a dictionary

The SIP messages are about 300-600 bytes long. A message can consist of all of the ASCII characters.
The content can be divided into user data such as email, host name, ..., and SIP instructions. We
studied several SIP message flows which can be found on the Internet [36, 131], and used an idea in
an article [31] where a static SIP dictionary was given. From this dataset we constructed a dictionary,
which consists of 600 elements and can be divided into 5 parts:

1. Most probable special symbols ('="," ', ... ) (our elements)

2. Numbers (ten elements)



3. Alphanumeric characters (26 x 2 elements)
4. SIP instructions (~500 elements)

5. Special characters (~140 elements)

We should mention here that our algorithms use the same dictionary (the one presented here)and

they only differ in the symbol coding algorithm.

9.3.4 Modification of the LZ77 algorithm

The first effectively working (i.e. compressing) encoder was an improvement of LZ77. The dictionary
is of great importance in the case of the LZ77 algorithm, thus we used the revised dictionary. It
resulted in some additional enhancements where the length could be represented just by 1 byte,
while previously the length was 2 bytes. However, the real improvement was that we did not encode
the short matches (1, 2, or 3 long) by LZ77 and these were forwarded un-coded. We introduced a
special symbol to distinguish the encoded and the un-coded parts. The efficiency of the modified
algorithm was still not as good as that of the Huffman and SubExponential compressors, but it was
more efficient than the methods implemented previously implemented by us. The compression ratio
was between 55% and 75%. Recurring parts in the message to be compressed further increased the

efficiency, and an SIP message was one of these kinds of messages.

9.3.5 Prefix-free encoding

During prefix-free encoding we encoded numbers, so first the message had to be transformed into
numeric data. The message was split into the keywords of the dictionary (only exact matchings were
allowed), then the keywords were changed to the numbers assigned in advance of the keywords. After,
we could use the two encodings described below.

The Rice encoding procedure was the first where we attained good results. During the encoding
we encoded the numeric data transformed from the message, as described above. The parameter
of the Rice-encoding (only one number) was chosen dynamically according to the message, and the
numbers assigned to keywords were permutated constantly using a kind of "Move to Front" algorithm,
to improve the efficiency of encoding. This permutation can be readily used in the decompression
stage too. Only some (1 or 2) parameters were required to be attached to the compressed message,
so it did not harm the overall efficiency. The compression ratio we achieved was 40-60% with this
method, which was a significant improvement compared to the earlier methods applied.

The next test was with the SubExponential algorithm. It works like the Rice encoding procedure,
but the length of codes here grew logarithmically depending on the numbers to be encoded, while

in the previous case the growth was linear. The parameter (like that for Rice-encoding) was chosen



which depended on the message length and an improved version of the permutation was also used.
The enhancement of this algorithm compared to the Rice encoding case was sometimes as high as
5% of the message length, but there were cases when it was negligible.

We developed the Synth algorithm as a simplified version of the Arithmetic encoder. Although
its philosophy is rather different from that of the SubExponential encoder, the test results were very
similar; sometimes the codes of keywords were practically the same.

Next we returned to the Huffman algorithm. Because of the large dictionary size it was impossible
to attach the tree to the message, so we had to choose a solution that uses a predefined tree. This
tree was independent of the message to be compressed, so it could be stored both at the sending and
receiving endpoint in advance, thus we did not need to send the tree. Since the tree was not built
based on the message, it was not optimal, but it approached the optimum quite well. The rate of
approach naturally depends on how well we could estimate and define the tree, so the construction of
the given tree was preceded by thorough testing. After having got the tree, the compression procedure
was the same as before. We wanted to improve the compression ratio, hence first an adaptive version
was implemented, but there was no significant improvement. Instead, we used a similar permutation

method to that used in the Rice and SubExponential encoders.

9.3.6 Deflate and its modification

Deflate compression means the execution of two subsequent encodings. In the first step the message
is compressed by the LZ77 algorithm, while in the second step the message is compressed again with
the Huffman encoder.

We did things in the same way as before, but here we used our modified LZ77 instead of the
original. After that, we did not compress the message immediately with Huffman. We separated the
un-coded characters (including the special characters) and these were compressed with the SubEx-
ponential algorithm. The lengths were compressed with the SubExponential algorithm too, but
independently of the type of characters. The MSBs of the positions (2 bytes) were compressed with
the Huffman algorithm, while the LSBs were not compressed at all. We chose the SubExponential

algorithm, because its efficiency was the same as that of Huffman encoder, but it was faster.

9.4 Evaluation

To understand the significance of the compression ratio and time for compression/decompression we
have to analyze the mobile call setup. In the GSM system a typical call setup time is about 3.6

seconds [92]. The setup time of a SIP call is approximately 7.9 seconds [36]. We can calculate it with



a 140 ms RTT (Round Trip Time) and with a LinkSpeed of 9.6 kbps. In a typical SIP call according
to an article [36] there are about 11 messages with an aggregated length of about 4,200 bytes. The
SIP call setup time can be calculated from previous values with the help of the following formula [36]:

MessageSizelbits] — RTT|[sec]

WayDelay =
OneWayDelay LinkSpeed|bits/sec] 2

(9.7)

With this we obtained the following results:

TimeForTransmission = 3500 ms

TotalRTT ~ 630 ms
BearerSetup ~ 3000 ms
TotalDelay ~ 7130 ms.

The BearerSetup and the TotalRTT values could not be further reduced without expensive technical
investment. The only solution is to decrease the TimeForTransmission portion with the help of
compression. It is difficult to see how efficient the algorithms are because it strongly depends on
the message type. We used the SIP message samples described in [36, 131] as the test set for our
compressing algorithms. In the following part we will outline the advantages and disadvantages of

the algorithms and compare each in turn.

9.4.1 Efficiency of compression

For the compression ratios, the reader should see Figure 9.5. First of all we observe that the com-
pression ratio greatly depends on the message lengths (left figure). On the right hand side we notice
that the LZ77 algorithm is still 10-20% worse than the others (Deflate, Huffman, ...) despite the
fact that our modification substantially improved it . As we have already mentioned, it is difficult
to choose the best of the three prefix-free encoding, therefore we will compare them to our Deflate
algorithm. We can see that Deflate provides the best compression ratios. The second best are the
prefix-free encoding algorithms, and the third best is the Huffman tree-based compression algorithm.

Our findings tell us that Deflate seems to be better because it is more efficient in the majority of
the tests and — more importantly — it has two good features. One of them is that its ratio compression
is not “too bad” even in the case of extreme messages, but here the prefix-free encoders perform very
badly. The other feature is that if a message "can be compressed well", Deflate can indeed compress
it much better than the others. This means that in some cases every encoder can attain a better
ratio than that in the average case. However, the efficiency of prefix-free encoders increases only by

5%, while the efficiency of the Deflate encoder increases by 10-12%.
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9.4.2 Measuring the virtual time

We implemented both compressor and decompressor algorithms, but the measured running time
cannot be used to estimate of the compression/decompression time because of the multitasking
operating environment and different architectures involved. To estimate these values we have to
use a theoretical approach. Both algorithms can be used on a mobile device and on a proxy server
too. First of all we need some information about the central processing unit (CPU) of the mobile
phone. According to an info sheet [51], CPUs in the today's mobile phones have a 100 MHz clock
rate. In the case of decompression there is interpreted program execution (our byte code runs on a
Universal Decompressor Virtual Machine), and we need to approximate the real clock rate by dividing
the original clock rate by 10. From this we get the formulas (9.8) and (9.9). Here we did not consider
the possibility of multiple instruction execution nor the possibility of complex instruction and hardware
implementation of the virtual machine, so we would like to calculate the worst case. Now we need

only the required CPU cycles of the different algorithms.

NumberO f NeededC PU Cycles|cycles]

Ti TheD on = 1
imeO fTheDecompression 0 x 100M H 2

(9.8)
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free algorithms

The time of compression and the time of decompression can be more important than the com-
pression ratio. Our goal is not to achieve the best compression ratio, but rather to achieve the minimal
transmission time. It is evident that the time of compression depends on the message length, hence
we will not emphasize it separately later on.

To estimate the time of compression for two compression algorithm groups (Deflate, LZ77, and
prefix-free) we need different assumptions. First, let us calculate the time of compression for prefix-free

algorithms. There are two main parts:

e The tokenization part — the algorithm divides the message into the largest possible tokens
based on the dictionary. This part is the most computationally intensive. We can determine

the mean of the average cut/byte with the help of Figure 9.7. The computer cycles needed



for the cut operations lie between 1 and 10. As a worst case we use 10 CPU cycles for each
cut operation. For dictionary maintenance we need another 10 CPU cycles (move to front

algorithm).

e The token encoding — this part is faster than the above. Let us assume 2 CPU cycles for

each byte encoding.

With the help of previous assumptions we get the following results:

Cut/Bytes x M Length x CutCost
100M hz

TimeO fTheCompression = = 453us (9.10)
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Figure 9.7: Parameters for the estimation of the compression time of the LZ77 and
Deflate algorithms

The time of compression of the LZ77 and Deflate algorithms greatly depends on the size of the
dictionary. In Figure 9.7 we see that the total number of dictionary scans is about 136. To have
a dictionary we concatenate the message with the end of the dictionary. With the help of previous

assumptions we get the following results:

Scans/Bytes x M Length x (Dict.Lenght + M Length)
100M hz

Here we may conclude that the prefix-free encoders are much faster than the LZ77 encoder and the

TimeO fTheCompression ~

= 1290149.11)

Deflate algorithm on the compressor side.

9.4.4 Time of decompression

Since the decompression algorithm is executed by UDVM, it is very important to see know fast

our algorithms are. The application determines a parameter that limits the cycles to be used to
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decompress the message (more precisely, the application limits the useable cycles/bit).

The LZ77 encoder is the fastest. Only 1 or 2 cycles/bit are needed for the decompression,
hence it can be always used. The Deflate encoder is no less effecient because in its second step the
prefix-free algorithm is used with fewer elements and without permutating them. The SubExponential
encoder uses 18-19 cycles/bit; the Synth encoder uses 19-20 cycles/bit; while the Huffman encoder
uses 8-9 cycles/bit. Nevertheless, these values are not too high because at least 16 can be used for

decompression (the application parameter is at least 16 cycles/bit).

9.4.5 Memory

On the compression side there is no big difference in memory usage, because all the encoders use
the dictionary and with the exception of LZ77 they use other data structures as well. None of the

encoders mentioned here have a large memory usage.

On the decompression side it is curcial to know how much memory is used by the algorithms.
Indeed, UDVM has a total memory of 64 Kbytes, but it could happen that less memory is available.
In the following we will just summarize the memory requirements of the algorithms; but we should
include the length of the uncompressed message in this figure because it is also required to be stored

in the UDVM memory.

The LZ77 algorithm uses the least memory (3,5 Kbytes), although Deflate does not use much
more (4,2 Kbytes). The Synth and the SubExponential decoders use 6,7-6,8 Kbytes of memory, while
the Huffman decoder uses 12 Kbytes of memory. The latter is not surprising because it employs the

Huffman tree to decompress the message.



Table 9.1: Summary of results

Algorithm | Comp. Comp. T. | Decomp. Transmission part of the Setup
Ratio T. Time (without compression ~ 3,5
s)
LZ77 64 % 1.55 ms 0.38 ms 22s
Deflate 45.63 % 1,29 ms 1,09 ms 1.62s
Synth 52.35 % 0.45 ms 5,78 ms 1.90s
SubExp 52.38 % 0.45 ms 5.26 ms 1.89s

9.5 Conclusions

As we mentioned previously, we could not find any articles in the literature which deal with SIP
compression. So our task was first to analyze the SIP protocol and compression theory to find
feasible approaches for data compression. Our present study is about the analysis, synthesis and
comparison of several compressing algorithms in the SigComp layer. We developed a demonstration
system which links two SIP user agents to each other and ensures the compression and decompression
of the messages between them. The main parts of the system are the compressor / decompressor
dispatcher, state handler, the compressor containing various encoder algorithms, the decompressor
containing UDVM and a mnemonic-to-bytecode compiler. Several tests were performed to evaluate
the performance of the algorithms (speed and memory usage) as well as the compression ratio; and,

additionally, the conformance and robustness of our implementation.

As we saw, there is no optimal solution. Each compression algorithm can be good or bad
depending on the criteria specified by the application. We should emphasize here that although the
compression ratio is usually considered to be the most important, in the case of data transfer using
the SigComp layer, special requirements exist and, as a consequence, the speed and the memory

usage are more important than the accessible compression ratio.

The modified Deflate (run length encoding + context modeling) provides the best SIP call setup
transfer time (1.62 s). However, this is the slowest solution on the compressor side, and in the case of
many concurrent sessions (SIP proxy), this can cause a bottleneck. The modified LZ77 algorithm is
the fastest on the decompressor side. And context modelling (i.e. prefix-free encoders) is the fastest
on the compressor side. We should add that the algorithms are dictionary-based, which is optimal for
messages with no special symbols. With the help of adaptive methods we can improve this optimality

for messages with special symbols as well.

We achieved compressing ratios below 50% and decreased the total delay of SIP call setup by 1.5

seconds,and with dynamic compression (compressing message flow) this compression ratio could be



under 30% and the transmission delay about 1 s. Our experiments thus showed that SIP messages
can be efficiently compressed. In a future investigation we would like to study dynamic compression
and see how efficiently SIP can be integrated into the SigComp layer.

We think that our tests justified the philosophy of the protocol architecture; that is, let us allow
the communicating parties to select the best method for themselves according to their requirements.
The results shown in this thesis group are all the results of the author and were published in research

paper [FBSSO03].

Theses:

Thesis 9 The classical compression algorithms without modification are not applicable for SIP com-

pression.

Thesis 10 The modified Deflate (run length encoding + context modeling) algorithm is the best
SIP when the call setup delay is important.

Thesis 11 The modified LZ77 algorithm is the fastest on the decompressor side. Context modelling

(i.e. prefix-free encoders) is the fastest on the compressor side.



Scalable storage

In today’s hectic world time is money and so is information. This is especially true nowadays with
customer data from e-business and the huge amount of logistic and scientific data, which may both
be worth their weight in gold. The amount of data is also increasing sharply, and the average storage
capacity you get for your money is skyrocketing. The storage of several hundred GBytes is achievable
for everyone. One might argue that today's storage capacity is just following the trends and there is
enough cheap storage to meet the increasing demand.

Unfortunately, the total cost of ownership is also increasing sharply with the amount of maintained
data. In a typical company there are several file servers which provide the necessary storage capacity
and there are many tape libraries for archiving the contents. If the storage needs grow the company
can purchase a new hard disk or a new server. To have a reliable system there is usually replication
between the dedicated servers. The disk drives are organized in RAID arrays, typically RAID 140 or
RAID 5 [94]. This solution is not scalable enough for today's Internet applications where there can be
huge fluctuations in demand. Failsafe behaviour versus effective storage capacity ratio is not optimal
because of mirroring. Management is the other weak point of this system. This was why the Storage
Area Network was designed. In a typical SAN there are several storage arrays that are connected via
a dedicated network. The storage arrays typically contain some ten to sixty hard disks. To protect
the data from hard disk failure these disks are organized into RAID 0, 1, 5 arrays. Safeguard from two
or more hard disk failures is very costly because of mirroring. In larger systems it is vital to protect

the data against storage array failure; hence the storage arrays are duplicated and connected by SAN
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switches. The servers are connected to this network via their fibre channel interfaces and provide
a 2 GBit/s transfer capability. The scaling of this system is achieved by adding new hard disks to
arrays, or moving the partition boundaries. The price of SAN components is high compared to typical
network components and servers, and the storage usage failure toleration ratio is not so optimal.
We would like to present a cheaper solution to this problem. A typical PC now has a huge
computing and storage capacity. It is not unusual to find more than 100 GBytes of storage capacity,
over 500 MBytes of RAM and two GHz or more CPU clock frequency in a desktop PC. It seems
that these parameters are constantly increasing. A typical installation of an operating system and the
software required does not consume more than ten to fifteen GBytes. The rest of the storage space is
unused. A typical medium-sized company has more than 20 PCs. A university or research lab usually
has over two hundred PCs. In this case the storage capacity that is wasted may be several TBytes
in total. So it would great if we could utilize this untapped storage capacity. In order to solve the
above-mentioned problem we decided to design and implement LanStore with the following design

assumptions:

e |t is highly distributed and without any central server functionality.

e It has a low server load. We would like to utilize the storage capacity of desktop machines;

these machines are used when our software runs in the background.
e |t is optimized for LAN. The use of multicast and a special UDP-based protocol is acceptable.

e |t has effective network usage. We designed and implemented a simplified UDP-based flow

control protocol.

e |t is self-organizing and self-tuning. We used a multicast-based vote solution to implement
the so-called 'Group Intelligence’. Here the environment is highly fluid. The desktop machines

are restarted frequently compared to dedicated servers.

e It is a file-based solution. For effective caching we chose file-based storage instead of a block-

based one. [70]

e It has campus, research laboratory-type file system usage. Also, file write collisions are rare

[70].

e It has an optimal storage consumption failure survival ratio. As a first approach we opted for

Reed-Solomon encoding for data redundancy.



10.1 Related work

Distributing the contents among storage blocks is by no means a new idea. The oldest and the
most popular technique is the RAID (Redundant Array of Independent Discs) technique [94]. It
uses two basic data distributing solutions called stripes and mirroring. The first algorithm uses XOR
parity data slices for correcting only one error, while the second one can be used several times to
achieve the necessary error correcting level, but the storage efficiency then sharply decreases. RAID
is typically used for computers with several hard disks inside. The Zebra [37] file system took the
idea of striping from RAID, but instead of distributing the data among hard disks it distributes the
data among storage servers. To effectively use the network bandwidth it uses per client striping
instead of per file striping. The weak point of this solution is its single error correcting capability.
Petal [79] uses striping without redundancy and mirroring as a type of data distribution. One can
define block level virtual disks with the aid of a low-level interface. There are special server functions
which translate the addresses used on a virtual disk to a physical machine and disk addresses. It
uses a heartbeat backbone to provide the so-called "liveness" property. A distributed consensus is
achieved by using Leslie Lamport’s Paxos [77] algorithm and the goal of the Pasis [57] project was to
create a solution for building a survivable data storage that was as simple as possible. Here there is
a thick client and thin servers. The only functionality implemented in servers is the data store which
can be implemented as a simple file share, except that all this functionality is implemented on the
client side. For the object name to physical location mapping, a directory server is used. In a later
article [56] the authors of the Pasis framework define a new approach for handling Byzantine[9]-type
failures. In this solution the correction of failed storage nodes is a client task; there is no background
process for consistency maintenance. This solution does not utilize the computing power of server
nodes. Self*-store [53] is based on Pasis, its goal being to create a safe storage where, for a specified
duration, there is no chance of data erasure. If the logfiles were stored in the Self*-store then the
intruders would not be able to erase their footprints. OceanStore [110] defines a global scale storage
system on a multicast overlay network. They use Tapestry [5] for object naming and locating. To
achieve data redundancy they use both erasure codes and mirroring. There are several defined classes
of storage nodes with different responsibilities. For example the inner ring members have the task of
data redundancy handling, but this solution is unsuitable in a laboratory where the storage nodes are
desktop machines and they cannot tolerate a heavy processor load from a background process. FAB
[109] defines a storage system with a block level interface. The clients use SCSI commands for data
manipulation whose implementation uses the thin client and thick server paradigm. This solution is

unsuitable in an office or laboratory.
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10.2 The architecture

Before going into detail let us see the high level workings of LanStore. As we mentioned, before the
main design goal was to gather the empty storage capacity into a virtual storage unit. To utilize in
a uniform way the storage capacity of the member nodes, we divided the files into equal fragments.
In this way every storage node has the same number of stored data fragments. We would like to
collect the free space from PCs in computer laboratories, classrooms, and so on. There is a high
probability that one or more machines will be rebooted or turned off. We need data redundancy
to correct the data which is stored on these machines. We will use forward error correcting codes
(FEGCs) for error correcting. With the help of these algorithms we can create n data fragments for m
original data fragments. This means that we can reconstruct n failing data fragments. This process
is shown in Figure 10.1. The consistency among modules is provided by a voting algorithm. If there
are a critical number of working data nodes the remaining nodes may be reconstructed. Our solution
is transaction based. At the end of a transaction a vote is taken and any changes are written to a
permanent storage unit when the majority of nodes agree on the next common state. If there is no
majority acceptance of the new state, the transaction will roll back. After the changes are written
into a permanent storage, a second vote is taken of the result. If there is a successful majority vote
the whole task will be marked as fulfilled; if there is no successful majority result the first and the

second transactions will roll back.
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Figure 10.2: Modules

In our system the file is the basic data unit. We designed the file store for campus and research
laboratory usage where file-based caching could be much more effective than block-based caching
[70]. The files are identified with the aid of the hash of their contents. With this solution we never
store the same file twice. If someone tries to upload a file that already exists in our storage system,
it creates a new link to the existing file. In the case of a modification, the storage uses versioning to
handle the modifications. Our application is divided into independent modules. This design pattern
provides an easy-to-maintain and robust code, where each module can be replaced by another one
using interfaces. The necessary functionality groups of our software provide us with natural borders
among modules.

The modules are the following:
e The Data redundancy module

The Network module

The Data persistence module

The Security module

The Group intelligence module
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Figure 10.3: Encoding/Decoding

e The Application logic module
e The GUI module

Figure 10.2 shows the communication path between the modules. The control module is the core
of our application; it uses the services provided by other modules. It is singleton, while every other
module is thread safe. We may find that some modules in the client and server sides are the same,
which contradicts our goal of developing an application with a fat client and thin server. During
normal functioning the server does not use its Data Redundancy module. It only stores, sends the
necessary data fragments and maintains its state with the help of the Group Intelligence module. We
need the Data Redundancy module only for heavy data migration when every server helps a new or

old server in an inconsistent state to achieve the consistent state.

10.3 Data redundancy module

The task of this module is to provide the necessary data redundancy for error correction. Several
approaches are available in the literature. The most popular one is that of data mirroring. This is
an easy- to-use and implementable technique with low processing overheads, but we pay the price on
the storage consumption side. The creation of data parity blocks is another popular way, but apart
from its optimal storage consumption this method can correct only one error at a time. This is a big
drawback. For our goal a special class of the forward error correcting codes (FECs), the so-called
erasure codes, provide the best solution. Since we can detect failing data, we only have erasure errors.
In the case of FECs one can select the required redundancy level and the algorithm generates the
necessary error correcting data blocks for the existing data blocks (see Figure 10.3). If a data block
fails, it can be calculated from the remaining data and error correcting blocks. There are two types of
FECs: codes with guaranteed error correcting capabilities and codes which have an error correcting

capability with a given probability. We opted for the first code family because of its guaranteed error



correcting capability. The price, however, is the processing overheads which depend on the selected
error correction capability. This is one or two magnitudes higher than that for the second case. We
chose a special case of the Bose-Chaudhuri codes called the Reed-Solomon [107] code. The basic
theory for this is quite straightforward: we have n data blocks and we need m data blocks to correct
fewer than m erasure errors. To produce m data blocks we require a special equation system where
every partial matrix is invertible. To produce such an equation system the Reed-Solomon approach
makes use of the Vandermonde matrix. The Galois field is used as the space where the operations
are performed. With this solution we replace the complex calculation-intensive operations by lookup
tables. Here we use the Luigi Rizzo [107] implementation of the Reed-Solomon code. The module
divides the processed files into 64 KByte long stripes and calculates redundancy data for these slices.

These stripes form the basic unit of the versioning system.

10.4 Multicast flow control

Our software is designed to run in a LAN environment. Most modern LANs are switched and there is
practically a full mesh among network nodes. The key feature of such a network is that the bottleneck
is on the source side or on the destination side; the network itself does not contain bottleneck nodes.
TCP was designed and optimized for situations where the network is a black box and we can detect
the available bandwidth only with the help of packet loss. There is an optimal windowing algorithm
[21], but this is not optimal when there is more knowledge and we can use a multicast protocol. We
have complete knowledge of both sides of the communication channel, so it is plausible to use a flow
control mechanism based on this. We designed a simple flow control mechanism that is capable of
handling both multicast and unicast traffic. UDP here was used as a base and we added a simple
signaling mechanism. Prior to each data manipulation process a transaction identifier is created
by the client from the hash of the manipulated file and the public key of the client, this ID being
unique to the whole system. At the same time only one client manipulates a file. Our multicast flow
control mechanism has two working modes, both modes utilizing the error correcting capability of
our solution. In this way we can strike a balance between processor occupation and network transfer
capability. The download mode operates during data transfer from a group of servers to a client. The
upload mode operates during the data transfer from a client to a group of servers. In the following
we will describe these modes.

In the download mode the client receives the file segments from servers and then stores these
fragments in the input queue. If there are sufficient fragments for error correction (Figure 10.5, line
6) the client immediately starts the error correcting process. When it finishes the error correction, an

alert is sent to the controller and it sets the processed bit for the processed stripe (Figure 10.5, lines



Download mode:

1. Receive(fragment, stripeld, from)

2. IF(stripe is not yet processed)

3. StoreFragmentInQueue()

4. CheckQueue()

5. ELSE

6. Drop(fragment)

7. END IF

8. IF(the Queue occupation is over 20%)
9. SendFlowControlInformation()

10. END IF

Figure 10.4: Download mode

CheckQueue function:
IF(there are more than N data fragments for the same stripe)
IF(we have every data fragments)
SendAlertToControler()
SetTheProcessedFlag(stripeld)
ELSE
StartErrorCorretion(stripeld)
END IF
END IF

00 ~NO U WN -

Figure 10.5: Queue handling

3&4). Additional fragments for the processed stripes are dropped. With this solution we can avoid the
situation where bottleneck nodes slow down the data transfer rate, and we can tolerate transparently
the failure of nodes below a critical number. In the upload mode our task is similar, namely that of
tolerating the node failures and avoiding the situation where several slow nodes decrease the speed
of the whole upload process. In this case after the first control packets the client starts sending the
data fragments to different nodes as unicast UDP packets. When a storage node notices that the
free space of its input queues is below 80%, it sends a control packet to uploading clients with a
preferable transfer rate. The client has the responsibility of deciding whether it will accept the request
or continue the upload with a higher speed. The decision of the client is based on responses from
other storage nodes. It selects a speed which is acceptable for a value above a critical number of
storage nodes. The rest of the nodes will be corrected with the help of the Consistency process,

which is a part of the group intelligence.



10.5 Group intelligence module

In a distributed system this module plays a very important role. Its main task is to provide consistency,
meaning a consistent state and consistent databases. In an ideal system where there are no failures
this is not a hard task, but such difficulties arise when we have a real system. In the real world there
is no algorithm that provides guaranteed consistency. To be able to handle this situation we shall

define the following model of reality:
e The participants in the group management protocol can reboot or switch off at any time.
e Recorded data can never be overwritten.
e The messages must be delivered without delay or they will be lost.
With these constraints this module has:
e A voting-based algorithm for sequence upload verification
e A voting-based algorithm for file modifying finalization
e A voting-based algorithm for designated node selection
e Management of the correcting process of failed nodes

The voting algorithm is based on one by Leslie Lamport called Paxos [77]. Every server node
maintains a history database that contains the successfully finished instructions. A data modification
or upload is a sequence of stripe uploads which are a sequence of data fragment uploads. After every
stripe upload a vote is taken of its success. If it was successful this fact is placed in the history
database. After every data modification transaction (sequence of stripe uploads) a vote is taken of
the success of the transaction. The success of a transaction really means that every sequence upload
vote was successful. If a transaction was successful then every node erases the temporality signaling
flag of the modified file. After this is carried out, the new version of the file is the latest version.

A designated node is important when the group of storage nodes sends messages to the client.
This happens when a client asks for the new file list and about the success of a file modification.
The load of the processor, the occupation of the memory and the stability of the node are vital
properties during the designated storage node election process. The designated nodes are changed
after a few dozen transactions. The correction of failed nodes is handled collectively; each consistent
storage node is responsible for a stripe. The sequence of tasks needed to correct it is calculated using
the data difference between the local history table and the globally accepted one. To calculate the
required data fragment these nodes act as clients. With this method we can achieve a relatively fast

self-correcting capability of the group without imposing a high load on any given node. There are



so-called synchronization points where a part of every history table in the system is the same. After

reaching several such points the old records are deleted from the history table.

10.5.1 Our Paxos implementation

Functionality is provided by three abstractions: Leader, Consensus algorithm, Learner. From a high
level point of view the system works as follows. The clients send instructions to a leader. This leader
carries out a three-phase transaction on the participating nodes and sends the results to the client.
Now we will describe the algorithm and a detailed description of our implementation. Initially, during

the implementation phase of the classic Paxos algorithm we had to solve the following problems:

e Message ordering: The purpose of the leader abstraction is to serialize the incoming requests.
As we saw earlier this task can be done in a distributed manner (with logical timestamps and
so on), but these solutions are more costly and are less reliable than the single leader solution.
One could argue that the single leader incorporates a single point of failure into system. This
is true, but as the leader does not have persistent data it can be easily replaced by a live

substitute.

e Leader election: As a communication medium between the Leader and the participating nodes,
the Instructions multicast channel is used. During idle periods, the Leader periodically mul-
ticasts a beacon packet that contains the number label of the latest instruction. Based on
our experience in other areas, we chose to set this period to 10 seconds. During active peri-
ods these packets contain Paxos instructions (Propose, Accept, Decide). Failure detection is
achieved by timeouts. If there is no traffic on this channel for three times the beacon period
(30 seconds), the clients will submit a LeaderSelect frame that contains their stability prop-
erties (the greatest message serial known by this node, the number of restarts, the duration
of the longest stable period). Each node compares the received values with its values and if
it discovers that its values were better (in the case of equal values the greater IP number is
chosen) it will wait for a random period between 0 and 15 seconds and start sending beacon
packets. If a node thinks that it has the best values but receives beacon packets, it will accept

the new leader. With these settings a Leader change will last at most 45 seconds.

e Learning the actual leader: There is a Leader channel where the leader submits the beacon
every 30 seconds. This channel is intended for clients to determine the actual leader. The

clients send the data items to be stored to the leader using a TCP connection.

e Monotony maintenance: The leader node retransmits the messages from the clients to the

Instructions multicast channel and with these values assigns a global number G and local



number N to the messages. Local numbers are interesting only when there are two or more
leaders. These numbers should be unique among the leaders so they are constructed as follows:
IP address+ N*232. For every submitted message G is increased and N is reset to 0. G and

N are included in the beacon packets as well.

Every node in the distributed system is subscribed to the Instructions multicast channel. For each
different global number there will be a separate "Synod" protocol that guarantees consistency among

the nodes. It works as follows:

Phase 1. The leader selects a global G and a local number N for the instruction and sends it as a
proposal for the nodes subscribed to the Instructions channel. This is the so-called Prepare request.
If a receiving node receives a Prepare request it checks to see whether it is able to accept it. If the last
accepted request has a global number which equals the received global number and the local number
is less smaller than that of the current request then it responds with a reject answer; otherwise it will
send a prepare accept response. Both responses contain the last accepted request and the also the

number of this request.

Phase 2. If the leader receives a response for its propose request from the majority of the nodes,
then it selects the latest accepted request, or if there was no request previously then it2 uses its
own request and sends an accept request to the Instructions channel. In the case of insufficient
responses or a reject answer it will increase the local number and submit the prepare request again.
If there are insufficient responses after the fifth unsuccessful round it will stop the process and send
an unsuccessful message to the clients. If it gets one or more reject answers it will increase the N
value and send the message again. After five unsuccessful turns it will increase the value of G to the
maximal value reported by the clients plus one received in the reject messages. If it is unsuccessful
then it will report this to the client. This situation can happen only when there are multiple leaders
and they all are functioning for a longer period of time. But this may happen only in very special
circumstances. It is quite rare. The node receiving an accept request checks the local number of the
request, and if it is greater than the last accepted one or there was no such G then it accepts the
request and sends an accepted message to the leader. Otherwise a reject response is sent with the N

value and maximal known G value.

Phase 3. After receiving sufficient accepted messages the Leader sends a Decided message to the
Instructions multicast channel. The node that receives the Decided message will insert the Decided
values into its Decided values storage. The timeout for each phase is 20 seconds. If the number of

received accept messages was less smaller than the previously defined majority value it will try sending



the accept request again. If it fails five times it will send this result to the client and stop the process.
In the case of a reject message it will follow the process described in Phase 2 and restart Phase 1.
If the chosen value was not the value originally sent by client, then the Leader will repeat the whole
process until the decided value and the accepted value coincide. This situation may occur if the G
value known by the leader is less than the greatest G value in the whole system.

A detailed description of this algorithm can be found in [77] and [78]. We implemented the Paxos
algorithm using several optimizations to achieve better response times:

For the system to progress we need the majority of nodes to be live. It may happen that in a
fluctuating system, the majority of nodes are always present but are constantly changing. For example
the prepare request is received by node A, then node A restarts and node B finishes its restarting
process. So node B will only receive an accept request. The classic Paxos algorithm recommends
rejecting this message. But with this solution it can happen that we have to replay the whole
propose/accept procedure. Instead of this we suggest the following. If a node receives an accept
request without previously receiving a propose request it shall answer this request. If it disagrees with
the value suggested by the accept request it shall handle the accept request as a propose request;
if it agrees with the received value then it shall handle the accept request as a propose and accept
request. With this modification we did not change the durability of the algorithm, but in some cases

we reduced the required number of message exchange actions from six to two.

Change of membership: The participating nodes maintain two lists of instructions. In the
"Client list" the data items submitted by the clients are stored, while the "System list" contains the
instructions for system maintenance. The handling change of membership is solved by these special

instructions, which are treated the same way as instructions received from clients.

Message optimization: A Leader may incorporate an arbitrary number of Paxos messages
with different G values into one submitted packet. The Decide packets may be piggybacked to Accept
packets. The prepare packets are only required during the start of a longer stable period. With these
optimizations we then need only one message per transaction during stable periods. The details of

these optimizations were described in part in two published papers ([77], [78]).

S|OW/FaSt query: A client may learn the chosen values in a fast or slow way. The fast way is
to query the adjacent node about its list of decided values. The slow way is to perform a distributed
query of the missing values. This query is submitted to the Instructions multicast channel. The
distributed query contains the number label of the last known decision. The nodes receiving the

query will respond to and return the accepted values. The client will summarize the answers and in



Phasel:
Server:
Var ReceivedRequest([G[N,V]], Iteration=0
SendPropose (Nx232,G)
Node:
Var ReceivedProposes [G[S,V]]
ReceivePropose(S,G){
IF(G not known)
SendAcceptPropose ()
ELSE IF (Smax <S)
SendAcceptPropose(Sloc,Svalue)
ELSE
SendRejectPropose (G, Smax,Gmax)
}
Phase2:
Server:
IF (ReceivedAcceptPropose > Memb/2)
IF(MAX(S) !'= 0)
SendAcceptReq(G,Sloc,Svalue)
ELSE
SendAcceptReq(G,Sloc,V)
ELSE
IF (N<5)
N=N+1
GOTO Phasel.
ELSE
REPORT ERROR
Node:
IF(G not known)
SendAcceptReq()
ELSE IF (Smax <S)
SendAcceptReq ()
ELSE
SendRejectReq(G, Smax ,Gmax)
Phase3:
Server:
IF NUM(ReceivedAcceptReq > Memb/2)
SendDecide(G,V)
ELSE
IF (N<5)
N = N+1
GOTO Phase 1
IF(Sv !'= V)
G = G+1
GOTO Phase 1
ELSE
SendSuccess ()

Figure 10.6: Algorithm
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Figure 10.7: Churn in the laboratory

the case of unknown new decisions it will send a decide message to the Instructions multicast channel

to assist the progress of the whole system.

10.5.2 Churn in a laboratory

Our university has a computer science laboratory with 204 PCs. Students can either use the Windows
o.s. or Linux o.s. from 8 am to 8 pm, and they can switch between the operating systems whenever
they want. We measured the machine availability by pinging these machines every minute for 3 weeks
between February 6 and February 25 in 2006. Based on the TTL value of the response, we were able
to detect not only the failures but the type of operating system used as well. We found that in a week
the mean number of the online Windows workstations was always above the critical 50%. Figure 10.7
shows the same statistics, but now for a particular day. We observe that during the day except for a
short period the number of online windows machines was above the critical level. The difference was
about 10%. In the next figure the number of restarts is shown for another day. We see that there are
situations where over 10% of the machines were restarted. In such cases it may happen that during
a transaction more than 50% of the windows machines are online, but the ones that are running may
vary. From these measurements we may conclude that for a reliable and liveness system we have to

take into account these special situations as well.

10.5.3 Validation of the Paxos implementation

We tested our implementation in different circumstances to demonstrate that the single leader role

does not affect its stability. To be able to simulate different network conditions we developed a
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simulation framework where each machine was simulated with a separate thread. With the help of
this solution we were able to fine-tune the machine restart probability values. In the following we will
present our results on the stability of the leader election process. During the experiment we simulated
200 PCs with a restarting probability of 10% to 50% . In Figure 10.8 we can see that the system
converged in a very fast manner in the case of a low restarting probability. If we raise the restarting
probability the system also converges, but in this case the convergence is slower, and it contains more

peaks.

10.6 Security

The security module has the task of providing data integrity, user and node authentication and access
control. We store the digital certificates of nodes and users in the central database; the MD5 hash and
the Windows SID are stored here too. We use the existing Kerberos infrastructure for authentication
whenever it is available. When there is no such infrastructure then we provide a simple asymmetric
encryption-based authentication infrastructure. The data integrity of messages is safeguarded by

digitally signing them with the sender’s private key.

10.7 Data Storage

The data storage module is responsible for data persistence and it has to maintain the history of
conducted processes. The stored data can be divided into two main groups; the information which
must be globally consistent and the information which is of local importance (Figure 10.9). The

Group Intelligence module maintains the consistency of globally important information.
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Figure 10.9: Data model

Using the model we store the following information:

e Metadata about data such as the file name, path and access control lists.

e The data that is needed for the correct working of our system e.g. users, nodes and certificates.
e The file fragments which have to be stored.

e A history of the processed instructions.

Every data type has its own prpoerties and therefore we chose different solutions for persistence.
Meta data, infrastructure data, and histories are stored in a lightweight relation database. The size of
this database never exceeds some 10 Mbytes, but the fragments can be several hundred MBytes. We
tested the handling of large objects in the current databases. From the experiments we may conclude
that the conventional file system has a speed that is about ten times faster for file fragments than

that for the current database solutions.

10.8 Implementation

We opted for the Windows platform because of its widespread use in offices and university laboratories.
Because they are well integrated in the Windows platform, the .NET framework and the C# language
were also chosen. For example it was straightforward to check the infrastructure and the computing
power of the hosting PC for leader election with the help of the Windows Management Instrumentation
service. Another reason for using the .NET platform and managed code against the unmanaged C

or C++ code was the short development cycle. Five graduate students worked for a year developing
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the software, which is now in the alpha state. It has currently over 20,000 lines of code. Figure
10.10 shows the detailed architecture. On the client side there are two threads, namely the Network
module and the Client integration module. The network module has the task of capturing incoming
packets and storing it in a synchronized queue. We designed this module to be as simple as possible
so as to be able to capture every packet. The Client integration node processes the packets from the
common synchronized queue with the assistance of helper classes. If the queue is empty then the
thread will go into the wait state. In this state the network module can wake it up with a pulse signal.
In the case of file upload the GUI uses asynchronous method calls for each storage server. In this
way outgoing traffic is handled in parallel. As the network module does not inspect the contents of
the package and the packages could be encrypted with only one thread, the original client integration
thread for handling the incoming will decode the packets and, if needed, wake up the appropriate
sender thread for handling the output traffic. The server side has a similar architecture, but instead of
a GUI there is a database engine and a Server-Server intelligence module. The following four threads
are always running: the Network, the Server-Server, the Server-Client, and the Hello thread. The
first three threads work the same way here as on the client side. However, there are two queues; one

for Server-Server and one for Server-Client module. The Network module makes a decision based



CPU Clock Frequency (GHz) | N | K | Throughput (MBit/s)
1 64 |32 |40

2 64 |32 |80

3 64 | 32 | 120

3 200 | 100 | 38.4

Table 10.1: The Reed-Solomon performance in our setup

on the type of destination address of the incoming packet for selecting the appropriate queue. The
Hello thread has the simple task of periodically sending hello packets. These packets act as keep-alive
packets. Owing to its speed, small size and easy-to-deploy capabilities, SQLLite was selected as the
database engine, but it has no transaction handling capabilities. If one attempts more than one
writing process simultaneously, it throws an exception. To avoid this, we used the .NET frameworks
ReaderLock solution to achieve a serial access of this resource. As we mentioned earlier, we used the

FEC encoder implemented by Luigi Rizzo [107]. Here we treat it as a native code.

10.9 Evaluation

The raw encoding capacity with Reed-Solomon encoding was measured first. The results are shown
in Table 10.1. We may conclude that the currently used processors produce a useable throughput for
64/32 (64 nodes, and out of these 32 contain error correcting information). To test the performance
we used a laboratory with sixteen PCs, each having P4 3 Ghz processors, 1 GByte of RAM and a
100 MBit/s network adapter, and for debugging we used virtual PCs. We measured the throughput
in different scenarios. Even in a larger configuration when there were 16 servers and we used a
16/8 redundancy scheme, the 100 MBit/s network bandwidth created a bottleneck. The processor
utilization was only 20% on the client side, and less than 1% on the server side. The above-mentioned
measurements give a picture only about the raw coding capacity of a typical PC. Although this process
is the most time-consuming part of the whole transaction, the remaining task could add significant
delays. To be able to compare our solution with existing systems, we tested our framework in different
scenarios. One of the most accepted methods of file system testing is the Andrew benchmark [54],
which was created to measure the efficiency of the Andrew file system. This benchmark contains the

following measurements:
e MakeDir
o Copy

e ScanDir



e ReadAll
e Compile

It measures the time needed for these tasks. Among these popular tasks, the size of the manipulated
files is important. An article [82] estimates the distribution of file sizes of the UNIX file system as a
Pareto distribution with parameters a=1.05 and k=3800. In another paper [26] it was demonstrated
that the Windows file system file-length distribution could be modelled with the help of a lognormal
distribution and a tail with a two-step lognormal distribution. As a simple, but appropriate solution we
chose the Pareto distribution to model the file-size distribution of user homes. Currently our system
is accessible only through the GUI provided. We do not provide an API, so we cannot use the original
Andrew benchmark script. In these circumstances we did the following and then took measurements:
we created an application which generates files with the length of a Pareto [82] distribution and the
depth of its directory path has a linear distribution. Each character inside the files is generated with
a linear random distribution. We uploaded and downloaded the generated file/directory set with the
help of the GUI. We used the Windows SMB file share as a comparison partner. A test network
was set up with 10 PCs, each having P4 3 Ghz processors, 1 GByte of RAM and a 100 MBit/s
network adapter connected via a HP4108 switch functioning as server nodes and a similar PC to
the client node. The redundancy ratio was set to 7/3, so for every seven original data items three
error correction items were generated. The following tasks were measured on the LanStore and on a

Windows share which was one of the server nodes:

1. The delay of directory creation (a), and deletion (b) in seconds, with 615 randomly generated
directories, with depth and name space of a random linear distribution. We executed this task

on LanStore and on a Windows file-share system.

2. The delay of file upload (c) and download (d) in seconds and the throughput in MByte/second
with 200 randomly generated files with a Pareto size distribution(a=1.05, k= 3800) and with
a random hierarchy. The aggregate size of these files was 4.08 Mbyte.

The results we obtained are shown in Table 10.2.  From these results we may conclude that for
small files our system is about two magnitudes slower than the currently used network file systems.
The reasons for this lie in the distributed nature of our system. In the current implementation each
operation is handled in separated transactions and after each transaction a vote is taken of the
success or failure of the transaction. As we saw with small files and with administrative tasks like a
directory tree manipulation, these time overheads can be longer than that of the whole file upload.
We can correct this problem by batch processing the operations. When we upload a directory we

can then assign a transaction for the whole process instead of managing every single operation as a



Lanstore Windows file share
Delay | Throughput | Delay | Throughput
a | 353 - 5.3 -
b | 116 - 3.8 -
c | 213 0,02 35 1,25
d| 53 0,08 6.1 0,7
e | 262 4.02 144 7,32
f | 240 4.39 104 8,5

Table 10.2: Results

transaction. To test the framework as a video archive, we had to take measurements using different
file size distributions. The video files are in most cases larger than normal files, so we used the value
of 3,800,000 for k. With this value we generated 75 files with an aggregated size of 1.03 GBytes
and the directory hierarchy was randomly generated. The test bench was the same as in the previous
measurements. The results we got for file upload and file download are shown in rows (e) and (f) of
Table 10.2. We can see that with larger files our solution provides a delay and throughput comparable
to traditional network file systems. With batch processing this result can be further improved. In
the case of a stabile environment we can achieve a higher throughput than tradition file systems by
sending the error-correcting data fragments only when they are needed. The data storage efficiency
was measured as the ratio of the size of stored files and the size of data which is stored for each
file. The record size in our database was about 35 bytes, which cannot be compared to the stored
data quantity. We may conclude that the data storage efficiency really only depends on the error

correcting level used.

10.10 Conclusions

In this chapter we presented a solution for a cheap, reliable, high performance LAN-based distributed
storage system. The basic idea is not new, but we could not find a system that had been optimized
for such circumstances. The measurement results demonstrate the usability of this solution even with
current desktop computing capabilities. We think that in the near future, with an increasing processor
capacity, similar solutions will be widely used. The results shown in this thesis group except the churn
estimation are all the results of the author and were published in research paper in research papers
[Bil05] and [BDO6].

Theses:



Thesis 12 The Reed Solomon encoding-based error correction method is feassible soulution for file

encoding with today’s CPU power and the churn level we measured in the laboratory.

Thesis 13 The Paxos implementation with the optimized handling of non-requested messages is

stable in a laboratory environment with the measured churn rate.
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Overview

The chief goal of this work was to highlight the importance of infrastructure awareness in the area of
application development. The dissertation is based on two parts, and 5 thesis groups containing 13
theses.

In the first part we showed that while the network is moving in the direction of the context-based
treatment of network flows, it is not well known that the number of flows provides serious scalability
issues. We demonstrated that even with the currently available simple stateful services and high-
end HW architectures there is a serious scalability weakness. In parallel with this we said that the
number of flows produced by some P2P applications provide a significant fraction of the total number
of parallel flows produced by end-users. Despite this fact, in the today's ISP friendly P2P systems
concentrate only on the volume of the traffic and not on the composition of the traffic. These results
were presented as two theses (Thesis 1, Thesis 2).

In the second part we provided four examples of infrastructure aware applications in four separate
studies. The detectability of the P2P botnets is a serious question as they are becoming even more
sophisticated. We showed that with a low-degree DHT-based approach one can construct botnets
which are not detectable from a single point of the Internet. The results of this part are presented in
three theses (Thesis 3, Thesis 4, Thesis 5).

Next, we studied the issue of low-degree DHT construction and we showed that it is possible to
build scalable, robust low degree DHTs with the help of link grouping and gossip-based information
exchange. The results of this part are presented in three theses (Thesis: 6, Thesis: 7, Thesis: 8).

111



SIP compression is not related to the P2P overlay and the number of flows directly, but it is
related to the 3G links and the capabilities of the handheld devices. We showed that the classical
compression algorithms are not suitable for the SIP compression task. We modified several well-known
algorithms and found that some of these algorithms achieve the best compression ratios, while others
are better from the point of view decoder delay. The results of this part are given in three theses
(Thesis 9, Thesis 10, Thesis 11).

Another example of infrastructure awareness is the distributed storage system optimized for local
communication and churn measured in the laboratories. Here we applied the classical Paxos algorithm
with simplifications in order to achieve consistency even in the case of a constantly changing set of
nodes. We showed that with Reed Solomon error correction and the modified Paxos algorithm one
can build a reliable high performance local storage. The results of this part are given in two theses
(Thesis 12, Thesis 13).

Here in thesis groups we summarize the publications:

Contribution - short title Theses Publications
I/1 Flows vs. stateful services Thesis 1, Thesis 2 [Bil06]
[I/1 Hiding botnets Thesis 3, Thesis 4, Thesis 5 [JBO9b]
I1/2 Low degree DHT with large churn Thesis 6, Thesis 7, Thesis 7 [JB093]
[1/3  SIP compression Thesis 9, Thesis 10, Thesis 11 [FBSS03]
[l/4 Scalable storage Thesis 12, Thesis 13 [Bil05] [BDO6]

Table 11.1: Thesis contributions and supporting publications
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Summary

The chief goal of this work was to highlight the importance of infrastructure awareness
in the area of application development. The dissertation is based on two parts, and 5
thesis groups containing 13 theses.

In the first part we showed that while the network is moving in the direction of
the context-based treatment of network flows, it is not well known that the number of
flows provides serious scalability issues. We demonstrated that even with the currently
available simple stateful services and high-end HW architectures there is a serious
scalability weakness. In parallel with this we said that the number of flows produced
by some P2P applications provide a significant fraction of the total number of parallel
flows produced by end-users. Despite this fact, in the today’s ISP friendly P2P systems
concentrate only on the volume of the traffic and not on the composition of the traffic.
These results were presented as two theses:

e Thesis 1: The performance of stateful services in the distribution and core layers
depends heavily on the number of unicast or multicast flows.

e Thesis 2: The ISP friendly P2P system must take into account the number of
flows generated by the overlay too.

The results shown in this thesis group are all the results of the author. The results
related to the multicast traffic of this contribution point were published in research
paper [Bil06].

In the second part we provided four examples of infrastructure aware applications in
four separate studies. The detectability of the P2P botnets is a serious question as they
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are becoming even more sophisticated. We showed that with a low-degree DHT-based
approach one can construct botnets which are not detectable from a single point of
the Internet. The results of this part are presented in three theses:

e Thesis 3: It is possible to build P2P botnet which could not be detected with
the help of the TDG method from a single point (AS).

e Thesis 4: With the help of localization and link clustering the P2P botnet can
hide from a single point TDG-based monitoring.

e Thesis 5: Localization has a minor effect on the hiding capability of the P2P
botnet, while link clusterization has significant effects on the visibility of the P2P
botnet.

The results of this contribution point were published in research paper [JB09b]. The
results connected to the Thesis 5 are the results of the author. The rest are the results
of shared work.

Next, we studied the issue of low-degree DHT construction and we showed that it
is possible to build scalable, robust low degree DHTs with the help of link grouping
and gossip-based information exchange. The results of this part are presented in three
theses:

e Thesis 6: The Symphony topology is scalable; that is, limj_,o, p(h,q) > 0, if (i)
all the links have O(log N) backup links, or if (i) all the links have O(loglog N)
backup links and ¢ < e72 ~ 0.135.

e Thesis 7: It is possible to build a low degree DHT that is robust even in the case
of large churn.

e Thesis 8: The T-Man based DHT exetended with the four methods (Lookahead,
Degree balancing, Stratification and Short-link avoidance) is stable in the case
of significant churn (Weibull k=0.5)

The results of this contribution point were published in research papers [JB09a]. The
results connected to Thesis 8 are the results of the author. The rest are the results of
shared work.

SIP compression is not related to the P2P overlay and the number of flows directly,
but it is related to the 3G links and the capabilities of the handheld devices. We showed
that the classical compression algorithms are not suitable for the SIP compression task.
We modified several well-known algorithms and found that some of these algorithms
achieve the best compression ratios, while others are better from the point of view
decoder delay. The results of this part are given in three theses:

e Thesis 9:The classical compression algorithms without modification are not ap-
plicable for SIP compression.



e Thesis 10:The modified Deflate (run length encoding + context modeling) algo-
rithm is the best SIP when the call setup delay is important.

e Thesis 11:The modified LZ77 algorithm is the fastest on the decompressor side.
Context modelling (i.e. prefix-free encoders) is the fastest on the compressor
side.

The results shown in this thesis group are all the results of the author and were published
in research paper [FBSSO03|.

Another example of infrastructure awareness is the distributed storage system op-
timized for local communication and churn measured in the laboratories. Here we
applied the classical Paxos algorithm with simplifications in order to achieve consis-
tency even in the case of a constantly changing set of nodes. We showed that with Reed
Solomon error correction and the modified Paxos algorithm one can build a reliable
high performance local storage. The results of this part are given in two theses:

e Thesis 12:The Reed Solomon encoding-based error correction method is feassi-
ble soulution for file encoding with today's CPU power and the churn level we
measured in the laboratory.

e Thesis 13: The Paxos implementation with the optimized handling of non-
requested messages is stable in a laboratory environment with the measured
churn rate.

The results shown in this thesis group except the churn estimation are all the results of
the author and were published in research paper in research papers [Bil05] and [BD06].

Here in thesis groups we summarize the publications:

Contribution - short title Theses Publications
I/1 Flows vs. stateful services Thesis 1, Thesis 2 [Bil06]
II/1 Hiding botnets Thesis 3, Thesis 4, Thesis 5 [JB09b]
11/2 Low degree DHT with large churn Thesis 6, Thesis 7, Thesis 7 [JB09a]
11/3  SIP compression Thesis 9, Thesis 10, Thesis 11 [FBSS03]
I1/4 Scalable storage Thesis 12, Thesis 13 [Bil05] [BDO6]

Table A.1: Thesis contributions and supporting publications






Osszefoglalé

Az értekezés célja, hogy felvazolja, a legfontosabb trendeket melyek meghatarozzak
a halézatok fejlédési iranyait és ravilagitson néhany teriiletre ahol sziikséges illetve
célszeri az alkalmazasoknak alkalmazkodni a halézat képességeihez. Az értekezés két
nagy részre ezen beliil 6t tézis csoportra illetve tizenharom tézisre bontva targyalja az
alkalmazasok és a halézat viszonyait.

Az elsé részben az IP halézat és ezen beliil az Internet lehetséges fejlédési iranyait
vazoltuk fel. Itt bemutattuk azt, hogy egy fontos trend lehet a kontextus alapa kiszol-
galas biztosité szolgaltatasok megjelenése. Ezen szolgaltatasok sokkal komolyabb ers-
forras igénnyel fognak rendelkezni, mint a napjainkban is megtalalhat6 allapottarté
miikodést igényl6 megoldasok. Megvizsgaltuk, hogy az allapotok kezelése milyen
nehézségekbe iitkozik a kiilonbdzé halézati rétegeket kiszolgalé aktiv eszkdzokon és
mérésekkel prezentaltuk a mai eszkdzok teljesitménybéli korlatait. Megallapitottuk,
hogy az aktiv eszk6zokon kezelt kapcsolatok szama jelenti az allapottarté szolgaltata-
sok kritikus pontjat. Ezutan bemutattuk azt, hogy a P2P alkalmazasok egy része igen
sok kapcsolatot tart fenn ami a fentiek fényében a kiszolgal6 halézaton skalazhatésagi
problémakat fog felvetni, illetve vet fel mar ma is. A megallapitasainkat az alabbi
tézisekbe foglaltuk dssze:

e 1. Tézis: Az allapottarté szolgaltatasok teljesitménye a kiilonbézé halézati
rétegekben nagymértékben fiigg a kezelt pont-pont és pont-tébb pont tipusi
kapcsolatok szamatdl.

e 2. Tézis: Az ISP barat P2P alkalmazasok fejleszt6inek figyelembe kell venniiik
az alkalmazas altal generalt kapcsolatok szamat is.
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A tézis csoportban bemutatott eredmények a szerzé eredményei. A csoportkiildés
teljesitményével kapcsolatos eredmények a [Bil06] cikkben lettek publikalva.

A masodik részben négy példat mutattunk be az infrastruktarahoz alkalmazkodé
alkalmazasokra. A P2P botnet-ek detektalasa egyre tobb fejtorést okoz a halézatok
miikddtetSinek és a kutaté kozosségnek is. Ramutattunk arra, hogy kis fokszama DHT
alapokon készithetd olyan botnet ami TDG modszerrel gyakorlatilag detektalhatatlan az
Internet tetsz6legesen valasztott pontjabdl. Ebbél az eredménybdl az kovetkezik, hogy
a kiilonb6zs halézat iizemeltetsknek egyiitt kell miikddniiik a botnet-ek felderitésében.
Az eredményeket harom tézisen fogalmaztuk meg:

e 3. Tézis: Lehetséges olyan P2P botnet-et késziteni, amely nem detektalhato
TDG modszerrel egyetlen tetszélegesen kivalasztott autondm rendszerbdl sem.

e 4. Tézis: Lokalizacié és kapcsolat klaszterezés segitségével elérhets, hogy a
botnet felderithetetlen lesz a TDG médszerrel amennyiben csak egy autoném
rendszerbdl vizsgaljuk.

e 5. Tézis: A kapcsolatok klaszterezése jelentés hatassal bir a botnet rejtézkodésére
mig a lokalizacié hatasa kevésbé jelent6s.

A téziscsoportban megfogalmazott eredemények a [JB09b]| cikkben voltak publikalva.
Az 5. Tézis a szerzé sajat eredménye, mig a tobbi a tarsszerzével elért kbzos eredmény.

Ezek utan azt vizsgaltuk meg, hogy lehetséges-e olyan az eléz6 téziscsoportok-
ban fontosnak tartott kis fokszamd DHT alapt P2P algoritmus létrehozasa, amely
skalazhaté és robosztus is. Elméleti és kisérleti eredmények segitségével bemutattuk,
hogy lehetséges amennyiben néhany altalunk javasolt eljarast alkalmazunk. Az ered-
mények tézisként megfogalmazva:

e 6. Tézis: A Symphony alapi topolédgia skalazhaté azaz, limy, . p(h,q) > 0,
amennyiben (i) minden kapcsolathoz van O(log N) tartalék kapcsolat, vagy
amennyiben (ii) minden kapcsolatoz van O(loglog N) tartalék kapcsolat és ¢ <
e 2= 0.135.

e 7. Tézis: Lehetséges hatékony és nagyon valtozékony halézaton is lizembiztos
kicsi fokszamt DHT alapt P2P algoritmust késziteni.

e 8. Tézis: A T-Man alapl pletyka halézatot kiegészitve az alabbi algoritmu-
sokkal: El6retekintés, Fokszam biztositas, Rétegezés, Rovid kapcsolatok elk-
eriilése a megvalésitott DHT képes hatékonyan miikddni, és igen valtozékony
halézat (Weibull k=0.5) esetén is megérzi stabilitasat.

A téziscsoporthoz tartozé eredmények a [JB09a] cikkben lettek publikalva. A tézisek
koziil a 8. a szerzd sajat eredménye, mig a tobbi k6zés munka gyiimolcse.



A SIP tdmdrités ugyan nem kapcsolédik szorosan a P2P fedshalézatokhoz és a kapc-
solatok szamahoz, de egy masik fontos teriilethez a 3G alapt rendszerekben hasznalt
protokolloknak viszont szerves része. Ebben a téziscsoportban azt elemeztiik, hogyan
lehet/érdemes a vezetékes kdzegre optimalizalt SIP protokollt a vezetékmentes kdzegre
alakitani. Kideriilt, hogy valtoztatas nélkiil nem érdemes a hagyomanyos tomoritési al-
goritmusokat alkalmazni. A 3G kapcsolatok felépitésénél nem csak a tomdrités, hanem
a késleltetés, a processzor valamint a memdria igény is fontos szempont. Miutéan
megfeleléen modositottunk néhany jol ismert tomdoritési algoritmust kideriilt, hogy
érdemes ket hasznalni viszont nincs optimalis megoldas. A legfontosabb megallapita-
sainkat az alabbi tézisekben fogalmaztuk meg:

e 9. Tézis: Valtoztatas nélkiil a klasszikus tomoritési algoritmusokat nem érdemes
SIP témdritésre hasznalni.

e 10. Tézis: A moédositott Deflate algoritmus (futashossz kédolas + kontextus
modellezés) teljesit legjobban amennyiben a SIP kapcsolatfelépités idétartama a
donté.

e 11. Tézis: A médositott LZ77-es algoritmus a leggyorsabb a kitomorits oldalon
mig a tomoritésnél a kontextus modellezésen alapulé eljarasok a leggyorsabbak
(pl.: eltag mentes eljarasok).

A téziscsoportban leirt eredmények a [FBSS03] cikkben voltak publikalva és az elérésiik-
ben szerzé munkaja volt a meghatarozo.

Egy masik érdekes példa a halézati kornyezethez alkalmazkodasra egy olyan elosztott
fajl tarol6 rendszer amely a szamitégépes laboratériumokra jellemzé valtozékonysag-
ban is képes megbizhatdan és hatékonyan miikodni. A konzisztencia biztositasdhoz a
klasszikus Paxos algoritmust és annak néhany altalunk javasolt kiegészitését hasznaltuk
fel. Az adatok redundanciajat a szintén klasszikus Reed Solomon algoritmussal biztosi-
tottuk. A téziscsoportban bemutattuk, hogy a fent emlitett algoritmusokra alapozva
lehetséges nagy teljesitménydi, skalazhaté és robosztus elosztott tarolét épiteni.

e 12. Tézis: A napjainkban rendelkezésre all6 személyi szamitégépek szamitasi
kapacitasa alkalmas arra, hogy a Reed Solomon alapi kédolason alapulé hiba-
javité megoldasokat hasznaljunk a laboratériumi valtozékonysag okozta hibak
elfedésére.

e 13. Tézis: Az altalunk kiegészitett Paxos alkalmas arra, hogy a szamitégépes
laboratériumokban tapasztalt valtozékonysag esetén biztositsa a konzisztenciat.

A téziscsoport eredményei az alabbi cikkekben lettek publikalva: [Bil05], [BD06]. Az
itt megfogalmazott eredményeknél a laboratériumi valtozékonysag mérését kivéve a
szerz& hozzajarulasa volt a meghatarozé.

Végezetiil egy dsszesités a téziscsoportokrél és a megfeleld publikaciokrol:



Tézis csoport Tézisek Publikacié

|/1 Kapcsolatok és allapottarté szolgaltatasok 1. Tézis, 2. Tézis [Bil06]

[1/1 Rejtéz6 botnet-ek 3. Tézis, 4. Tézis, 5. Tézis [JBO9b]

[1/2  Kis fokszama DHT valtozékony halézatban 6. Tézis, 7. Tézis, 7. Tézis  [JB09a]

[1/3  SIP tomorités 9. Tézis, 10. Tézis, 11. Tézis [FBSS03]

ll/4 Skalazhaté tarold 12. Tézis, 13. Tézis [Bil05] [BDOG]

Table B.1: Tézis csoportok, tézisek és publikaciok



