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Introduction

Software vulnerabilities pose significant risks to modern society, affecting sectors like healthcare,
transportation, and education. Errors in code can lead to exploits like WannaCry [1]], causing billions
in damages, or Heartbleed [3], which impacted billions of users and could have been fixed with minimal
code additions. Cyberattacks cost an estimated $400 billion annually, with over 125,000 entries in
the CVE database by January 2024. Despite guidelines, developers often introduce vulnerabilities,
exacerbated by outdated software and code reuse in open-source projects. Manual code inspection is
essential but labor-intensive, requiring security expertise to identify hidden flaws that may not affect
normal operations.

Vulnerabilities can spread quickly via platforms like GitHub, and attackers need only one exploit
to cause harm. Traditional static analysis tools, such as FindBugs or Splint, help but suffer from high
false positives and rely on expert-defined rules. Machine learning offers a promising alternative by
learning patterns from large datasets, automating detection early in development, reducing costs, and
adapting to new threats objectively. This study develops a proof-of-concept tool using deep learning
for Python vulnerability detection from real GitHub code. It employs CodeBERT embeddings and
LSTM for sequential token-level analysis, enhanced by Conformers to fuse local and global features
via convolutions and self-attention, and LLMs like UniXcoder for rich semantic context. This tripartite
model achieves high precision, addressing limitations of prior methods by enabling block-level detection
with low false rates and improved efficiency. This dissertation focuses on solving the problems outlined
above. The three main results of the thesis are the following:

e Sequential Modeling with LSTM and Code Embeddings

e Conformer-LLM Integration for Block-Level Python Vulnerability Detection

I Sequential Modeling with LSTM and Code Embeddings

The contributions of this thesis point are related to vulnerability detection at the code level using LSTM
and various embeddings. Embeddings comparison and LSTM baseline. To address the suitability of
text representation techniques for vulnerability prediction, we compared word2vec [2], fastText [7], and
CodeBERT [4] embeddings with an LSTM model on Python code datasets. CodeBERT proved most
effective, achieving 93.8% accuracy, while fastText and word2vec showed lower performance. This
established a strong baseline for sequential modeling, capturing token dependencies in vulnerabilities
like SQL injection. The comparison involved training embeddings on a corpus from popular GitHub
repositories, such as numpy, django, and scikit-learn, tokenized into lists of Python tokens with
comments removed and indentations adjusted. Hyperparameters like vector dimensionality, minimum
token count, and iterations were tuned, with retaining strings outperforming replacement for richer
semantic capture. Block-level ML-based detection tool.

Building on this, we developed a block-level tool using LSTM with CodeBERT embeddings, achiev-
ing average precision of 91.4% and recall of 83.2% across seven vulnerabilities on GitHub datasets [3].
Empirical validation on real-world code confirmed LSTM's utility for fine-grained detection, though
limited in structural and semantic depth. The tool processes code snippets from commit diffs, split
into overlapping blocks with focus windows of 5 characters and contexts of 200, labeled based on



pre- and post-fix versions. Performance metrics, such as F1 scores per vulnerability, highlight its
effectiveness, with tuning for neurons (100), batch size (128), dropout (20%), and Adam optimizer
ensuring balanced overfitting prevention.

The Used Dataset

After gathering and filtering the data, each of the seven vulnerabilities has its own dataset for train-
ing and evaluation. Tab|e|I| summarizes key details: number of repositories, commits, modified files
with vulnerabilities, unique functions, lines of code (LOC), and total characters. These datasets
enable model training on real-world Python code, The data was mined from GitHub, starting with
25,040 vulnerability-fixing commits from 14,686 repositories. Filtering excluded commits with ex-
cessive changes, non-Python files, duplicates, demonstration projects, files 10,000 characters, and
HTML-heavy files.

Vulnerability Rep. | Commits | Files | Func. LOC Char.
SQL Injection 336 406 | 657 | 5,388 | 83,558 | 3,960,074
XSS 39 69 81 783 | 14,916 736,567
Command Injection 8b 106 | 197 | 2,161 | 36,031 | 1,740,339
XSRF 88 141 | 296 | 4,418 | 56,198 | 2,682,206
Remote Code Exe. 50 54 131 | 2,592 | 30,591 | 1,455,087
Path Disclosure 133 140 232 | 2,968 | 42,303 | 2,014,413

Table 1: Vulnerability Dataset

Proposed Model Architecture

Our model is designed to detect vulnerabilities in Python code at the token level by analyzing tokens
within their contextual neighborhoods, capturing semantic, structural, and sequential nuances. This
is achieved through a modular architecture that transforms raw source code into numerical vectors via
embedding algorithms, followed by processing through neural network layers. A final dense layer with
a single output neuron and sigmoid activation function classifies each token's context as vulnerable
or not vulnerable.
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Figure 1: LSTM baseline model



Initially, our model employed a simple Long Short-Term Memory network to model sequential token
dependencies, as illustrated in Figure[l] This baseline focuses on syntactic patterns in code sequences.
However, to overcome limitations in capturing global context and complex structural patterns — such
as those spanning multiple code blocks — the architecture evolved into a hybrid , Figure 2| This
integrates the LSTM for sequential syntactic analysis, Conformers which combine convolutional and
self-attention mechanisms to model both local and global code structures and Large Language Models
for deep semantic understanding and identification of context-dependent risks.
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Figure 2: Conformer model

The baseline Long Short-Term Memory model serves as the initial benchmark for detecting vul-
nerabilities in Python code within the our model framework, establishing a foundation to evaluate the
impact of source code embeddings and guide subsequent hyperparameter tuning. Using the SQL injec-
tion dataset, this model tests how embedding methods and initial hyperparameters affect performance,
providing a starting point for optimization.

‘ Embedding Method ‘ Accuracy ‘ Precision ‘ Recall ‘ F1 Score ‘
Word2Vec 85% 82% 80% 81%

FastText 86% 83% 81% 82%
CodeBERT 87% 84% 82% 83%

Table 2: Baseline LSTM Performance Across Embeddings (SQL Injection Dataset)

We presented a sequential modeling approach using LSTM networks combined with code em-
beddings for vulnerability detection in Python code. Through comparisons of Word2Vec, FastText,
and CodeBERT embeddings, CodeBERT emerged as the most effective, Table [ enabling the LSTM
model to achieve high performance metrics, such as an average F1 score of 0.83 across vulnerability
categories. Empirical results on GitHub datasets validated the approach’s effectiveness at block-level
detection, laying a foundation for further enhancements in structural and semantic analysis.
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The methodology involved preprocessing code by removing comments, tokenizing into Python-
specific elements, and embedding with hyperparameters like 200-dimensional vectors, min-count of
10, and 100 iterations, while retaining strings for semantic richness. Data collection focused on mining
GitHub commits with security-related keywords, filtering for Python files under 10,000 characters, and
splitting into overlapping snippets with focus windows of 5 and contexts of 200 characters.Performance
breakdowns per vulnerability, Table (3} highlight strengths in sequential patterns like unsafe concate-
nations, though limitations in global dependencies underscore the need for hybrid extensions.

\ Vulnerability Accuracy Precision Recall F1
SQL injection 92.5% 82.2% 78.0% 80.1%
XSS 93.8% 91.9% 80.8% 86.0%
Command injection 95.8% 94.0% 87.2% 90.5%
XSRF 92.2% 92.9% 85.4% 89.0%
Remote code execution 91.1% 96.0% 82.6% 88.8%
Path disclosure 91.3% 92.0% 84.4% 88.1%
Average 93.8% 91.4% 83.2% 87.1%

Table 3: LSTM + CodeBERT results for each vulnerability category.

Optimal Hyperparameters

Training the model for more epochs increases performance, at least up to a certain point, as the
LSTM learns to detect vulnerabilities in Python code encoded by Word2Vec, FastText, and BERT
embeddings. The model was trained with 100 neurons, 128 batch size, and 20% dropout to prevent
overfitting, using the Adam optimizer on the SQL injection dataset. Note that the accuracy, precision,
recall, and F1 scores improve with more epochs, but may plateau or decrease due to overfitting beyond
a certain point, as illustrated in Figure[3] Dropout randomly disables neurons during training to prevent
overfitting, applied uniformly to both standard and recurrent dropout. Rates from 0% to 50% were
tested with 100 neurons, 128 batch size, and 30 epochs . Optimal rate was 20%, with F1 dropping
beyond 30% due to underlearning (see Figure |4)).
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Own contributions

The novel advancements introduced in this chapter, primarily attributable to the author, encompass:

e Development of advanced filtering techniques to exclude demonstration or exploit-oriented
projects, involving keyword checks in repository names and README files, as well as handling
of specific edge cases like embedded HTML or mathematical software artifacts

e Comprehensive assessment of data flaws across vulnerability types, including manual reviews of
commit relevance and decisions to discard insufficient or ambiguous categories, supported by
quantitative summaries and qualitative insights

e Formulation of an enhanced data processing pipeline using overlapping focus windows and
context boundaries aligned to Python tokens, incorporating parameter optimization through
experimentation and integration with hybrid model components

e Systematic experimentation with LSTM hyperparameters, including neurons, batch sizes, dropout
rates, optimizers, and epochs, presented through tables, figures, and performance metrics across
embeddings and vulnerabilities, forming the baseline for hybrid enhancements

Il Conformer-LLM Integration for Block-Level Python Vul-
nerability Detection

The contributions of this thesis point focus on integrating Conformer and LLM for block-level detec-
tion. We proposed a Conformer-integrated model to capture local and global dependencies, achieving
up to 91.3% F1 score on six Python vulnerability datasets. The Conformer outperformed LSTM
baselines by 5-10% in accuracy, validated through ablation studies showing reduced false negatives in
structural vulnerabilities like command injection. This model processes graph-based inputs encoded
into 128-dimensional vectors, concatenated with 512-dimensional CSEs from UniXCoder[5], forming
a 640-dimensional input per token. Hyperparameters like kernel size, d-model, and d-ffn were tuned,
with sinusoidal positional encodings preserving token order. LLM integration. Extending this, we
incorporated fine-tuned UniXcoder LLM for semantic enrichment, Figure [5

Fusion of LSTM, Conformer, and LLM Features

For thorough vulnerability identification in Python code, our integrated hybrid model combines the
LSTM, Conformer, and UniXCoder components into a single system. In order to create a synergistic
pipeline that performs better than individual models, this last training phase combines structural
features from Conformer, sequential patterns from LSTM, and semantic insights from UniXCoder.
The first step in the integration process is output concatenation, which creates a fused vector with
1152 dimensions from the 128-dimensional sequential vector of LSTM, the 512-dimensional structural
vector of Conformer, and the 512-dimensional semantic vector of UniXCoder.

This vector is implemented in Keras and outputs a vulnerability probability score after passing
through a dense layer with ReLU activation for non-linear transformation, a dropout layer to lessen
overfitting, and a final dense layer with sigmoid activation for binary classification. The F1 score is
the main metric for balanced precision-recall in this fused model, which is trained across 50 epochs
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Figure 5: Hybrid model segments

using binary cross-entropy loss and the Adam optimizer. Class weights are used to handle unbalanced
datasets, and training is terminated early if validation loss peaks. The process ensures generalization
across vulnerability types like SQL injection and XSS by using the entire dataset split. Through
dynamic feature interactions, this integration makes use of Keras' multi-input capabilities for end-
to-end optimization. The end product is a scalable hybrid system that offers reliable performance
for actual Python codebases while identifying sequential errors, structural problems, and semantic

hazards.

| Vulnerability | Accuracy | Precision | Recall | F1 |
SQL injection 88.5% 87.1% 89.3% 88.2%
XSS 86.2% 85.5% 87.3% 86.2%
Command injection 87.3% 86.0% 88.0% 87.0%
XSRF 85.7% 84.3% 86.2% 85.1%
Remote code execution 87.0% 86.6% 88.4% 87.3%
Path disclosure 86.1% 85.4% 87.5% 86.2%
Average 86.5% 85.5% 87.5% 86.5%

Table 4: LSTM + Conformers results for each vulnerability category.

We evaluate the models on individual vulnerability categories using the optimized hyperparameters.
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‘ Vulnerability Accuracy Precision Recall F1
SQL injection 93.1% 92.2% 94.3% 93.0%
XSS 91.2% 90.1% 92.4% 91.1%
Command injection 92.1% 91.3% 93.2% 92.6%
XSRF 90.4% 89.0% 91.0% 90.7%
Remote code execution 92.1% 91.4% 93.1% 92.4%
Path disclosure 91.2% 90.0% 92.2% 91.5%
Average 91.5% 90.5% 92.5% 91.5%

Table 5: LSTM + Conformers 4+ LLM results for each vulnerability category.

Several initial vulnerabilities were excluded due to insufficient dataset size or negligible results. The
remaining categories-SQL Injection, Command Injection, XSS, CSRF, Remote Code Execution, Path
Disclosure —yield robust detection, leveraging the Conformer's structural analysis and UniXcoder's
semantic insights. Performance metrics are reported on balanced validation sets for each vulnerability,
highlighting how the LSTM + Conformer setup improves over baselines by capturing graph-based
patterns, see Table , while the full hybrid model excels with semantic context (Table . The hybrid
model consistently achieves the highest scores, making it the chosen architecture for deployment due
to superior generalization across diverse vulnerabilities.

Graph Embedding Dimensions and Sequence Length

Graph embedding dimensions determine the vector size for encoding CFG, DFG, and AST structures,
influencing how structural details are represented before concatenation with CSE. Higher dimensions
retain finer graph nuances, such as edge relationships in DFGs for taint tracking in vulnerabilities like
SQL injection, but they can lead to higher dimensionality issues, increased memory, and overfitting on
sparse graph data from Python code. We tested dimensions from 64 to 256 for CFG, DFG, and AST
on the SQL injection validation set, using CodeBERT as the chosen embedding layer for semantic
encoding into 512-dimensional vectors for CSE, see Figure [0
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Sequence length defines the maximum number of tokens processed per input sequence, with shorter
sequences padded and longer ones trimmed, ensuring compatibility with the Conformer’s fixed-size
expectations. This hyperparameter affects the model’s handling of code snippet lengths, where longer
sequences capture extended contexts for vulnerabilities like long-range dependencies in remote code
execution, but they increase computational load and memory, potentially leading to inefficiencies or
truncation losses on detailed graphs. We tested lengths from 256 to 1024 on the SQL injection
validation set, using CodeBERT as the chosen embedding layer for semantic encoding into 512-

dimensional vectors (Figure (7).

Ablation Study

The ablation study results confirm that the full hybrid model, integrating the LSTM, Conformer, UniX-
coder, and all structural inputs, achieves the best performance across all metrics and vulnerabilities

as shown in Table [@l

| Vulnerability | Accuracy | Precision | Recall | F1 |
without AST 85.0% 84.0% 86.0% 85.0%
without DFG 84.0% 83.0% 85.0% 84.0%
without CFG 83.0% 82.0% 84.0% 83.0%
without Attention Layer 84.0% 83.0% 85.0% 84.0%
without Conformer 87.0% 86.0% 88.0% 87.0%
without UniXcoder (LLM) 89.0% 88.0% 90.0% 89.0%
our model (Full Hybrid) 91.3% 90.3% 92.3% 91.3%

Table 6: Ablation study

Each ablated version shows a clear decline, with the largest drops occurring when the LSTM or
UniXcoder is removed, underscoring their critical roles in sequential and semantic analysis, respec-
tively. The Conformer and structural inputs are also essential, particularly for vulnerabilities requiring
structural understanding, ensuring that the hybrid model's design is well-balanced and effective for

comprehensive vulnerability detection.

Comparison with Other Methods

This subsection compares our model’'s hybrid model against other vulnerability detection methods
across seven Python vulnerabilities: SQL injection, XSS, command injection, CSRF, remote code exe-
cution, path disclosure, and open redirect. Two comparisons were conducted: one with methods using
the same data-mining approach and another with methods using the same database. Metrics include
accuracy, precision, recall, and F1 score on test sets. our model, combining LSTM for sequences,
Conformer for structures, and UniXcoder for semantics, outperforms all methods, see Table .
Further improving F1 to 93.0% for SQL injection and 91.0% for XSS, addressing semantic nuances
missed by structural models alone. UniXcoder, with 12 Transformer layers and 768 hidden units, is fine-
tuned over 30 epochs at a 1e-5 learning rate, freezing lower layers to retain pre-trained knowledge while
adapting top layers for vulnerability-specific semantics. The hybrid fusion concatenates outputs into
a 1152-dimensional vector, processed through dense ReLU and sigmoid layers for binary classification.
Ablation confirmed the tripartite synergy, with full hybrid outperforming LSTM+Conformer by 3-5%.
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Method Accuracy Precision Recall F1

CNN [9] 60.0% 59.0% 61.0% 60.0%
CodeBERT [4] 85.0% 84.0% 86.0% 85.0%
SELFATT [10] 80.0% 79.0% 81.0% 80.0%
Devign [13] 75.0% 74.0% 76.0% 75.0%
VulDeePecker [g] 82.0% 81.0% 83.0% 82.0%
FUNDVED [11] 78.0% 77.0% 79.0% 78.0%
DeepVulSeeker [12] 84.0% 83.0% 85.0% 84.0%
Our model 91.3% 90.3% 92.3% 91.3%

Table 7: Comparison of our model to other methods with the same data-mining method

Own contributions

The novel advancements introduced in this chapter, primarily attributable to the author, encompass:

e Incorporation of a tripartite hybrid architecture that fuses LSTM for sequential dependencies,
Conformer for multi-block structural patterns, and UniXCoder for deep semantic context, with
detailed fusion via vector concatenation and dense layers for enhanced binary classification

e Comprehensive hyperparameter optimization for individual components, covering neuron counts,
attention heads, kernel sizes, embedding dimensions, and fine-tuning rates, with tabulated results
and graphical analyses for performance across configurations

e In-depth ablation study quantifying the impact of removing components or structural inputs like
AST, DFG, CFG, and attention layers, alongside expanded comparisons with additional methods
using averaged metrics over all vulnerabilities

Summary

This thesis presents our model, a novel hybrid model integrating LSTM, Conformer, and UniXcoder
to detect vulnerabilities in Python source code, addressing the critical need for efficient, accurate soft-
ware security tools. Building on the limitations of traditional sequential models, our work advances
the field by combining sequential, structural, and semantic analysis, as detailed in the development
and evaluation chapters. Here, we summarize our contributions, reflect on achievements, and outline
their significance. Our first contribution is a comprehensive GitHub-mined dataset covering seven
vulnerability types—SQL injection, XSS, command injection, CSRF, remote code execution, path dis-
closure, and open redirect-enabling real-world training and evaluation. The hybrid model’s design is
our core innovation, fusing LSTM's sequential analysis, Conformer's structural modeling , and UniX-
coder’s semantic understanding into a unified feature set, optimized through hyperparameter tuning.
This approach achieves superior performance, consistently outperforming the LSTM baseline across all
vulnerabilities, with significant gains in both structurally complex and semantically demanding cases,
as shown in performance evaluations.

Comparatively, our model excels over other methods using similar data-mining approaches or
databases, surpassing traditional neural networks, pre-trained models, and graph-based approaches by



leveraging its integrated analysis, achieving the highest outcomes across all metrics, average F1 91.3%
vs. CodeBERT 85.0%, GraphCodeBERTI[6] 87.0% . The ablation study confirms each component'’s
critical role, with performance declining when any is removed, highlighting the synergy of sequential,
structural, and semantic features.

Despite these achievements, limitations such as reliance on commit-based labeling, focus on known
vulnerabilities, and Python-only data restrict broader applicability, as discussed in the limitations
section. Future work aims to address these by expanding the dataset with synthetic data, enhancing
context capture, supporting additional languages, and integrating anomaly detection, ensuring our
model evolves into a more robust, versatile tool for vulnerability detection.

Summary in Hungarian

Tézisem egy Ujszerl hibrid Ml modellt mutat be Python programokban taldlhaté sebezhetoségek de-
tektdlasdra, amely integralja az LSTM-et, a Conformert és az UniXcodert, tdmogatva ezzel a hatékony
és pontos szoftverbiztonsagi eszkozok iranti kritikus igényt. A hagyomanyos szekvencialis modellekre
épitve munkdm annak korlatait prébalja meghaladni a szekvencialis, strukturdlis és szemantikai el-
emzés kombindlasdval. A tézisben osszefoglalom személyes tudomanyos hozzajaruldsom, valamint
attekintem az eredményeket, és felvdzolom azok jelentoségét.

Elsé tézispontom f6 eredménye egy atfogd, GitHub-rél banyaszott adathalmaz, amely hét se-
bezhetOségi tipust tartalmaz — SQL injekcidé, XSS, parancs injekcié, CSRF, tavoli kédfuttatds, elérési
Ut kozzététele és nyilt atiranyitas —, lehetové téve az MI modellek betanitasat és kiértékelését valds
vildgbeli adatokon. Eredményem tovabba a kiilonbozé kddbedgyazdsok (word2vec, fastText, Code-
BERT) hatékonysaganak kiértékelése a sériilékenység el6rejelzésben LSTM segitségével.

Ezen adatokra, valamint az LSTM modellel elért eredményeimre épitve kidolgoztam egy hibrid
modellt, amelyet a masodik tézispont mutat be. A hibrid modell az LSTM szekvencialis elemzését,
a Conformer strukturélis modellezését és az UniXcoder szemantikai megértését egyesiti. Osszeha-
sonlitasképpen, modelliink kiemelkedik a hasonlé adatbanyaszati megkozelitéseket vagy adatbazisokat
hasznalé mas mddszerekhez képest, feliilmulja a hagyomanyos neuralis hdlézatokat, az elére betanitott
modelleket és a graf-alapi megkozelitéseket az integralt elemzés kihasznaldsaval, és minden metrika
szerint a legjobb eredményt éri el. Az atlagos F1 érték 91,3% a CodeBERT 85,0%-val és a Graph-
CodeBERT 87,0%-val szemben. Az ablaciés tanulmany megerdsiti az egyes komponensek kritikus
szerepét, a teljesitmény csokken, ha barmelyiket eltavolitjuk, kiemelve a szekvencialis, strukturalis és
szemantikai jellemz&k szinergidjat.
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Here, we also summarize the main publications related to the various thesis points in Table [g]

Thesis Point  [1] 2] [3] [4] [5]

Table 8: Thesis contributions and supporting publications

[1] Bagheri, A. and Hegediis, P., 2021, August. A Comparison of Different Source Code Represen-
tation Methods for Vulnerability Prediction in Python. In Proceedings of the International Conference
on the Quality of Information and Communications Technology (QUATIC) (pp. 267-281). Cham:
Springer International Publishing.

[2] Bagheri, A. and Hegedtis, P., 2022, May. Is Refactoring Always a Good Egg? Exploring the
Interconnection Between Bugs and Refactorings. In Proceedings of the 19th International Conference
on Mining Software Repositories (pp. 117-121).

[3] Amirreza Bagheri and Péter Hegediis. Towards a Block-Level ML-Based Python Vulnerability
Detection Tool. In the 13th Conference of PhD Students in Computer Science : Volume of Short
Papers, pages 17-20. University of Szeged, 2022

[4] Bagheri, A. and Hegediis, P., 2024. Towards a Block-Level ML-Based Python Vulnerability
Detection Tool. Acta Cybernetica, 26(3), pp.323-371.

[5] Bagheri, A. and Hegediis, P., 2024. Towards a block-level conformer-based python vulnerability
detection. Software, 3(3), pp.310-327.
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