Analysing and Enhancing Static

Software Quality Assurance
Methods

Edit Pengo

Department of Software Engineering
University of Szeged

Szeged, 2022

Supervisor:

Dr. Istvan Siket

A THESIS SUBMITTED FOR THE DEGREE OF
DOCTOR OF PHILOSOPHY
OF THE UNIVERSITY OF SZEGED

University of Szeged
Doctoral School of Computer Science
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them wrong.”
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Introduction

Developing software is a very complex task and unclear requirements, underestimated
efforts, and strict deadlines make it even more difficult. Taking all these into account,
it is not surprising that every software contains bugs even after its release. However,
an erroneously released system can be expensive for the publisher and it can even lose
its prestige and customers. Let us remember Cyberpunk 2077 !, the highly anticipated
game of 2020. Despite the constant delays, the gaming community waited patiently
for the release as it trusted the quality. Still, the game contained numerous flaws that
caused extreme dissatisfaction, and sales quickly fell [7]. There have been many similar
cases in recent years that have hurt the players (including the author) as well. In the
case of Mass Effect: Andromeda 2, the negative reception due to early mistakes has
resulted in this great game and magnificent series not being continued ever since.

These examples highlight how important it is for the development to be accompa-
nied by proper and continuous quality assurance. It is a complex, multi-step process
in which the goal is to reduce the impact of errors to an acceptable level. There are
numerous tools and methods for quality assurance. One of the most well-known forms
is software testing, which is a dynamic analysis technique. Dynamic analysis requires
the execution of the software, so these methods can only be applied once executable
files have been generated. In addition to dynamic analyses, there are static analysis
methods. The main difference between the two techniques is that in static analysis,
the test is done without running the program, so it can be applied at very early stages
of development. This is advantageous because the earlier the fault is identified, the
less it will cost to fix. In addition, static analyses can usually be performed at a lower
cost (e.g., no need to write test cases) and can be better automated. In practice, it is
worth combining the two methods of analysis, as other types of errors can usually be
detected with them. The research work behind this thesis aims to help in detecting
errors and coding flaws early on with static analysis techniques.

1Cyberpunk 2077 is an action role-playing video game developed and published by CD Projekt.
2Mass Effect: Andromeda is an action role-playing video game developed by BioWare and published
by Electronic Arts. It is the fourth major entry in the Mass Effect series.
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1.1 Summary of Research Results

The thesis discusses three main topics: a heuristic-based enhancement of a Java sym-
bolic executive engine, the in-depth analysis and comparison of Java static call graphs,
and the introduction of a novel methodology for the detection of Primitive Obsession.
These topics both emphasize the importance of software quality and provide state-of-
the-art solutions to combat software faults. The research on symbolic execution and
Primitive Obsession is related to flaw detection itself, while the third topic in con-
nection with call graphs goes one level deeper. Since call graphs can be extremely
important in static analysis, their research supports the development of such tools.

Part I — Heuristical Improvements of a Symbolic Ex-
ecution Engine

Symbolic execution simulates the execution of a program or a part of a program using
symbolic values instead of concrete ones. During regular execution, the variables of the
program have concrete values, which means the program follows a specific execution
path determined by these values. In contrast to that, a symbolic value is a set of
concrete values. Their usage becomes interesting when a conditional statement is
reached. If a logical expression contains symbolic values, the result will be symbolic
too. This means that the execution can be continued on multiple paths. By default,
a symbolic execution engine examines all of them, therefore, every possible execution
path of a program will be explored. This way runtime failures can be detected using
only static analysis information. The drawback of symbolic execution is that it requires
excessive resource usage compared to normal execution. The number of execution paths
can increase exponentially, for example, in the case of a symbolic cycle. Therefore, the
number of explored paths is often limited, which decreases the accuracy. One possible
restriction is limiting the total execution time, which leads to the omission of some of
the paths. This can lead to a decrease in the accuracy of symbolic execution, e.g. not
every path can be explored within a time limit, or not every part of the execution will
be symbolically represented. There are several other strategies to reduce the number
of paths to be explored, such as constraint solving. Constraint solving can be useful to
filter out unsatisfiable paths, but calculating these can also be very resource-intensive.
We introduced two heuristical methods to battle the trade-off between accuracy and
resource usage. Both methods were implemented in RTEHunter [58], a Java Symbolic
Execution Engine developed at the University of Szeged.

1. Improving static initialization block handling. The static initialization blocks of
Java are executed only once when the class is loaded and initialized by the Class-
Loader. They are assembled into a compiler-generated function which is called
by the Java ClassLoader. We can think of these blocks as functions called auto-
matically during the loading of the class. However, the handling of these blocks
is hard to simulate in the synthetic environment of symbolic execution. When
does the loading happen? It is triggered, when the class is used somehow (e.g. in-
stance creation, usage of a static function or attribute, loaded by reflection) and
has not been loaded before. As RTEHunter performs a method-by-method sym-
bolic execution, it is difficult to precisely handle this classloading mechanism.
When should RTEHunter call the static initialization blocks? Shall it call the
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required static initialization blocks over and over again during the symbolic exe-
cution of each method? To overcome the difficulties of RTEHunter, we developed
a filtering-based heuristical solution. It was tested on more than two hundred
open-source Java systems. The results showed a notable decrease in false-positive
warnings without significantly increasing the execution time or memory usage.

2. The Null Constraint Solver. As it was mentioned, if a conditional statement is
reached during symbolic execution both the true and false execution paths will
be discovered. From these conditional statements, constraints can be derived to
bind the values of symbolic variables on each execution path. The logical expres-
sion that can be built from the constraints associated with symbolic variables
is called the path condition. If the path condition of an execution path is in-
feasible, it can be pruned. However, the maintenance and the feasibility check
of the path condition can be extremely resource-intensive. In this research, we
applied a heuristical constraint handling mechanism called the null constraint
solver. This solver tracks whether the value of a symbolic Java reference is null
throughout its lifetime. This approach did not notably alter the computational
time requirements of RTEHunter as no complicated feasibility check is needed.
To see the improvement, we executed both the original and the modified versions
of RTEHunter on 209 Java systems.

Part II — Comparison of Static Call Graph Builder
Tools

Call graphs are directed graphs representing control flow relationships among the meth-
ods of a program. Each node denotes a method, while an edge from node a to node b
indicates that method a invokes method b. We distinguish between two types of call
graphs, static and dynamic, depending on whether they were constructed during static
or dynamic analysis. Dynamic call graphs represent only those methods and call edges
that were called during a specific execution of the program, therefore, they do not
necessarily represent the whole program, while static call graphs attempt complete-
ness. However, this is just an attempt, as the call graphs produced by different static
analyzer tools may be considerably different. Our research on static call graphs sheds
light on the many ways in which such call graphs can be constructed. As static call
graphs are the main building blocks of modeling interprocedural control and data flow,
it is very important to look at the factors that can cause discrepancies. The sound-
ness of call graphs can greatly affect the results of subsequent analyses. Imagine that
during symbolic execution, not the correct method is connected to the call site, but
another. The whole execution path becomes useless, we have wasted execution time
and resources unnecessarily. Because of this important role, we focused our research
interest on the comparison of static Java call graphs.

1. A Preparation Guide for Java Call Graph Comparison. We collected six open-
source static call graph generator tools for comparison. However, as a first step,
we had to make the graphs comparable. Methods developed for general-purpose
graphs cannot be directly applied to call graphs. Even if the structure of two
call graphs is isomorphic, they can be considered completely different because of
the labeling of the nodes. Therefore, we developed a multi-step solution to find
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a mapping between their nodes. The basis of the pairing is the methods’ fully
qualified name. However, we had to add heuristic as well in order to handle,
for example, anonymous and generic source code elements. Our heuristical steps
have improved the basic pairing by 2-3 percent for some tools. This is a consider-
able enhancement, however, a significant number of nodes remained unmatched.
We manually investigated the root causes for this. Our thorough examination
revealed that most of the unmatchings cannot be resolved. These are due to the
differences in the operation of the tools.

2. Systematic Comparison of Siz Open-Source Java Call Graph Construction Tools.
After developing the pairing mechanism, we performed an in-depth analysis of the
remaining differences. We challenged the six tools on an example code containing
the language features of Java 8 and on multiple real-life open-source Java systems
and performed a quantitative and qualitative assessment of the resulting graphs.
We determined the factors that cause discrepancies in the graphs: the handling of
initializer methods, polymorphism, Java 8 language elements (such as lambdas),
dynamic method calls, generic source code elements, and anonymous source code
elements. The different treatment of these features can cause significant differ-
ences in the generated graphs. This research highlighted how challenging the
richness of the Java language can be in generating call graphs. These differences
have to be taken into consideration when developing a call graph-based tool.

Part I1I — Development and Evaluation of Primitive
Obsession Metrics

Primitive Obsession is a code smell that can be vaguely interpreted as the overuse
of primitive data types. As a code smell, it can be a useful indicator of underlying
design problems and might suggest the need for refactoring in the code. Despite its
potential benefits, it has not received significant attention from researchers. Therefore,
we decided to study Primitive Obsession and defined multiple metrics that can highlight
the potential places where this bad smell could occur.

1. An evaluation of the Primitive Obsession metrics. The smell can take many dif-
ferent forms, therefore, it was necessary to define several indicators. I introduced
three metrics to describe two important aspects of Primitive Obsession. If a class
suffers from Primitive Obsession, certain method parameters will appear multiple
times in the parameter lists of its methods. The first metric grasps this symp-
tom, while the other two metrics are for type code® detection. The metrics were
integrated into the OpenStaticAnalyzer (OSA) [5] static analyzer tool and they
were evaluated on three real-life Java systems and a small, Primitive Obsession-
infested project. The manual examination of the results has shown that the
warnings draw attention to classes and methods in which primitive types are
used too carelessly.

2. Examining the Bug Prediction Capabilities of Primitive Obsession Metrics. In
this research, we expanded an existing bug prediction database [37] with the three
Primitive Obsession metrics and examined the effect on the predictive ability. By

3Type codes are primitve types that simulate types, e.g. different types of vehicles

4
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learning from the bugs of the past and source code features it builds a prediction
model to foretell the location and amount of future bugs. We studied to what
extent the metrics contribute to the prediction ability of the original dataset.
First, we evaluated the original and the extended bug datasets with the J48
algorithm, then performed a cross-project validation, meaning that we trained
a model on each project and evaluated it on every other project. The overall
results showed that the metrics could improve the prediction in certain cases. We
also demonstrated with Principal Component Analysis (PCA) [89] that metrics
contribute to the variance of the extended data set, meaning that they provide a
new and useful approach to describe and measure the source code.

1.2 Structure of the Dissertation

The thesis consists of three main parts, which are also the three thesis points. Each
part consists of four chapters. The first chapter provides an introduction into the
research area, the next two chapters discuss the constributions of the thesis, organised
by the articles on which they are based. The last chapter in each part summarizes the
results. The mapping of the chapters and the corresponding thesis points is illustrated
in Table 1.1.

Ne  Thesis points Chapter
I.  Heuristical Improvements of a Symbolic Execution Engine 2-5
ITI.  Comparison of Static Call Graph Builder Tools 6-9
ITI. Development and Evaluation of Primitive Obsession Metrics 10 - 13

Table 1.1: Mapping of thesis points and chapters

The first part, which describes our research in symbolic execution, includes 4
chapters. Chapter 2 briefly introduces the theory of symbolic execution and currently
used technologies. In Chapter 3, we explain the heuristical handling of static initial-
izer blocks and present the results. Chapter 4 discusses our research on a heuristical
constraint solving approach. Chapter 5 summarises the thesis point.

The second part deals with the comparison of Java static call graphs. This work
is also divided into four chapters. Chapter 6 provides background and enumerates the
static analyzer tools we used in the research. Chapter 7 contains the first main phase
of our work, the unification process during which we made the call graphs comparable.
The actual comparison and its conclusions are presented in Chapter 8. The thesis point
is summarized in Chapter 9.

Finally, in the third part, the research on Primitive Obsession is discussed. Prim-
itive Obsession and the metrics that we designed for its detection are described in
Chapter 10. The first evaluation of these metrics on real-sized Java systems and the
results are summarized in Chapter 11. This research was continued by examining the
bug prediction capabilities of the Primitive Obsession metrics, which are discussed in
Chapter 12. The summary of the thesis point is given in Chapter 13.

Chapter 14 sums up the thesis, while in appendices A and B, brief summaries of the
thesis are shown in English and Hungarian, respectively. The appendices, furthermore,
contain the thesis points, as well as the author’s contributions, and the underlying
publications.






Part 1

Heuristical Improvements of a
Symbolic Execution Engine






Theory of Symbolic Execution

2.1 Overview

Testing is a critical part of software development for identifying bugs and runtime
issues. The goal is to detect bugs in development as soon as possible, thus reduc-
ing the cost of fixing them. The testing process is highly dependent on the develop-
ment methodology used during development. Some methodologies, such as Extreme
Programming, place great emphasis on creating software tests before implementation.
However, in the case of the waterfall model, the testing process only begins after the
implementation phase. Another important factor is that sophisticated, high-coverage
testing requires a significant amount of resources which is not always available during
the pressure of production. Therefore, it is an excellent addition to traditional (dy-
namic) testing if we introduce static analysis as an automated method that supports
bug detection.

Static analyzer tools help finding issues by analyzing the source code (and, option-
ally the documentation) itself. Modern IDEs contain such tools to aid quality software
development, and many open source and commercial static analyzer programs are
available as well. This way, the developer receives feedback even if the project is not
compilable yet and certain bugs can be detected immediately. Static analyzers can be
faster and easier to use than executing an entire test suite especially if it contains man-
ual tests. They help adhere to strict development standards, which reduces potential
production issues.

Static analyzers detect other types of defects compared to dynamic testing tech-
niques. The time and computational effort required for the analysis depend on the
complexity of the aimed issues. IDE integrated and open-source tools usually perform
the analysis quick and detect problems like dead code, whilst for serious problems a
more time-consuming deep static analysis is needed. Simpler analyzer tools include,
for example, rule checkers and linters. Linters can detect if a method is longer than a
given number of lines, which is a type of code smell. Compared to these undemanding
techniques, the classical symbolic execution performs a complex analysis by simulating
the execution of the program with the use of static analysis information only. This way,

9
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it is possible to find more severe runtime issues that might have remained undiscovered
even after manual testing. We will see in later chapters that symbolic execution is slow
and resource-intensive, so trade-offs need to be made for usable results.

This chapter introduces the theory behind symbolic execution. Section 2.2 presents
the theoretical background through an example while Section 2.3 introduces the sym-
bolic execution engine used for this research. Section 2.4 enumerates the most impor-
tant research papers dealing with symbolic execution and related subjects.

2.2 Background

During regular execution, the variables of the program have concrete values, meaning
that the program follows a specific executional path determined by these values. The
basic idea of symbolic execution is that the program is executed on symbolic values
instead of concrete values. This execution cannot be considered a real execution, it
only means an execution within a synthetic environment, by a static analyzer. When
the exact value of a variable cannot be decided (because, for example, it is a user input
or method parameter), a symbolic value is assigned to it. A symbolic variable can
contain multiple concrete values that are allowed for its type, for example, a symbolic
integer can take arbitrary values within the range of integer type.

The possible values of symbolic variables can be bound with constraints. These con-
straints are usually derived from conditional statements or assignments. If a statement
contains symbolic variables, the whole statement will be symbolic, and this applies for
logical expressions as well. A symbolic boolean can either be true or false, therefore,
the symbolic engine will continue to execute both the true and false branches of a sym-
bolic conditional statement. This means that theoretically every possible executional
path will be explored, and hidden runtime exceptions can be detected.

The tree built up from the executional paths is called the symbolic execution tree
(an example is presented in Figure 2.1). This is a directed, acyclic graph where each
node represents a state of the program. It is clear that some branches of the symbolic
execution tree are unreachable even with symbolic values because the concatenation of
the conditional statements leading to them are unsatisfiable. Symbolic engines can cut
off these unnecessary branches by maintaining and checking the satisfiability of a path
condition (PC). The path condition is a quantifier-free logical formula over the symbolic
variables. It contains constraints derived from the conditional statements that have
to be satisfied in order to reach the investigated executional state. Symbolic engines
use constraint solver algorithms to check the satisfiability of the path condition and to
decrease the number of possible branches when a conditional statement is reached. On
the contrary, if a path condition is satisfiable, assigning the solutions to the symbolic
variables as input values will direct the concrete execution to the state of that PC.
Therefore, for example, symbolic execution can be a tool for test input generation.

public static int isTriangleValid(Point pl,Point p2,Point p3){

double a euclideanDistance (pl,p2);
double b = euclideanDistance (p2,p3);

O 0N Tk W~

double c¢ = euclideanDistance (pl,p3);

if(a == b+c || b == a+c || ¢ == a+b) {
return -1;

}

10
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10

11 if(a > b+c || b > a+c || ¢ > a+b) {
12 return 1;

13 }

14 return O0;

15 |}

Listing 2.1: Sample code that checks if three points can form a triangle

Listing 2.1 shows an example function which decides if the three 2-dimensional
points given as parameters can form a triangle. There are two erroneous return values:
the function returns with -1 if the three points are on a line, and with 1 if the three
points are not on one line but the triangle inequality is not satisfied anyway. The
return value is 0 if a proper triangle can be composed from the three points. The
implementation of the euclideanDistance function is not present, but as its name
suggests it calculates the distance between two 2-dimensional points with the classic
euclidean formula. Suppose that the symbolic execution was started with this function,
so the actual value of parameter p1, p2, and p3 are unknown, therefore, they must be
handled symbolically. This means that the two data members (coordinate x and y) of
each Point are symbolic too, so they can hold any value from the domain of their type.
Therefore, the value returned by the euclideanDistance function can be symbolic,
making local variable a, b, and c also symbolic variables. Theoretically, we have more
information about these variables than the parameters of isTriangleValid because
the symbolic engine executes their initialization. Nonlinear constraints can be derived
from the euclidean formula and then appended to the path condition, however, it is
clear that doing it programmatically is not a trivial task. Figure 2.1 shows the symbolic
execution tree built up during the execution of the sample code. Each conditional
statement at line 5 and 8 can be split up to three sub-expressions, all of them containing
symbolic variables. The short circuit evaluation gives an explanation as to why the two
if statements create three-three branching points during the execution, whilst having
symbolic variables in the conditions means that both the true and false outcomes of
each sub-expression have to be investigated.

Path conditions are not presented in Figure 2.1 because - as previously mentioned -
the constraints derived from the initialization are non-linear. We assume that symbolic
engines will not build up and solve constraints like that on their own, mostly because
they treat the sqrt function grammatically with symbolic variables and an indefinite
number of loops instead of using its mathematical meaning. However, a developer is
able to detect straightaway the three unreachable states, namely the three return 1
branches (colored with yellow). If three points given on the two dimensional plane
are not arranged on a line they definitely form a triangle. Therefore, the if condition
in line 8 is unnecessary, mathematically infeasible, making the true branches of each
sub-expression unreachable. If an unreachable program state is discovered through
unsatisfiable path conditions, the state and the sub-tree derived from it should be
pruned from the symbolic execution tree. Not only do we avoid needless computations
on that path, but possible false-positive warnings will also be eliminated.

The example in Listing 2.1 gives a quick insight into how the symbolic execution is
performed in the classical way. Whilst it is a very powerful tool for detecting runtime
failures, it has several limitations. One of them that already occurred in the sample
code is related to constraint solving. As the example shows, it is not a trivial task
to find an efficient solution to reveal unreachable program states. Another major

11
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a=euclideanDistance(p1, p2)
b=euclideanDistance(p2, p3)
c=euclideanDistance(p2, p3)

if(@==b+c)

true false

true false

return -1
true

false

if@@>b+c)

false
[ return1 | [ if(b>atc) |
[ retum 1 | [ if(c>a+b) |
[ return1 | [ retuno |

Figure 2.1: Symbolic execution tree constructed from isTriangleValid (see List-
ing 2.1)

drawback is path explosion. The number of possible executional paths grows with
the number of conditional statements almost exponentially. The scenario is even worse
with switch statements and loops containing symbolic conditions. Since it is not known
in advance how many iterations have to be done in a loop, symbolic engines have to
make a guess or unroll the cycle until a limitation is reached, otherwise an infinite
number of branches is created. Managing different kinds of features in programming
languages symbolically, like static initialization in Java, also gives a room for challenges.
Simulating the environment of a program (e.g. system calls) in a purely symbolic way
can also be a problem. For a more detailed summarization of symbolic execution and
its difficulties see the survey of Baldoni et al. [16].

2.3 RTEHunter

RTEHunter (abbreviation of RunTimeException Hunter) is a Java symbolic execution
engine. It is part of the SourceMeter project, which is developed at the Department of
Software Engineering, University of Szeged. SourceMeter [91] analyzes C/C++, Java,
C#, Python, and RPG projects. It calculates source code metrics, detects code clones,
and finds coding rule violations in the source code. RTEHunter is one of the static ana-
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lyzers of the SourceMeter Java toolchain. It is designed to detect runtime exceptions in
Java source code without actually executing the application in a real-life environment.
Currently it can detect four kinds of common failures: NullPointerException, ArrayIn-
dexOutOfBoundsFException, NegativeArraySizeExzception, and DivideByZeroFException.

RTEHunter performs the analysis by calling the symbolic execution for each method
in the program separately. For big systems, this approach is usually a better solution
than only starting the execution from the main() method [57, 81]. Starting the exe-
cution at the entry point of the real-life execution seems like a natural and convenient
idea, however it is clear that the practical limitations mentioned in the previous section
would be reached very soon, leaving many parts of the code unexplored. RTEHunter
limits the number of states (nodes) in the symbolic execution tree and the depth of the
execution tree as well.

[double euclideanDistance(Point p1, Point p2)]

) :

[int isTriangleValid(Point p1, Point p2, Point p3)]

¥
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Figure 2.2: Control flow graph of isTriangleValid (see Listing 2.1)
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Figure 2.3: Symbolic execution tree of isTriangleValid built by RTEHunter (see
Listing 2.1)

RTEHunter uses the Abstract Semantic Graph (ASG) [36] of the program, which
is constructed by the analyzer of SourceMeter. The ASG is a language-dependent
representation of the source code that contains every detail of the source code in an
internal graph representation. It is similar to an Abstract Syntax Tree, but provides
additional semantic information. First, RTEHunter builds a language-independent
Control Flow Graph (CFG) [11] based on the ASG, and symbolic execution works on
this CFG. In a CFG, each node represents a basic block. Basic blocks are the abstraction
of straight-line program parts which are guaranteed to be executed sequentially. A
jump in the code, like a conditional statement or a return statement, terminates the
current basic block, and the outgoing edges connect to the basic blocks that are the
targets of that particular jump. BasicBlock 5 in Figure 2.2 shows an example for a
conditional jump with a true and false outgoing edge. Since RT'EHunter performs
symbolic execution on each method of the program, a separate control flow graph will
be created for all methods. Each CFG for a method contains exactly one entry block
and exactly one exit block, even if there are more return statements in a method (see
Figure 2.2). The control can only enter and leave the CFG of a method through these
two blocks, making them useful for handling function calls and returns.

Figure 2.2 shows the CFG built up by RTEHunter for the isTriangleValid func-
tion defined in Listing 2.1. The euclideanDistance function has a different control
flow graph shown on the top of the figure. It is reached through call edges, however,
this CFG is only represented with the entry and exit blocks without real content. In-
side each basic block, we can find the ASG nodes that are visited in a sequential order.
As previously mentioned, each method invocation creates a new basic block, which is
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why the first three initialization lines of the isTriangleValid method appear in four
basic blocks (BB 16, 3, 4 and 5). From BasicBlock 5, a new basic block starts at each
conditional sub-expression. Note that BasicBlock 6 represents the whole conditional
statement at line 5, whilst BasicBlock 10 represents the if statement of line 8. BB 6
and BB 10 are not necessary, they are collector basic blocks introduced to make han-
dling the expressions that contain multiple sub-expressions easier. Naturally, there are
also true and false out-edges of these basic blocks, but the RTEHunter is aware of
the short circuit evaluation so, for example, if the control reaches BB 6 from the true
edge of BB 5, there will be no branching in BB 6, only the true edge will be continued.
Figure 2.3 shows the symbolic execution tree constructed by RTEHunter. Some basic
blocks appear multiple times, but each of them represents a different program state.
It can be seen from the given control flow graph that RTEHunter performs an
interprocedural analysis. The symbolic engine handles method calls by continuing the
symbolic execution in the called methods and then returning to the original function
as during normal execution. Built-in or third-party Java functions are also executed,
however any warning found in them will be filtered out from the final output.

2.4 Related Work

The idea of symbolic execution was introduced in the 1970s as an elegant and powerful
method for software proving, validation, and test generation. In 1976, King introduced
the fundamentals of symbolic execution along with the presentation of the EFFIGY
system [61]. EFFIGY is one of the first symbolic executor engines. It is written for
PL/I programs and only handles integer variables symbolically. With its interactive
user interface, EFFIGY lets programmers explore the symbolic execution tree for ex-
haustive software testing. Another important early work was the SELECT system for
the systematical debugging of LISP programs. SELECT was published by Boyer et al.
in 1975 [21]. Like EFFIGY, it aims at systematical and exhaustive testing, it allows
verifications by user-supported asserts, and it also provides interactivity in the control
of symbolic execution.

Another important early work is the survey of Coward [29] from 1988. Coward
collected and analyzed six symbolic executor systems containing the previously men-
tioned EFFIGY and SELECT systems as well. He compared the investigated systems
to an ideal symbolic executor engine revealing the major limitations and challenges,
like the handling of path explosion and constraint solving that still have to be faced
nowadays. The survey also provided a classification for symbolic engines according to
their main purpose: test data generation from constraints applied to symbolic vari-
ables, program proving with the use of assertions, program reduction, path domain
checking, and symbolic debugging for tracing runtime issues.

Later, to overcome the challenges, it became the new trend that the symbolic en-
gines did not use pure symbolic execution, instead, they relied on hybrid techniques to
overcome the limitations of symbolic execution. The mixture of concrete and symbolic
execution is called concolic execution, or in other words, dynamic symbolic execution.
The DART (Directed Automate Random Testing) system introduced by Godefroid et
al. [45] was the first to suggest this approach. It performs a directed search in the
symbolic execution tree through the iterated executions of the investigated software.
The process starts with random input values, then during each execution information
is collected about the symbolic variables to produce input data that would force the
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next execution on a new path. CUTE and jCUTE are also concolic testing systems
for C and Java [87, 69]. Similar to the DART system, they collect information about
symbolic constraints to produce input data, but they are extended with the capability
of handling multithreading. If the constraint solver fails to satisfy a complex expres-
sion, the constraints are simplified by replacing some symbolic variables with concrete
values. JCUTE can generate JUnit tests for sequential software. For .NET programs,
Pex [95] is used for generating test suites with the help of dynamic symbolic execu-
tion. It can be integrated into Visual Studio as an add-in. Anxiety is another dynamic
symbolic execution engine from recent years, developed at the Ivannikov Institute for
System Programming of the Russian Academy of Sciences[44]. SAGE (Scalable, Au-
tomated, Guided Execution) [46] is a whole-program whitebox fuzzing program for
x86 binaries. It employs a new algorithm called generational search that addresses
the aforementioned limitations of symbolic execution: path explosion and impreci-
sion (e.g. imprecise handling of system calls). The generational search-based concolic
execution algorithm has a novel, open-source implementation as well, the RiverConc
concolic engine [76]. It uses reinforcement learning to optimize the number of SMT
queries. RiverConc is also developed for detecting defects in x86 binaries.

EXE (EXecution generated Executions) [23] and its successor, KLEE [22] are bet-
ter known symbolic executors of recent times. They symbolically execute C programs
trying to explore all possible paths. When an error is reached, the symbolic constraints
are used for test input generation. KLEE is based on the LLVM assembly language
and functions as a virtual machine. It powerfully handles environmentally-intensive
programs, for example by setting up a symbolic filesystem or by simulating faulty sys-
tem calls. Because it is such an effective tool, KLEE is the basis for countless studies
on symbolic implementation. For example, there is a novel regression learning-based
search strategy called LEARCH [53] which was implemented on KLEE. LEARCH effec-
tively explores and selects promising states for symbolic execution, thus addressing the
path explosion problem. It uses an iterative learning process using the data extracted
from the symbolic execution of the program and generates high-quality, diverse tests.

Similar to KLEE, the Java PathFinder (JPF) [4] tool also behaves like a virtual
machine and executes the Java bytecode in a special way. JPF is developed at the
NASA Ames Research Center for verifying and checking NASA projects. It has an
extension, called Symbolic PathFinder (SPF) [79], for performing symbolic execution.
SPF supports concolic execution and can be customized with several constraint solvers.
One of them is the CORAL solver [92], which handles complex mathematical functions,
making it effective in scientific domains.

Lukow et al. created a novel dynamic symbolic execution engine called JDART
built on top of the Java PathFinder [67]. Its goal is to handle industrial scale, complex
software including NASA systems. JDART executes the Java bytecode and performs
dynamic symbolic analysis of the specified methods. It can generate JUnit test suites
that exercise all the program paths found by JDART. JDART was extended by Mues
and Hower in 2020 [74] for the SV-COMP2020 competition [18].

SymJEx is a novel symbolic engine from 2020 based on the GraalVM [62]. Currently,
it analyzes Java programs, however, as the virtual machine supports multiple languages,
it can be expanded. SymJEx detects errors and generates test cases for them.

Kéadar et al. created a wrapper for the previously mentioned SPF. It is called JPF
Checker [57]. SPF can perform symbolic execution starting only from the main method,
therefore, JPF Checker generates classes with a main method for each function in the
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investigated software, therefore, it executes the whole code base. Thus, it does not
only run the methods that are available from the main method.

JPF Checker performs the execution in the style of RTEHunter, but with the use of
SPF as a symbolic engine. The predecessor of RI'EHunter, named Symbolic Checker,
was introduced by Kéadar et al. in 2015 as a subject for improved constraint solving
technique [58]. The performance of the two symbolic engines was compared in this
work.

Two relatively recent surveys on the subject of Symbolic Execution are the work of
Cadar and Sen [24] which was presented in 2013, and the detailed paper of Baldoni et
al. from 2016 [16]. Both give an overview of the state of the art, the challenges, and
their current solutions.
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Improving Static Initialization Block
Handling

3.1 Overview

A symbolic execution engine has to overcome many practical limitations to be able to
produce useful results efficiently. Some behaviors are hard to simulate in the synthetic
environment of symbolic execution. The handling of the static initialization blocks in
Java is a good example. RTEHunter ignored these blocks, therefore, we decided to
improve its execution. We first looked at how static initialization blocks work in Java
and then worked out a solution that gives enough accuracy but does not significantly
increase runtime. We described this research in our paper published in 2017 [118].

The rest of this chapter is structured as follows. In this chapter, we start by giving
a short insight into the difficulties of handling the static initialization blocks in Sec-
tion 3.2, then Section 3.3 describes our solution that was implemented in RT'EHunter.
The results are discussed in Section 4.4.

3.2 Static Intialization Blocks

A static initializer block is a static{} block of code in a Java class. It is executed
only once when the class is loaded and initialized by the ClassLoader. A class can
have multiple static initialization blocks which can appear anywhere inside the class
body and are executed in the order of appearance. Typically, their purpose is the
initialization of static class members. Static blocks and initializers are assembled into
a compiler generated function. Therefore, we can think about these blocks as a function
called automatically during loading the class.

The behavior of the Java ClassLoader is well defined; a class is loaded only when
certain circumstances are met: the class is used somehow (e.g. instance creation, usage
of a static function or attribute, loaded by reflection) and has not been loaded before.
For a static analyzer tool like RTEHunter that does not actually execute the Java
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bytecode, it is difficult to handle the Java classloading mechanism. The evident solution
would be to implement a module similar to the Java ClassLoader itself. This module
would produce a CFG composed from the ASG nodes of the static initializer blocks
found in a class, then execute it when the engine meets a class for the first time. If
we consider that RTEHunter performs a method-by-method execution, it is clear that
each class has to be loaded every time when the symbolic engine starts to execute a
new function. With this approach, we add not only extra function calls, but execute
the initializer method for a class repeatedly. Unfortunately, even with this solution
it is not guaranteed that the values of the static variables are correct because in real
execution they can be changed, since they were given initial values at the time when
their classes were loaded.

Listing 3.1 and Listing 3.2 show a very simplified example for the static initialization
of two classes. Class A uses the static member of class B, therefore, there is a dependency
between the two static blocks. The sample code also suggests that loading a class and
executing its constructed static initializer function might cause the recursive loading
of other classes (String and Integer in the example). This recursion may add so many
extra nodes to the symbolic execution tree that it can easily reach its limitation before
providing any useful result about the examined method.

1 |class A { 1 |class B {

2 public static String STR; 2 public static Integer NM;
3 3

4 static { 4 static {

5 STR = B.NM.toString() ; 5 NM = new Integer (6);

6 } 6 +

713 713

Listing 3.1: Example class A Listing 3.2: Example class B

We concluded that this closer-to-reality approach is very powerful and helps with
detecting runtime issues in connection with static initialization, however, it gives an
overhead to the symbolic execution. The practical, limits like the number of states or
the depth of symbolic execution tree, would be reached sooner, especially in complex
methods, leaving the interpreation of the function body unfinished. A natural idea
for improving the classloader solution is to run each static initializer block only once
before the symbolic execution of methods starts. This technique lessens the overhead
and the computational time, but does not solve several other considerable problems. A
dependency graph is needed for setting up the proper initialization order. Methods can
change the value of static member variables making them invalid for other methods,
so the symbolic engine should be able to reset the initial values for these fields after
each method-execution. This means extra-memory usage and the cautious handling of
static class members.

3.3 Contribution

During the investigation of the two solutions listed in the previous section, we found
out that integrating one of them to the RTEHunter would provide a system whose
overall behavior was still not close enough to real life. For an engine which starts the
execution from the main method, like the Symbolic PathFinder [79] does, the effort
for creating a ClassLoader module might be rewarding. However, for RTEHunter
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the trade-off between the complexity and the usefulness of such a module is not so
promising, therefore, we decided to choose a simpler but still fast and usable approach.
Since it starts a symbolic execution from each method, it is not trivial to interpret how
a ClassLoader would work realistically.

The previous version of RTEHunter neglected the handling of static initializer
blocks. Examining the reported warnings showed that this shortage caused many false-
positive errors. Most of them were NullPointerExceptions originated from uninital-
ized static class members. We decided to work out a solution that would not alter the
current computational time and effort needs of RTTEHunter very much, but would still
be capable of eliminating the false-positive warnings. From a user perspective, it is
more important to detect fewer but more precise runtime faliures.

The result of our idea was a filtering mechanism. Instead of mimicing the behavior
of Java ClassLoader, we simply checked when a NullPointerException arose, if the
variable associated with this warning was initialized in the static initializer blocks of
its class. If the answer was positive, the warning was treated as a false-positive.

3.4 Results

We collected 209 open source Java systems to test our solution. These Java systems
were various; they were from different domains and their size ranged from a thousand
to 2.5 million lines of code. Table 3.1 shows the minimum, maximum, and the average
lines of code (LOC) and the number of classes (NOC) metric of the systems. The
histogram of the LOC is presented on Figure 3.1.

Lines of Code | Number of Classes
Minimum 993 17
Maximum 2,594,569 16,934
Average ~ 140,653 ~ 1,090
Table 3.1: The Lines of Code and Number of Classes metrics of the examined Java
projects
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Figure 3.1: Lines of Code histogram of the examined 209 Java projects
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To see the improvement of our approach, we executed both the original and the
improved versions of RTTEHunter on the Java systems. The results are presented in
Table 3.2. As it can be seen, the number of NullPointerException warnings (NPE) de-
creased by 237, the number of ArraylndexOutOfBoundsException warnings increased
by 2, while the other two remained the same. We compared the warnings and found
that in fact 242 NPE warnings were eliminated and 5 new NPE warnings appeared in
the results of the improved RTEHunter. RTEHunter stops the execution along a path
when a runtime failure is detected, therefore, it is obvious that the 7 new warnings
showed up because our filtering mechanism let the engine go deeper in the symbolic
execution tree. 10% of the disappeared runtime failures were manually investigated to
check whether they were really false-positives. The conclusion of the verification was
that not only did we eliminate more than two hundred erroneous NPE warnings, but
also discovered 7 true positive runtime issues, which is about 7% improvement.

Warning type Original RTEHunter | Improved RTEHunter
NullPointerE. 3,369 3,132
NegativeArraySizeE. 24 24
DivideByZeroE. 167 167
ArrayIndexOutOfBoundsE. 679 681

Table 3.2: The results of the original and improved RTEHunter executions

3.4.1 Example

An example of the eliminated false-positive errors is presented in Listing 3.3 and List-
ing 3.4. This simple example was taken from the Spring-Framework! keeping only the
necessary lines.

Listing 3.3 shows a portion of the JafMediaTypeFactory class of the Spring-
Framework. It has a static class member called fileTypeMap, that is initialized in a
static initialization block. Listing 3.4 introduce the corresponding code part from the
FileTypeMap class of the javax.activation package. Although it is clear at a glance
that the fileTypeMap class member cannot take a null value, a NullPointerException
is reported on Line 9 of Listing 3.3. RTEHunter executed the initFileTypeMap ()
method independently of the static initializer block, but it did not use its return value
to initialize the fileTypeMap class member, as the static initializer block itself was not
executed.

Thanks to our heuristic solution, these types of false-positive errors have been fixed
despite not modeling a complete ClassLoader module. The solution has become part
of the SourceMeter system.

1 |private static class JafMediaTypeFactory {

2 private static final FileTypeMap fileTypeMap;
3

4 static {

5 fileTypeMap = initFileTypeMap () ;

6 by

7

8

public static MediaType getMediaType(String filename) {

"https://github.com/spring-projects/spring-framework
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9 //NPE :

10 String mediaType = fileTypeMap.getContentType (filename) ;

11 return (StringUtils.hasText(mediaType) ? MediaType.+>
parseMediaType (mediaType) : null);

12 }

13

14 private static FileTypeMap initFileTypeMap () {

15 VERE

16 return FileTypeMap.getDefaultFileTypeMap () ;

17 }

18 |+

Listing 3.3: The problematic method and the static initialization block of the Jaf-
MediaTypeFactory class

public abstract class FileTypeMap {

public static FileTypeMap getDefaultFileTypeMap () {
if (defaultMap == null)
defaultMap = new MimetypesFileTypeMap () ;
return defaultMap;

}

OO Utk Wi+

}

Listing 3.4: The called method of the javax.activation.FileTypeMap class

3.5 Conclusion

With this research, our aim was to enhance an already operating symbolic execution
system, the RTEHunter. We developed a heuristic solution for executing static initial-
ization blocks. These blocks are only executed once when the class is loaded to initialize
the static class members. This may seem insignificant at first but the proper initial-
ization of variables is extremely important for the precise symbolic execution. Since
RTEhunter had not handled these blocks before, it resulted in a lot of false-positive er-
rors. These false-positive errors also led to a halt the execution although it could have
continued and thus other errors remained hidden. Because of the method-by-method
operation of RTEHunter, we did not consider the proper, symbolic implementation of
the class loader, instead we applied a heuristical solution. With this heuristic, in case
of an NPE of a static class member, we checked whether the variable was initialized in
its class’s static initializer block and if the answer was yes we dissmised the exception.
We tested this solution on numerous real-sized Java systems and manually verified
the results. The conclusion of the verification was that not only did we eliminate more
than two hundred erroneous NPE warnings, but also discovered 7 true positive runtime
issues, which is about a 7% improvement. We did not cause the disappearance of any
true positive warning. The heuristic was retained in the RTEHunter system.
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The Null Constraint Solver

4.1 Overview

The example we have discussed in Section 2.2 gives a quick insight into how the symbolic
execution is preformed in the classical way. Both the presented source code and its
conditional statements are simple, therefore, maintaning the path condition is easy.
However, for more complex programs, the symbolic execution tree will be much larger.
The number of branches grows almost exponentially with the number of symbolic
conditional statements. This is what we call the path explosion problem. Due to the
path explosion it is unlikely that symbolic engines can explore the whole symbolic
execution tree exhaustively within a reasonable amount of time. Path explosion is
connected to the difficulty that we are addressing in this research, namely the constraint
solving problem. As previously mentioned, forming a path condition from the symbolic
variables and checking its satisfiability at branching points are useful for pruning the
symbolic execeution tree, filtering out unreachable program states and hereby false-
positive warnings.

In practice, constraint solvers suffer from many limitations that affect computa-
tional time significantly. They consume a big portion of the overall runtime causing
symbolic engines to scale poorly on bigger systems. Constraint solving optimizations
have to be made to maintain a trade-off between accuracy and scalability.

Our team had gained experience in the use of constraint solvers with the predeces-
sor of RTEHunter, as it was described in 2015 by Kadar et al. [58]. The open-source
Gecode constraint satisfaction toolset was integrated to build and satisfy the constraint
systems [42]. However, in RTEHunter we dismissed the introduced constraint solving
mechanism due to resource usage issues. We decided to try a more lightweight, heuris-
tical approach instead of a conventional constraint solver. The result of this idea was
the null constraint solver. The results of this experiment were presented in a 2017
article [119].

The remainder of this chapter is organized as follows. The related work is discussed
in Section 4.2. Section 4.3 describes our contribution, while Section 3.4 analyzes the
results with an example.
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4.2 Related Work

Path explosion and constraint solving are two main challenges in terms of the scalabil-
ity of symbolic execution. Many optimization attempts were made. One of them is the
previously mentioned concolic execution, which is the mixture of concrete and sym-
bolic execution. For example, the KLEE[22], CUTE[87], jCUTE[69], and DART[45]
symbolic engines use this method.

Another option is using the results of similar constraint expressions incrementally.
Ramos and Engler [81] introduced the under-constrainted symbolic execution whose
basic idea — executing functions directly — is similar to the method by method approach
implemented in RTEHunter.

The Multiplex Symbolic Execution (MuSE) [109] system also battles to improve
the scalability of symbolic execution. MuSE generates test inputs from the partial
solutions during constraint solving, and uses them to explore multiple paths by solving
the constraints only once. MuSE was implemented for the KLEE and JPF symbolic
execution engines and tested with three constraint solving methods. The results showed
a one or even two order speedup while reaching the same coverage.

Avgerinos et al. intruduced a method called 'veritesting’ [14] to mitigate the dif-
ficulties of solving constraint formulas. During veritesting, the execution alternates
between dynamic and static symbolic execution (SSE) '. The dynamic symbolic execu-
tion not only helps in solving the formulas produced by SSE, but it allows the handling
of system calls and indirect jumps. Veritesting was implemented in a tool called Merge-
Point, which is used to automatically check all programs of a Linux distribution. They
found that veritesting increases the number of bugs found, node coverage, and path
coverage. Java Ranger [88] utilizes this method for Java programs. It is an exten-
sion for the Symbolic Pathfinder (SPF). The tests showed that the running time and
number of execution paths were reduced by a total of 38% and 71%, respectively.

4.3 Contribution

The basic idea of this simplified solver is that we store constraints referring only to the
null value of a symbolic variable. Constraints only express whether a symbolic object
is null or not, therefore, only null assignments and null value checks are considered
during the build-up of the path condition. It is clear that the expressions will remain
quite simple and checking the feasibility is also very easy.

Listing 4.1 illustrates the operation of the solver. Let us consider that the sym-
bolic execution is started with the getHashCode() method in line 8. This function
calculates a hash code regarding the value of a custom typed class member, data.
The symbolic execution tree built up during the execution can be found in Figure 4.1.
Figure 4.1 does not show the details of the toString() method of the CustomType,
and the execution of the hashCode () method is only indicated with a curved line. The
path condition of each path is presented in transparent, black-bordered boxes next to
the corresponding program states. For simplicity, it only contains constraints for the
symbolic member variable, data, and is only presented when there is a change, namely
after conditional statements involving variable data. It can be seen that on the false
branch of a symbolic if statement the negation of the logical expression is added to the

1SSE is a verification technique for representing a program as a logical formula.
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PC. When investigating the source code and the execution tree it is obvious that if the
getDataStr () is called from the getHashCode() function, the conditional statement
in line 4 can never be true. Consequently, the program states colored with yellow are
unreachable. This unreachability is expressed in the PC too: it is infeasible.

1 |class Test{
2 private CustomType data;
3 public String getDataStr () {
4 if (data == null)
5 return null;
6 return data.toString();
7 }
8 public int getHashCode () {
9 int code = 0;
10 if (data != null)
11 code = getDataStr () .hashCode () ;
12 return code;
13 +
14 |}
Listing 4.1: Sample code
Y
[ invoke getHashCode() |
v
int code = 0
if(data != null) getHashCode()
false true
PC: data=null [ return code ]
|
~
PC: data!=null [ invoke getDataStr() ]
{ el == Gl ] getDataStr()
| PC: datal=null && data=null | [ return null ] [ return data.toString() ] PC: data!=null
v v
| NPE [« invoke hashCode() | [ _invoke hashCode() |
=T > hashCode()
A S
[ return value ] [ return value ]
2 L4
code = value code = value
‘ return code ’ ‘ return code ’ getHashCode()
| |

Figure 4.1: The simplified symbolic execution tree of Listings 4.1
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The null constraint solver will notice on the true branch of the if statement in Line
11 that the member variable data is anything but null, so when the second conditional
statement is reached in Line 4 the infeasibility can be detected with almost zero effort.
That is, this solver tracks whether or not the value of a Java reference is null throughout
its lifetime. This approach did not notably alter the computational time requirements
of RTEHunter, whose previous version entirely lacked a constraint solving mechanism.
We lost the arithmetic constraints, however, this seemed to be a viable trade-off.

4.4 Results

The null constraint solver was tested on almost the same Java systems that were used
for the evaluation of the static init block handling as well. Only the largest project was
replaced by a smaller one so that the analysis would not take that much time. For this
reason, there is a difference in the number of errors between Table 3.2 and Table 4.1,
even though the two heuristics were built on top of each other.

Warning type Original RTEHunter | Improved RTEHunter
NullPointerE. 3,102 3,093
NegativeArraySizeE. 24 23
DivideByZeroE. 167 167
ArrayIndexOutOfBoundsE. 681 675

Table 4.1: The results of the original and improved RTEHunter

To see the improvement, we executed both the original, constraint solverless and
the improved versions of RT'EHunter on the selected Java systems. The results are
presented in Table 4.1. As it can be seen there is a decrease in the number of Null-
PointerEzceptions (NPE), NegativeArraySize Exceptions, and ArrayIndexOutOfBound-
sExceptions. The differences in the numbers obscure that in fact 16 NPEs were elimini-
ated and 7 new were introduced. RTEHunter stops the execution along a path when a
runtime failure is detected, therefore, it is obvious that the new warnings showed up be-
cause by eliminating unreachable paths the symbolic engine could explore other paths
in the symolic executional tree before reaching the executional limits. This explanation
was verified by manual examination.

We also manually examined why the NegativeArraySizeFxception and ArraylIndez-
OutOfBoundsEzception error messages disappeared. These were also false-positive
warnings which were related to the non-storage of null values. Section 4.4.1 shows
an example for them.

4.4.1 Example

This subsection presents a concrete example of the removed warnings.

Listing 4.2 shows an example for the eliminated NegativeArraySizeException. The
example is taken from the Apache Tobago? system. A warning is reported for Line 15,
although it is clear that if parameter node holds a null value, the execution will continue
on Line 5. If parameter node is not null, variable n will be a non-zero value, therefore,

2https://github.com/apache/myfaces-tobago
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no NegativeArraySizeEzxception will be thrown on Line 15. Our null constraint solver
was able to track the possible values of the node and prune the infeasible path.

1 |public class TreePath implements Serializablef
2

3 public TreePath(TreeNode node) {

4 if (node == null) {

) throw new IllegalArgumentException () ;

6 }

7

8 final List<TreeNode> list = new ArrayList<TreeNode>();
9 int n = 0;

10 while (node != null) A

11 list.add (node) ;

12 node = node.getParent () ;

13 n++;

14 }

15 path = new int[n - 1];

16

17 |+

Listing 4.2: The false-positive NegativeArraySizeException from Apache Tobago

Another example is presented in Listing 4.3. This simplified code is part of the
Apache Ofbiz system?®. Here, a NullPointerException is reported for Line X because
of the orderByElements.size() call. However, that is impossible if we consider
the surrounding code. The orderByElements variable will be null if the UtilXml.
childElementList(element, "order-by") call returns a null value. This is possible
if and only if the element method parameter holds a null value. Nevertheless, by
tracking the super call of the OrderMapList, it appears that the element parameter
has already been used in the constructor of MiniLangElement , therefore, its value
cannot be null. The null constraint solver was able to filter this path without building

and solving high complexity path conditions.

1 |public final class OrderMaplist extends MethodOperation {

2

3 public OrderMapList (Element element, SimpleMethod <
simpleMethod) throws MinilLangException {

4 super (element , simpleMethod) ;

) ..

6 List<? extends Element> orderByElements = UtilXml.<>

childElementList (element, "order-by");

7 if (orderByElements.size() > 0) {...}

8 }

9|}

10

11 |public class UtilXml {

12 public static List<? extends Element> childElementList (+
Element element, String childElementName) {

13 if (element == null) return null;

14 c

15 return elements; //not null

16 }

17 |

18

Shttps://github.com/apache/ofbiz
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19 |public abstract class MethodOperation extends MinilangElement <
{

20 protected MethodOperation(Element element, SimpleMethod <
simpleMethod) {

21 super (element , simpleMethod) ;

22 }

23 |}

24

25 |public class MinilLangElement {

26 public MiniLangElement (Element element, SimpleMethod <
simpleMethod) {

27 this.lineNumber = element.getUserData("startLine");

28 this.simpleMethod = simpleMethod;

29 this.tagName = element.getTagName ().intern () ;

30 }

31 |}

Listing 4.3: The false-positive NullPointerException from Apache Ofbiz

4.5 Conclusion

In this research, we also intended to improve RTEHunter with heuristic methods. This
time, our goal was to fill the missing constraint solving mechanism with a low-resource
solution. Constraint solving is an essential part of symbolic execution, it can be used
to decide whether an executional path is feasible. Infeasible paths are pruned from
the symbolic executional tree. However, like everything, it has its downsides. It can
be very resource intensive and it may slows down the symbolic execution engine so
much that it can traverse only a small slice of possible execution paths in a meaningful
amount of time. There are a plenty of heuristic solutions that try to overcome this
bottleneck. Since RTEHunter’s constraint solving mechanism was removed due to its
ineffectiveness, we decided to experiment heuristic solution as well. We have imple-
mented the null constraint solver, which only takes into account the null or non-null
state of variables. We tested the solution on more than two hundred Java systems and
manually checked the results. 16 NPEs were eliminiated and 7 new were introduced,
whereas the execution could have continued on some executional branches that were
halted due to a false-positive warning. No change in runtime was observed. Our con-
clusion is that not only did we eliminate some serious false-positive warnings, but also
discovered several true positive runtime issues. The heuristic solution was later further
developed in RTEHunter by others.
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Summary of Part I

The first part of my research work was about symbolic execution, more specifically
about improving the functionality of an existing Java symbolic engine called RTE-
Hunter. Symbolic execution could be a quite powerful quality assurance technique
as it theoretically executes every possible execution path of a program. It can be
considered a kind of generalized testing. During regular execution, the variables of
the program have concrete values, which means the program follows a specific execu-
tion path determined by these values. The drawback of symbolic execution is that
it requires excessive resource usage compared to normal execution. There are several
strategies to reduce these demands. For example, constraint solving can be used to
filter out unsatisfiable execution paths. Another disadvantage of symbolic execution is
that certain elements, such as the behaviour of the operating system, are not trivial to
model symbolically. For this reason, the result may not be as accurate as expected.

The goal of this thesis point was to find solutions for RT'EHunter that would increase
the accuracy of its symbolic execution without significantly increasing its resource re-
quirements. One of the heuristics was related to the handling of static initialization
blocks in Java. For RTTEHunter, which performs execution per method, handling these
symbolically is not quite simple, as it is not exact when and in what order the blocks
should be executed. Because of this, static initialization blocks were completely ne-
glected during execution leading to plenty of false-positive error messages, especially
NullPointerExceptions (NPE). My heuristical solution was a filtering mechanism
that fits well with RTEHunter’s method-by-method-based implementation. When an
NPE arose, we simply checked if the variable associated with this warning was ini-
tialized in the static initializer blocks of its class. If yes, the warning was treated as
a false-positive. The approach was tested on 209 various-sized Java systems. Of the
original 3,369 NPE warnings, 242 disappeared and were verified as false-positives by
manual inspection. In addition, 7 true positive warnings appeared because RTEHunter
was able to continue the execution on branches that were previously terminated due
to the false-positive NPEs.

The other heuristic was a low-resource constraint solving mechanism called the null
constraint solver. It tracks only if a reference is null or not and does not account for
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arithmetic variables. RT'EHunter’s previous version entirely lacked a constraint solving
mechanism. To see the improvement, we executed both the original and the improved
versions of RTEHunter on 209 Java systems (the largest test system was replaced for
this evaluation). After manual validation, we concluded that we not only eliminated
16 serious false-positive warnings (out of 3,102), but also discovered 7 true positive
runtime issues.

In this thesis point, my goal was to develop methods to increase the accuracy of
the warnings of RTEHunter without further increasing the resource requirements of
the already computationally intensive process. Analyses performed on more than two
hundred systems have confirmed that this aim was successfully achieved.
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The Significance of Call Graphs

6.1 Motivation

Call graphs are directed graphs representing control flow relationships among the meth-
ods of a program. The nodes of the graph denote the methods, while an edge from
node a to node b indicates that method a invokes method b. They are the main
building blocks of modeling interprocedural control and data flow; their soundness can
greatly affect the results of subsequent analyses. Static code analyzer tools that help
programmers produce more maintainable code utilize such call graphs. They come in
handy for program visualization and program understanding. Moreover, they can also
be employed for code optimizations and refactoring.

Because call graphs play such an important role in static analysis, for example
in symbolic execution, we decided to focus our research interest on Java call graph
generation. Java is an object-oriented, general purpose programming language that is
still widely used thanks to its platform independent nature. One important area of
application is client-server based web applications. Platform independent behavior is
ensured by the fact that the Java source code is only compiled into byte code which
runs on a Java Virtual Machine (JVM) regardless of the underlying architecture. Java
supports inheritance, polymorphism, and has dynamic capabilities, such as reflection.

Our research has highlighted how challenging the richness of the Java language can
be in generating call graphs. There are numerous aspects to consider depending on the
future purpose of the generated call graph. Due to the size of the task, we developed
our research through several articles and works. Initially, we collected five Java static
analyzers to generate call graphs. We examined their abilities, the differences between
their graphs etc. The results were published in a short, comparative article [116].
However, we soon realized that the topic requires more in-depth study. We have
expanded this work by including a new static analyzer and eliminating the tools that
could not provide sufficient results on large projects [113]. The comparison of the
analyzers’ outputs required special attention. It was not as simple as it first seemed;
we had to develop several heuristic approaches to refine the comparison. This work
was described in an article [115].
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This chapter provides related work in Section 6.2. In Section 6.3 an example is
presented to illustrate the challenges of call graph creation. Section 6.4 enumerates the
six static analyzers that we selected for the comprehensive study. Chapter 7 details
the difficulties of making the tools’ outputs comparable, while Chapter 8 summarizes
the findings of the in-depth comparison.

6.2 Related Work

Call graphs are the basis of many software analysis algorithms, such as control flow
analysis, program slicing, program comprehension, bug prediction, refactoring, bug-
finding, verification, security analysis, and whole-program optimization [102], [35], [28],
[100]. The precision and recall of these applications depends largely on the soundness
and completeness of the call graphs they use. Moreover, call graphs can be employed to
visualize the high level control flow of the program, thus helping developers understand
how the code works. There are several studies about dynamic call graph-based fault
detection, like the work of Eichinger et al. [33], who created and mined weighted call
graphs to achieve more precise bug localization. Liu et al. [66] constructed behavior
graphs from dynamic call graphs to find non-crashing bugs and suspicious code parts
with a classification technique.

Regardless of whether the examined language is low-level and binary or high-level
and object-oriented, call graph construction can always lead to some difficulties [15],
[82]. A call graph is accurate if it contains those exact methods and call edges that
might get utilized during an actual execution of the program. However, in some cases,
these can be hard to calculate. For example, if several call targets are possible for a
given call site, then deeper examination is needed to determine which ones to connect
as precisely as possible. This examination can be done in a context-dependent or
context-independent manner; naturally, the choice influences the generated call graph.
Context-dependent methods are more accurate in return for greater resource usage.
To mitigate the resource demands of such methods, the analysis of the programs often
only starts from the main method or a few entry points instead of starting from every
method. This might result in a less accurate call graph. To improve the accuracy of
context-independent methods, the following algorithms can be used for object-oriented
languages: Class Hierarchy Analysis (CHA) [32], Rapid Type Analysis (RTA) [15],
Hybrid Type Analysis (XTA)|96], Variable Type Analysis (VTA) [93].

Another important question during call graph creation is the handling of library
calls [10]. Including library calls not only makes the call graph bigger, it also requires
the analysis of the libraries which can be quite resource consuming. However, the
exclusion of library elements may cause inaccuracies when developers implement library
interfaces or inherit from library classes. The analysis of library classes might involve
private, inaccessible methods as well. Michael Reif et al. [82] discussed the problem
that the often used call graph builder algorithms, such as CHA and RTA, do not
handle libraries separately according to their availability. The recommended algorithm
in this work reduces the number of call edges by 30%, in contrast to other existing
implementations. The tools we selected for our comparison represent library calls and
library methods at various levels of detail.

There are many comparative studies available about call graph creation. Grove
et al. [49] implemented a framework for comparing call graph creation algorithms and
assessed the results with regard to precision and performance. Murphy et al. [75] carried
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out a study similar to ours about the comparison of five static call graph creators for
C. They identified significant differences in how the tools handled typical C constructs
like macros. Hoogendorp gave an overview of call graph creation for C++ programs in
his thesis [54]. Antal et al. [13] conducted a comparison on JavaScript static call graph
creator tools. Similarly to our work, they collected five call graph builders and analyzed
the handling of JavaScript language elements and the performance as well. As a result,
they provided the characterization of the tools that can help in selecting the one, which
is most suitable for a given task. Tip et al. [96] tried to improve the precision of RTA
by introducing a new algorithm. On average, they reduced the number of methods by
1.6% and the number of edges by 7.2%, which can be a considerable amount in the case
of larger programs. Lhotdk [64] compared static call graphs generated by Soot [85] and
dynamic call graphs created with the help of the *J [8] dynamic analyzer. He built a
framework to compare call graphs, discussed the challenges of the comparisons, and
presented an algorithm to find the causes of the potential differences in call graphs.

Reif et al. [83] dealt with the unsoundness of Java call graphs. They compared the
call graph creator capabilities of two analyzer tools, WALA and Soot. They evaluated
the different configurations of the tools on a small testbed. Their main goal was to
decide whether a tool handles a specific language element or not, and - unlike our
work - did not investigate the way it is handled. The article highlights how well the
given tools handle the different language elements of Java. An assessment suite for
the comparison of different call graph tools is proposed as well. Our comparative work
is similar to their study, however, we provide a full scale of factors that can cause
ambiguities in the call graph creation through the in-depth analysis of six call graph
tools.

6.3 Call Graph Example

This section presents some difficulties of call graph creation through an example. List-
ing 6.1 shows a Java snippet from which we want to create a call graph. It contains
a class named Sample with a main method. It has a static method on Line 11 and
a method on Line 18 that has a polymorphic parameter. The Base class (which is
not present in the sample code) has several derived classes such as, Derivedl and
Derived?2, therefore, the actual parameter of the parameterAsBase method can either
be a Base, Derivedl, or Derived2 object. We can see an example of a polymorphic
method call on Line 6 and 7. There is also an unused method in the Sample class
which is never called in the entire program.

Figure 6.1 shows a possible call graph generated for the sample code. The black
nodes represent Java library methods, such as System.out.println() and java.
util.Random.nextInt (), and the gray nodes correspond to the constructor (e.g. ini-
tializer) methods. We can see every node and edge that is logical and evident for
us. We can see the constructor calls from the main method, the recursive call of the
staticTask, and even the separate subgraph of the unused method. However, this
graph is not so evident for a static analyzer. Take a closer look at the outgoing edges
of the parameterAsBase method. There are three of them. We wanted to find out
why. The static type of the parameter is Base, therefore an analyzer could choose to
display only the call to the Base.polymorph() method. Another solution is that the
analyzer tries to approximate the dynamic type of the parameter and connect to their
polymorph() as well. The brute force approach represents the polymorph() method
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of every subclass of the Base class. Another uncertainty is the unused subgraph. Some
static analyzers can choose to eliminate it, as it is not connected to the main method.
Another potential inaccuracy: where are the initializer nodes of the Object class? In
Java, every class is derived from the Object class, therefore, its constructor is also
called implicitly. Would it be useful to include them in the generated graphs or it
would be unnecessary noise? And what about the static initializer blocks? The answer
to these questions depends on the purpose for which the call graph was generated.

For comparison, Figure 6.2 shows another possible call graph consructed for the
sample code. It represents the static initializers with red-edged nodes and the calls
to the Base and Object constructors as well. Naturally, the static initializer nodes
can call other methods, constructors as well, making the graph even larger. Some tools
might connect them to the constructors of their class, but these edges are not presented
in this figure.

1 |public class Sample {

2

3 public static void main(Stringl[] args) {
4 Base b = new Derivedil () ;

5 Derived2 d2 = new Derived2() ;

6 parameterAsBase (b) ;

7 parameterAsBase (d2) ;

8 staticTask (3) ;

9 }

10

11 public static void staticTask(int i) {
12 if (4 > 0)

13 staticTask (i - 1);

14 else

15 System.out.println("Task finished");
16 }

17

18 public static void parameterAsBase(Base b) {
19 b.polymorph () ;

20 }

21

22 public static void unused () {

23 java.util.Random r = new java.util.Random() ;
24 int i = r.nextInt(Q);

25 }

26 |}

Listing 6.1: Input for call graph generation

6.4 Selected Static Analyzers

We studied numerous static analyzer tools for Java to decide whether they could gen-
erate — or could be easily modified to generate — call graphs. We aimed for widely
available, open-source programs from recent years, which could analyze complex, real-
life Java systems. The diversity of the tools was another important aspect of our
selection criteria. We involved tools that provide a direct interface for call graph cre-
ation, whilst, in other cases, the graph had to be extracted directly from the inner
representation of the analyzer. The investigated analyzers can also be categorized by
whether they work on source or byte code, which, of course, affects their results. Most
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Derived1() <init>

A

Derived2() <init>

@in(Stringﬂ) Sample.staticTask(int)

System.out.println(String)

Base.polymorph()

Sample.parameterAsBase(Base b)

Derived2.polymorph()

Derived1.polymorph()

Sample.unused|()
java.util. Random() <init>

Figure 6.1: Call graph of the sample code

java.util. Random.nextInt()

of the tools are command line based, although an Eclipse plug-in based solution was
also examined. The selected analyzers support several call graph-creation algorithms,
which greatly influences the characteristics, the accuracy, and the size of the generated
graph. It is the application that determines what type of call graph is the most useful;
sometimes a small and less accurate call graph is better, while, in other cases, a large
and precise one is needed. The goal of this research is not to compare the output
of these call graph-builder algorithms, but to pair the corresponding graph sections,
which is the basis for further comparative studies. Therefore, we considered the al-
gorithm only as an attribute of the given tool. We eliminated the tools that did not
give enough information to reconstruct the caller-callee relationships between compi-
lation units without major development (e.g., JavaParser [31]). The selected tools, the
analyzed sources and the results are available as an online appendix!.

The description of the six tools that were selected for the comparison is presented

Yhttp://www.inf .u-szeged.hu/~pengoe/research/StaticJavaCallGraphs/
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java.util. Random

java.lang.Object

java.lang.Object() <init()>

Base() <init>

Derived2() <init>

Derivedl() <init> -
Sample.staticTask(int)

System.out.println(String)

Base.polymorph()

Sample.parameter AsBase(Base b)

erived2.polymorph()

Derivedl.polymorph()

Sample.unused()

java.util. Random.nextInt()

java.util. Random() <init>

Figure 6.2: Call graph of the sample code

below.

6.4.1 Java Call Graph

The Java Call Graph (JCG) [43] is an Apache BCEL [1] based utility for constructing
static and dynamic call graphs. It can be considered a small project, as it only has
one major contributor, Georgios Gousios, whose last commit is from April, 2017. It
supports the analysis of Java 8 features and requires a jar file as an input. A special
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feature of the analyzer is the detection of unreachable? code. As a result, the call graph
does not include calls from code segments that are never executed.

6.4.2 SPOON

SPOON [78] is an open-source, feature-rich Java analyzer and transformation tool
for research and industrial purposes. It is actively maintained, supports Java up to
version 9, and while several higher-level concepts (e.g., reachability) are not provided
“out of the box”, the necessary infrastructure is accessible for users to develop their
own. SPOON performs a directory analysis® of the source code and builds an AST-
like metamodel, which is the basis for these further analyses and transformations.
We extracted the call graph of our project by traversing this internal representation
and collecting every available invocation information. The library is well-documented
and provides a visual representation of its metamodel, which helped us in thoroughly
studying its structure.

6.4.3 WALA

WALA [6] is a static and dynamic analyzer for Java bytecode (supporting syntactic
elements up to Java 8) and JavaScript. Originally, it was developed by the IBM T.J.
Watson’s Research Center; now it is actively developed as an open-source project.
WALA has a built-in call graph generation feature with a wide range of graph building
algorithms. We used the ZeroOneContainerCFA graph builder for our experiments, as
it performs the most complex analysis. It provides an approximation of the Andersen-
style pointer analysis [12] with unlimited object-sensitivity for collection objects. The
generator has to be parameterized with the entry points from which the call graphs
would be built. To make the results similar to the results of the other tools, we
treated all the methods as entry points (instead of just the main methods). For other
configuration options, we used the default settings provided in the documentation and
example source codes.

6.4.4 OpenStaticAnalyzer

OpenStaticAnalyzer (OSA) [5] is an actively maintained, multi-language static analyzer
framework developed by the Department of Software Engineering at the University of
Szeged. It calculates source code metrics, detects code clones, performs reachability
analysis, and finds coding rule violations up to Java 8. Other languages such as Python
and C+# are supported as well. It performs a directory analysis of the source code. This
can make the analysis more precise, as generated files will be handled too. Similarly
to the above mentioned SPOON implementation, we extracted the call graphs by
processing the AST-like inner representation of OSA.

6.4.5 Soot

Soot [85] is a widely used language manipulation and optimization framework developed
by the Sable Research Group at the McGill University. It supports analysis up to Java

2Unreachable code will never be executed as there is no control flow path to it from the entry point
of the program.
3The static analyzer processes every Java file in a given root folder recursively.
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9 and works on the compiled binaries. Although its latest official release was in 2012,
the project is active with regular commits and nightly builds. Like WALA, it also
has a built-in call graph creator functionality. We used the SPARK framework, which
employs a points-to analysis algorithm during construction.

6.4.6 Eclipse JDT

The Eclipse Java development tools (JDT) [3] is one of the main components of the
Eclipse SDK [2]. It provides a built-in Java compiler and a full model for Java sources.
We created a JDT based plugin for Eclipse Oxygen that even supports Java 10 code,
to extract the call graph from the extensive, AST-like inner representation.
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A Preparation Guide for Java Call Graph
Comparison: Finding a Match for Your
Methods

7.1 Motivation

The way to compare the capabilities of call graph builder tools is through comparing
their generated call graphs. Due to the increasing number of extremely large graphs
and their wide usability, there are many algorithms and metrics available for comparing
general directed and undirected graphs [9, 63, 68, 99]. However, these methods cannot
be directly applied to call graphs, especially if they were produced by different analyzer
tools. Call graphs are directed graphs whose nodes correspond to the methods in
the source code. Even if the structure of two call graphs is isomorphic, they can be
considered completely different because of the labeling of the nodes. Therefore, to make
them comparable, we first have to find a mapping, which is the aim of this research.

There are several proposals for comparing labeled graphs if a mapping is already
present. Champin and Solnon defined a similarity with respect to a given mapping
between two graphs that have multiple labels on both their nodes and edges [26].
A graph is described by the set of all of its features, e.g. the set of node-label and
edge-label pairs. The similarity measure is calculated based on a simplified version of
Tversky’s formula [98]. They also proposed an algorithm for finding the best mapping
for reaching the maximum similarity, which provides a qualitative description of the
differences between the two graphs.

There are algorithms available for the exact purpose of comparing labeled graphs
that share the same node set [104]. In the case of call graphs that were produced
by different tools and algorithms this condition cannot be ensured. The most simple
solution to compare graphs with the same node set is to handle the adjacency matrices
as vectors and calculate an edit distance, e.g. the number of different edges [34, 86].
Wicker et al. introduced a dissimilarity measure for graphs like these based on their
eigenvalues and eigenvectors [104], which takes into account the global graph structures
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as well.

As it was already mentioned in the previous chapter, the precision and structure
of the call graphs greatly depend on the algorithms that the builder tools used. If
several call targets are possible for a given call site, more examination is needed to
determine which edges should be connected. There are context-dependent and context-
independent solutions; naturally, the choice influences the result. Context-dependent
methods are more accurate in return for greater resource usage. To mitigate the re-
source demands of such methods, the analysis of the programs often starts only from
the main method or a few entry points instead of starting from every method of the
analyzed source code. This might lower the accuracy as well. Context-independent
methods for object oriented languages can be improved with the following algorithms:
CHA [32], RTA [15], XTA[96], and VTA [93]. In case of the comparison of these call
graph building strategies [19, 48, 49], node matching is usually not an issue because
the algorithms are implemented in the same environment, and language elements are
handled similarly. The nodes of the produced call graphs are the subset of each other’s
node set with the same naming convention, therefore, the main difference comes from
the number of edges.

In this research, we considered the results of static analyzer tools, meaning that we
worked with the so called static call graphs. However, call graphs can be composed with
dynamic tools as well from the actual executions of the analyzed program. Lhoték [64]
compared static call graphs generated by Soot [85] and dynamic call graphs created
with the help of the *J [8] dynamic analyzer. He built a framework to compare call
graphs, discussed the challenges of the comparisons, and presented an algorithm to
find the causes of the potential differences in call graphs. The paper does not describe
the difficulties of matching the nodes of the call graphs that were provided by different
sources. The reason could be that Soot is a bytecode analyzer, therefore, its output is
close to the output of a dynamic analyzer.

Murphy et al. [75] carried out a study about the comparison of five static call graph
creators for C in 1996. The outputs of the analyzers were compared to a baseline call
graph created by the GCT test coverage tool, which was based on the GNU C compiler.
They identified significant differences in how the tools handled typical C constructs,
like macros. The mapping of the graphs was complicated by the handling of which files
were involved in the analysis. They applied a filtering mechanism to solve this. Other
difficulties of the matching mechanism were not discussed, although C functions are
clearly identified by their name only.

Based on the literature review, we came to the conclusion that no one has yet
described the kind of graph comparison we needed. To compare the call graphs that
were generated by different tools for the same source code, we have to match the nodes
— i.e. the methods — that correspond to each other, and then evaluate what types of
methods and calls were found by each tool. However, matching the methods to each
other is challenging, since it is not certain that all tools will find the same methods,
or they might name them differently. The next section illustrates these obstacles of
the method pairing mechanism and our step-by-step improvements with results. The
research is concluded in Section 7.3.
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7.2 Refining the Pairing Mechanism

In order to compare the call graphs generated by different tools, we need to identify
the corresponding nodes — the targets of the potential invocations — in multiple graphs.
However, there are a lot of elements that could cause differences in call graphs, as
tools process language elements differently. In this section, we discuss what attempts
we made to handle these differences, and what were the benefits and downsides to
cach approach. The process is illustrated through the Apache Commons Math 3.6.1!
project (208,876 KLOC). We are only using one project as an example, since our aim
is to showcase the process itself, not to compare data. More analyzed projects are
presented in the online appendix?.

7.2.1 Basic Name Pairing

In Java, methods can be distinguished by fully qualified names, which include the
package name, the class name, the name of the method, and the list of the parameter
types. The return value is not required for the identification, however, we encountered
one case where this did not prove sufficient. According to the Java standard, overridden
methods can differ in return type if the return-type-substitutability is satisfied, such
as, the child class specializes the return type to a subtype. Some tools represent both
the specialized and the not-specialized methods for a child class, although they only
connect edges to one of them. Therefore, these rare cases could be easily detected.

Naturally, each static analyzer tool produced a slightly different output. For exam-
ple, OSA and WALA use the standardized naming convention of Java (JNI notation)?,
while others employ their own notation system. In the case of the analyzer for which
call graphs were extracted manually from the internal representation, we also tried to
follow the JNI notation, although it was not always desirable. It was easier to use
an output close to the tools’ representation and then handle the discrepancies with
the pairing program than to implement a fully standard JNI notation. To illustrate
the heterogenity, Figure 7.1 shows the different textual representations of the boolean
method(Child c, Class <7>... objects) method in the ForParser class. This
method takes a Child object as a first parameter and a variable number of Class<?>
objects.

These textual differences in the representation were easy to deal with. Another
notable difference is the representation of the constructor methods. For example, some
tools denote constructor methods with the class name, whilst others tag them with the
name <init>.

A loading module had to be created for the output of each tool. We developed a
common representation for the Java methods, and as a first step of the comparison we
transformed every call graph into this unified representation. This is the basis for our
first node pairing approach, the Basic Name Pairing.

In this algorithm, we only used the method names produced by the static analyzers
as basis for the method pairing. Only the constructor methods and other not significant
representational differences were subject to the name unification process. Table 7.1

'http://commons.apache.org/proper/commons-math/

’http://www.inf .u-szeged.hu/~pengoe/research/StaticJavaCallGraphs/

3Standard naming convention for Java methods:
https://docs.oracle.com/en/java/javase/11/docs/specs/jni/intro.html
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e OSA: ForParser.validMethod(LChild2; [Ljava/lang/Class;)Z;
e Soot: <ForParser: boolean method(Child, java.lang.Class[])>
e SPOON: root.ForParser.method(Child, java.lang.Class[])

e JCG: M:ForParser :method(Child, java.lang.Class[])

o WALA: ForParser.method(LChild; [Ljava/lang/Class;)Z;

e JDT: ForParser.method(Child;java.lang.Class<?>[]) :boolean

Figure 7.1: Various textual representations of a method with variable number of
parameters

summarizes the results of this initial attempt on the Commons Math project. The
diagonal elements in bold show the number of different methods found by each static
analyzer tool. Every other cell in a row is a percentage that displays how many percent
of the given tool’s methods was found by the tool in the column.

Soot OSA | SPOON | JCG | WALA | JDT
Soot 813 | 78.84% | 81.06% | 87.08% | 80.93% | 70.73%
OSA 7.59% | 8,447 | 99.96% | 96.38% | 82.38% | 73.56%
SPOON | 7.63% | 97.81% | 8,633 | 95.75% | 82.09% | 72.01%
JCG 7.11% | 81.81% | 83.07% | 9,951 | 77.21% | 61.67%
WALA | 7.70% | 81.43% | 82.93% | 89.90% | 8,546 | 68.50%
JDT 6.11% | 66.04% | 66.07% | 65.22% | 62.21% | 9,410

Table 7.1: Results of the basic name pairing

It can be seen that the column of Soot contains quite low values. Soot found very
few methods compared to the other analyzers, therefore, its highest possible percentage
is at about 10%. The reason for this discrepancy lies in the algorithmic differences
between the tools, however, analysing this not the subject of the current research.

7.2.2 Anonymous Transformation

An anonymous class is an inner class without a name. It is useful when the programmer
needs one instance of a class or interface with only certain overridden methods, so the
actual subclass creation can be avoided. Lambda methods can be considered anony-
mous, however, most analyzers denote them with their interface name. Anonymous
source code elements have a non-standardized, compiler generated name, meaning that
static analyzers can name the same code element differently. Inner classes have a ’$’
sign in their name appended right after the name of the outer class. The ’$’ sign is
followed by the name of the inner class. In case of anonymous classes, a number is
present after the '$’ sign, however, the numbering is not consistent among the compilers
and analyzer tools. Both global, project-wise numbering, and class level numbering is
possible. The order of the numbering can also make a difference in the output of the
tools. It is clear that our basic pairing approach that was introduced in the previous
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subsection is not sufficient for pairing anonymous code elements.

The challenge is illustrated with the example that can be seen in Listing 7.1. In the
main method of the ForParser class an anonymous class is created by overriding the
Outer interface. Inside the m1 method’s inmplementation another anonymous class is
defined based on the Inner class.

1 |public class ForParser {

2

3 | public static void main(String[] args){
4 Outer al = new Outer () {

5)

6 public void mi1() {

7

8 Inner a2 = new Inner (){

9

10 public void m2() {

11

12 System.out.println("I'm anonymous") ;
13

14 }

15 bE

16 }

17 g

18 }

19 | ¥

Listing 7.1: Sample code containing a nested anonymous class

The name of the m2 method according to each tool is presented in Figure 7.2.

o OSA: ForParser$1.m2()V

e Soot: <ForParser$1$1: void m2()>
e SPOON: root.ForParser$1.m2()

e JCG: M:ForParser$3:m2()

o WALA: ForParser$3.m2()V

e JDT: ForParser$3$3.m2() :void

Figure 7.2: Various representations of a method of nested anonymous class

It can be seen that a heuristical approach is needed to match nodes like these in
the call graphs. The so called anonymous transformation was introduced as a solution
for handling anonymous code elements. Table 7.2, which is constructed similarly to
Table 7.1, shows the results of the method pairing improved with anonymous trans-
formation. The green cells highlight the higher percentages compared to Table 7.1.
The transformation simply means that during the name unification process we replace
the varying number after the ’$’ sign with a constant string, and then the name-based
pairing is performed. This means that multiple anonymous elements in a class will be
aggregated into one, which is the explanation for the smaller method numbers in the
diagonal cells of Table 7.2. For example, if a class has multiple anonymous classes,
all of them will be transformed for the unified anonymous class, causing a loss in the
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accuracy of the pairing. For projects that do not rely on anonymous classes very much
— i.e. in a class there is at most one anonymous element — this heuristical approach
is acceptable.

Soot OSA | SPOON | JCG | WALA | JDT
Soot 808 79.21% | 81.44% | 87.00% | 80.82% | 73.02%
OSA 7.68% | 8,330 | 99.96% | 96.95% | 82.76% | 76.30%
SPOON | 7.76% | 98.15% | 8,484 | 96.53% | 82.64% | 75.05%
JCG 7.19% | 82.61% | 83.78% | 9,776 | 76.80% | 64.00%
WALA 7.81% | 82.47% | 83.87% | 89.82% | 8,359 | 71.60%
JDT 6.36% | 68.57% | 68.68% | 67.50% | 64.56% | 9,270
Table 7.2: Results of the anonymous transformation

7.2.3 Employing Line Information

It was a self-evident idea to include the line information in order to improve the ac-
curacy of the method matching. In addition to the methodnames, we also used their
position in the source code for pairing. However, we have soon found out that the line
information does not provide a perfect solution for the problems of method pairing
because it is not as consistent among static analyzers as it could be expected.

One obvious difficulty is that some of the tools process the source files themselves,
while others work on the already compiled class files. Source code analyzers provide line
information to the beginning and end of the method declaration. Byte code analyzers
give the line information for the first statement of the method in question. In case
of an empty method, the line information of the ending of the method declaration
is present. This difference can be overcome by interval testing. Moreover, not every
method has line information because they are compiler generated or they are part of the
Java library. In other cases, only some of the tools can provide line information for a
method. In addition to these difficulties, we realized that in very few cases tools provide
the line information of the beginning of the class definition for some methods. These
are inherited methods, whose definition is not part of the investigated source files. As
a consequence, some methods that certainly differ have the same line information. We
encountered this issue only during the analysis of the Joda-Time* project and could
not reproduce it with manually created test cases.

Seeing these difficulties, it is clear that we cannot rely on line information blindly,
because it would misguide the pairing mechanism. Therefore, the usage of line infor-
mation was restricted only for anonymous and generic source code elements, whilst,
for traditional methods, the name-wise pairing was used. The challenge of anonymous
elements has already been discussed. In case of those, we used only the line information
for matchmaking. Generic elements raised a new type of issue that is introduced in
the next section.

Table 7.3 shows the improvement of results compared to the basic name-wise pairing
that is summarized in Table 7.1. In case of Soot and WALA we can see a slight decrease
in the number of methods. It is because these tools - erroneously - provided the same

“https://github.com/Jodalrg/joda-time
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line information for some anonymous methods, therefore, they could not be handled
separately. The approach best improved the pairing of the JDT as this is the most
reliable tool for providing line information.

Soot OSA | SPOON | JCG WALA JDT
Soot 810 79.14% | 81.36% | 87.04% | 80.86% | 72.72%
OSA 7.59% | 8,447 | 99.96% | 96.38% | 82.38% | 75.53%
SPOON | 7.63% | 97.81% | 8,633 | 95.75% | 82.09% | 74.12%
JCG 7.08% | 81.81% | 83.07% | 9,951 | 76.58% | 63.50%
WALA | 7.72% | 82.03% | 83.54% | 89.83% | 8,483 | 71.34%
JDT 6.26% | 67.80% | 68.00% | 67.15% | 64.31% | 9,410

Table 7.3: Results of the line information - based transformation (anonymous)

7.2.4 Strategy for Handling Generic Elements

Java generic classes and methods were introduced in JDK 5.0. They allow program-
mers to specify a set of methods and a set of types with only one method and class
declaration, respectively. A single generic method can be called with arguments of
various types. One important trait of generic classes is that they can be parameterized
differently during instantiation. Generic type parameters can be bound, which restricts
the types that are allowed to be passed.

Static analyzers represent generic elements in the call graph in various ways. Fig-
ure 7.3 shows the diversity of representations after the method name unification. It
can be seen that the tools represent them with differing accuracy. Sometimes generic
parameters are represented by the prototype that is present in the declaration, option-
ally involving the type restriction too (e.g., SOOT). In other cases, the type of the
actual parameter is used, that is, the tool represented the same generic method with
multiple nodes but with differing generic parameters.

The Java compiler applies type erasure to generic elements. This means that the
compiler enforces type constraints at compile time. It replaces all type parameters in
generic types and methods with their bounds or with Object if the type parameters are
unbound. In Figure 7.3 parameter T is unbound, while parameter K is bound to Child2
or its descendants. Most tools also rely on type erasure, however, WALA and Soot
attempt to propagate the types of the actual parameters into the called method. In case
of JDT, we collect information from the AST representation of the analyzed program,
and we determine the type of the parameters with method binding information at the
call site. If a generic method is instantiated with different types, we get more nodes in
the call graph, which represent the same method.

The ideal solution would be to pair the corresponding generic methods to each
other, but because of the variety of the notations, matching them only by the basic
pairing process caused inaccuracies. Although the package, class, and method names
are the same, even the number of parameters are the same, the type of the parameters
can differ. Unlike in the case of anonymous methods, it is not always possible to decide
whether a generic method is generic or not, based on its name alone. Therefore, the
line information is needed to decide if two methods with the same name and number
of parameters correspond to the same generic method. If the line information is the
same as well, then the two nodes apply to the same generic method. This heuristical

49



7. CHAPTER. A PREPARATION GUIDE FOR JAVA CALL GRAPH
COMPARISON: FINDING A MATCH FOR YOUR METHODS

e Declared method:
<T, K extends Child2> Generic2<Child2, Generic1<Child2> >methodGen(X c,
Genericl<K> g, Class<?7>...objects)

o Usage:
methodGen(new Child2(), new Generic1<Child2>(), Integer.class)

Representations:

« OSA
Generic2 methodGen(Child2,Genericl, java.lang.Class)

« SPOON
methodGen (K extends Child2,Genericl,java.lang.Class[])

« JCG
methodGen(Child2,Genericl, java.lang.Class[])

« Soot
Generic2 methodGen(Child2,Genericl, java.lang.Class[])

« WALA
Generic2 methodGen(Child2,Genericl, java.lang.Class)

e JDT
Generic2<Interface,Genericl> methodGen(K,Generici<Interface>,
java.lang.Class<?>[])

Figure 7.3: Various representations of a generic method

assumption has a threat to validity if the tool provides false line information. What is
more, the pairing is not possible if no line information is given. However, combining line
information with generic elements caused a new type of problem, which is summarized
in Figure 7.4.

Tool 1 Tool 2 Tool 1 Tool 2

goo(Object) @

Figure 7.4: Pairing anomaly

Figure 7.4 shows two static analyzers, Tool 1 and Tool 2 (denoted by grey ellipses)
and methods they detected during analysis (denoted by white ellipses). The analyzed
source code contains a generic method, <T> void goo(T t) and two normal methods,
void foo(int a, int b) and void foo(int a). Tool 1 represents goo in the call
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graph with only one node. As there is no restriction on the type, the tool denotes the
parameter type as an Object. In contrast to this, Tool 2 associates three nodes to
method goo based on the type of the actual parameters it was called with. All goo
nodes have the same line information. The matching of the foo methods is obvious, as
both of them are represented with one node each. This is not the case with the pairing
of method goo. The left side of the figure shows a possible way to match the nodes
of Tool 1 to the nodes of Tool 2. The pairing of goo is denoted with a dashed line,
as other matches would be possible if it was allowed to pair one method to multiple
others. The right side of the figure shows the process int the opposite direction: the
matching of the nodes of Tool 2 to the nodes of Tool 1. It can be seen that all goo
nodes will be paired to the same node in the graph of Tool 1, because there is no other
option. As a consequence, there is asymmetry in the results depending on the direction
from which we start pairing the nodes.

The described pairing anomaly can be resolved in multiple ways. One solution
is to use the results as they are, without any further modifications. This approach
emphasizes the differences between the tools’ capabilities. Another option is to only
keep those node-matchings that can be found from both directions. Finally, we can
collect every possible pairing from both directions and put them into a union. The
union pairing was the solution we decided to use. Table 7.4 summarizes the results of
this approach. The structure of the table is similar as before, the green cells highlight
the higher percentages compared to Table 7.3. There is a decrease in the number of
methods because we counted the corresponding generic methods as one.

Soot OSA | SPOON | JCG | WALA | JDT
Soot 805 | 79.50% | 81.74% | 87.45% | 81.24% | 73.42%
OSA 7.58% | 8,442 | 99.96% | 96.38% | 82.41% | 76.21%
SPOON | 7.63% | 97.81% | 8,627 | 95.75% | 82.10% | 74.77%
JCG 7.08% | 81.83% | 83.12% | 9,942 | 76.58% | 63.87%
WALA | 7.71% | 82.05% | 83.54% | 89.80% | 8,479 | 71.86%
JDT 6.28% | 68.41% | 68.59% | 67.51% | 64.79% | 9,404

Table 7.4: Results of the transformation based on line information (anonymous and
generic elements)

7.2.5 Remaining Differences

Table 7.4 shows that we could not achieve 100% pairing for the tools; a significant
number of nodes remained unmatched. We manually investigated the root causes for
this, in order to find possible ways to improve our pairing mechanism. However, our
in-depth examination revealed that most of the unmatchings cannot be resolved. The
reasons of the differences can be categorized as follows:

e A tool detects a method type that other tools do not represent

— Soot represents much more static initializer nodes then the other tools.

— WALA places more Java library nodes and calls into the generated call
graphs.

— SPOON represents Java static field initialization with a unique node.
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o The methods that can be found in the bytecode slightly differ from the methods
of the source code.

— Bytecode analyzers (JCG, WALA, Soot) find compiler generated access$XXX
methods, which cannot be paired with improper line information.

— Source code analyzers only detect default constructors for Enum classes. Byte
code analyzer tools represent the valid constructors with an Integer and a
String parameter.

— In the compiled sources, the methods of inner classes have an extra pa-
rameter, a reference to the outer class. This parameter is missing from the
findings of the source code analyers.

o Algorithmic differences in the handling of polymorphic calls.

— Tools that employ less accurate analysis techniques represent more interface
and base class methods instead of the methods of the subclasses.

— JCG represents inherited methods as the method of the child class, while
other tools represent them as part of the base class.

o Exclusion of methods that do not have at least one method call. OSA and
SPOON have this feature.

e Missing line information for anonymous and generic methods.

We concluded from our findings that our pairing mechanism could only be improved
with more reliable line information.

7.3 Conclusion

This research was a necessary preliminary work for the quality comparison of the static
call graph generator tools. Their capabilities can only be assessed if we compare what
methods and calls are present in the generated call graphs. If the nodes of the call
graphs are matched, then comparing the calls is a straightforward task. That is the
reason why we paid so much attention to the unifying process of the methods.

We collected and, where necessary, modified six Java static analyser tools to gen-
erate call graphs for multiple large projects. By investigating the resulting graphs, we
realized that the unification of method names is needed, in order to be able to match
the corresponding nodes to each other. The unification process - and hence the pairing
mechanism - has been refined in several steps. We highlighted two common language
elements, the anonymous and generic methods, that needed careful consideration and
made the improvement of the process necessary. Multiple solutions were proposed. One
heuristical — but less accurate — approach for anonymous elements is the anonymous
transformation. However, with line information they could be handled better, along
with the generic code elements. We performed a manual validation of the different
pairing strategies on a sample code, containing all features of Java 8. The source and
the results are available in the online appendix. The results of the large projects were
also manually investigated.

In our final solution, we used the basic name-wise pairing for normal methods,
line information-based pairing for anonymous methods, and a combined solution for
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generic methods. In this combined solution, if two methods have the same package,
class and method name, have the same number of parameters, and have the same line
information, it is assumed that they correspond to the same generic method declaration.
The analyzers may represent the same generic method with different numbers of nodes
in their call graphs. This asymmetry was solved by collecting every possible pairing
between these nodes.

The manual validation proved that better pairing could be achieved if we could ac-
quire more accurate line information of the methods. However, the reason for matchless
nodes lies in the differences of the static call graph creators themselves, therefore, the
matching of some nodes is impossible.

This research would not have been possible without Zoltan Sdgodi, who fought the
battles of the method name unification process in C++. From the joint evaluation of
the results of each step, I was able to work out the next, heuristic step.
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Systematic Comparison of Six Open-Source
Java Call Graph Construction Tools

8.1 Overview

Our research on Java static call graph creator tools culminated in the work discussed in
this chapter. We prepared for this study by developing the method pairing algorithm
and our preliminary comparison [116]. We collected the six open-source static analyzer
tools that were introduced in Chapter 6. For some tools, we had to extract the call
graph from their internal representation, while others could be used immediately. In
this work, our aim was to identify and analyze factors that could cause differences in
the generated static call graphs in addition to the obvious algorithmic differences. For
example, in the case of object-oriented languages, the target of a call often depends on
the runtime behavior of the program, therefore, a static call graph builder has to make
assumptions about what methods could be called, resulting in possible imprecisions.
Call graph builder algorithms addressing this challenge have an extensive literature,
including detailed comparisons [64], [96], [49], [75], [48], [65]. However, there are other
factors that influence the structure of a call graph as well, for example, the handling
of different kinds of initializations or anonymous classes. This comparison may help to
take the appropriate considerations into account when developing a call graph-based
algorithm.

We conducted the research as follows. The tools were challenged on an example
code containing the language features of Java 8 (it is available as an online appendix!).
Based on this, we analyzed what could cause differences in Java call graph creation. We
also evaluated the tools on multiple real-life open-source Java systems and performed a
quantitative and qualitative assessment of the resulting graphs. The following Research
Questions (RQs) guided the direction of our comparison:

« RQ1: How does the different handling of Java’s language features affect the
resulted call graphs?

Yhttp://www.inf .u-szeged.hu/~ferenc/papers/StaticJavaCallGraphs/
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« RQ2: How different could the call graphs be in practice?
« RQ3: Do we get the same graphs if we ignore the known differences?

The rest of this chapter is structured as follows. The study of the factors causing
the differences can be found in Section 8.2. The comparison results of the Maven?
and ArgoUML? projects are presented in Section 8.3. The results of the other projects
are available as part of the online appendix. The threats to validity are examined in
Section 8.4 before we draw our conclusions in Section 8.5.

8.2 Factors of Differences

In this section, we collect the factors that are responsible for the differences between
the generated call graphs. This enumeration will help with answering the first RQ.

8.2.1 Initializer Methods

The handling of the different types of initializations is one of the main sources of
difference. Naturally, all of the tools represent constructor calls. All but JDT detect
and connect generated default constructors even without the instantiation of an object.
Derived classes’ calls to super constructors are represented as well. In case of source
code based tools, initializer blocks and constructors are portrayed as two seperate nodes
in the call graph. Bytecode based call graph builders represent such nodes as one. The
initializer methods of nested classes also cause discrepancies in the graphs, because
bytecode based tools (Soot, WALA and JCG) represent a reference to the outer class
as an additional parameter in the parameter list. Obviously, source code based tools
miss this implicit parameter, since it is not present in the actual code. Both solutions
are acceptable, and do not lessen the accuracy of the graphs, although it made the
node pairing more challenging.

Static initializer blocks are executed when a class is loaded by the class loader of
the Java Virtual Machine. As it was mentioned in Chapter 3, it is a dynamic process,
triggered by different types of usage of a class. Representing this is a challenge, not
only in symbolic execution, but also in call graph creation. The inclusion of such node
in the call graph can be a little unpredictable and cumebersome. All tools represent
static initializer blocks, however, in varying degrees of detail. A large part of Soot’s
graphs are made up of static initializer block nodes. When a class is used and it has
at least one static field declared, Soot inserts a corresponding static initializer node.

8.2.2 Polymorphism

Polymorphism means that an object can take on many forms. The most common use
of polymorphism in object-oriented languages occurs when a parent class reference is
used to refer to a child class object. However, polymorphism can cause inaccuracies
in the call graphs, as static analyzers might be unable to decide whether an object
reference is of its declared type or any subtype of its declared type. So, when a method
is invoked, instead of linking the proper overridden method, most of the analyzers only

’https://github.com/apache/maven
Shttp://argouml.tigris.org/
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link the parent method in the graph. This problem can be resolved by employing an
algorithm that tries to approximate the call target.

Only WALA and Soot use an advanced algorithm, namely a type of points-to anal-
ysis, whilst the other tools rely on simple Name Based Resolution (NBR) [96]. The
NBR tools, such as OSA, SPOON, JCG, and JDT represent polymorphic methods
with their static type. As there are many comparative studies about call graph builder
algorithms [64], [96], [49], [75], [48], [65], the thorough examination of the handling
of polymorphism is not in the focus of our research. In our current evaluation, Soot
uses the Class Hierarchy Analysis (CHA) to resolve the target of the polymorphic call.
CHA makes the assumption that every overridden implementation of a method in a
given inheritance hierarchy is callable at the polymorphic call sites. In many cases,
this will result in some false-positive call edges, as we will see later in the discussion of
anonymous classes. The ZeroOneContainerCFA algorithm of WALA is more sophisti-
cated, but it is not always accurate either. Neither WALA nor Soot depicts method
invocations of default methods of the interface classes. JCG also has a specific behav-
ior. If a method is not overridden by the derived class, it generates a copy of the base
method in the derived class. This method does not refer to the original one and the
methods it calls are not connected either. If an application wants to traverse possible
execution paths based on this graph (for instance a symbolic execution engine), it can
skip some possible paths.

8.2.3 Anonymous Source Code Elements

As we have already described in connection with the development of the pairing algo-
rithm, anonymous methods and classes are challenging to handle because there is no
standard naming convention. If the tools do not provide valid line information, some
anonymous methods will remain unmatched, which results in differing call edges as
well. However, our examination revealed that anonymous elements can cause other
important differences. As OSA, SPOON, and JCG do not employ specific algorithms
to handle polymorphism, it is not surprising that they do not depict call edges to
the methods overloaded by anonymous classes. Soot’s CHA algorithm can cause dis-
crepancies too, because it consider these methods to be a part of the class hierarchy.
However, this assumption is not always correct, since anonymous classes’ methods are
not reachable in many contexts. This can result in false-positive call edges in the graph.

8.2.4 Generic Elements

As it was described in the previous chapter, generic source code elements are param-
eterizable classes and methods that can cause trouble in the node pairing mechanism.
The Java compiler applies type erasure to generic elements. This means that the
compiler enforces type constraints at compile time. It replaces all type parameters in
generic types with their bounds or with Object if the type parameters are unbound.
This type erasure is used by the call graph tools in most cases, but not all. Although
WALA and Soot are using type erasure to specify the target method, whose definition
contains at least one generic parameter, these tools propagate the types of the actual
parameters into the called method. This also results in differences.
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8.2.5 Java 8

Java 8 has brought several significant changes to the language that have also affected
the construction of call graphs. It introduced the concept of functional interfaces.
These are interface classes containing exactly one abstract method (and any number
of default methods). The ActionListener interface is a good example of functional
interfaces. Lambda expressions and method references, which are also new features of
Java 8, can be used to represent the instance of a functional interface. Considering this,
lambda expressions cannot be reckoned as methods, therefore, their interpretation in a
call graph is a bit cumbersome. All tools but WALA represent lambdas in the graph by
the interface they implement. WALA creates dedicated nodes for lambda expressions.
It handles functional interfaces with specific nodes, to which the lambda and method
reference nodes are connected. From our research, we concluded that most call graph
builder tools fail to detect and, therefore, represent which actual methods are called
through functional interfaces. Although it would be possible by tracing the inner calls
of the Java libraries, they do not link the actual implementation to the call site

8.2.6 Dynamic Method Calls

Java is a dynamic language. This feature is not limited to polymorphic method calls,
Java also supports reflection and the so called method handle mechanism. Reflection
allows to manipulate a class and its members (field, methods etc.) at runtime. The
method handle mechanism serves a similar purpose, but it implements it differently.
We tested on our sample code whether any of the six tools could determine the targets
of a basic reflection or a method handle call. Since none of the tools provided a solution
for the handling of these invocations, we are not dealing with them in the rest of the
paper. The result was similar in the case of native JNI calls and callback methods.

8.2.7 Answearing RQ1

The examination presented in the previous subsetions provides an answer to the first
RQ. The different treatment of language features can cause significant differences in
the generated graphs. Naturally, the handling of polymorphism can cause differences
in edge numbers. Additional nodes may appear as well. Sometimes this is due to the
byte code nature of the tool (e.g. default constructors or generated methods found by
Soot, WALA, and JCG). Bytecode based tools might also represent extra, implicit
paramteres not present in the source code itself. In other cases, the extra node is only
a technical help for call graph construction (e.g.linking inherited methods by JCG).

8.3 Quantitative and Qualitative Analysis

In this section, we perform a quantitative and then a qualitative analysis of the dif-
ferences in the graphs. The examination is presented on the results of the sample
code and of the ArgoUML-0.35.1* and the Maven-3.6.0° systems. ArgoUML is a UML
modeling tool with 180 KLOC, while Maven is a library tool with 80 KLOC, and older

‘http://argouml-downloads.tigris.org/source/browse/argouml-downloads/trunk/www/
argouml-0.35.1/
Shttps://mvnrepository.com/artifact/org.apache.maven/maven-core/3.6.0
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versions of both are also presented in the Qualitas Corpus database [94]. Analyses were
also performed on other systems. The measurements of these and the sample code are
available as an online appendix at http://www.inf.u-szeged.hu/~ferenc/papers/
StaticJavaCallGraphs.

8.3.1 Answearing RQ2

To answer RQ2, we need to perform a quantitative analysis of the differences in the
graphs. Tables 8.1 and 8.2 summarize the results of the sample code. In case of
Table 8.1 the numbers in the main diagonals are the number of methods found by the
corresponding tool (e.g.Soot found 114 methods). Every other cell in a row shows
how many percent of its methods was found by the tool in its column. The structure
is similar for Table 8.2. The diagonal elements depict how many calls were detected
by the tool (for example, Soot identified 404 invocations), while the other cells show
the percentage of the coverage reached by the other tool in the column. For example,
WALA found 249 calls and 175 of them were found by JDT as well, which results in
70.28%. JDT detected 211 call edges from which WALA found 175 as well. However,
as JDT has fewer calls than WALA, the ratio is higher, 82.94%. That is why the
table is not symmetrical. For an easier visual overview, the percentages above 80% are
colored green, while the percentages below 60% are red.

The six tools together found 176 distinct methods and 472 different method invo-
cations. These numbers are presented in the top left cell of the tables, respectively.
The number of calls discovered by the individual tools ranges from 211 to 404.

The results of the sample code highlight the significant differences that can be
experienced even with such a small input. We can discover similarities between the
tools. One of the trends that can be seen even from the tables of the sample code is
that the results of OSA and SPOON are well aligned. OSA covers all the methods and
edges of SPOON’s graph. SPOON connects three additional library methods into the
graph, therefore, conversely, full coverage is not achieved.

176 Soot OSA | SPOON | JCG | WALA | JDT

Soot 114 | 76.39% | 78.47% | 81.25% | 82.64% | 73.61%
OSA 92.44% | 119 100.00% | 95.80% | 91.60% | 94.12%
SPOON | 92.62% | 97.54% 122 95.90% | 91.80% | 94.26%

JCG 86.67% | 84.44% | 86.67% 135 85.19% | 81.48%
WALA | 93.70% | 85.83% | 88.19% | 90.55% 127 82.68%
JDT 90.60% | 95.73% | 98.29% | 94.02% | 89.74% 117

Table 8.1: Common methods of the sample code

The trends and differences are more pronounced in the case of the large projects.
Table 8.3 and Table 8.4 show the differences in the nodes of the Maven and the Ar-
goUML projects’ callgraphs, respectively. The differences of the calls are shown in
Table 8.5 (Maven) and Table 8.6 (ArgoUML).

It can be seen, that Soot represents considerably more methods in case of the
Maven project. For the edges of the graphs, Soot finds overwehlimgly more than other
tools. The reason for this is the detailed portrayal of static initializer nodes, and the
representation of every overridden method which is caused by the CHA algorithm. On
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472 Soot OSA | SPOON | JCG | WALA | JDT

Soot 404 | 51.73% | 52.48% | 53.96% | 58.42% | 43.56%
OSA 89.70% | 233 100.00% | 94.85% | 89.27% | 82.83%
SPOON | 87.60% | 96.28% 242 92.56% | 87.19% | 82.64%

JCG 87.20% | 88.40% | 89.60% 250 86.40% | 74.80%
WALA | 94.78% | 83.63% | 84.74% | 86.75% 249 70.28%
JDT 83.41% | 91.47% | 94.79% | 88.63% | 82.94% 211

Table 8.2: Calls of the sample code

7,567 Soot OSA | SPOON | JCG | WALA | JDT

Soot 4,769 | 33.84% | 50.05% | 55.19% | 43.24% | 53.66%
OSA 64.33% | 2,509 | 77.40% | 75.69% | 57.83% | 74.33%
SPOON | 63.34% | 51.76% | 3,748 | 87.22% | 44.18% | 82.87%
JCG 68.36% | 49.34% | 84.91% | 3,849 | 45.31% | 87.63%
WALA | 92.31% | 64.94% | 74.55% | 78.09% | 2,236 | 84.70%
JDT 61.38% | 47.09% | 75.58% | 82.71% | 45.60% | 4,239

Table 8.3: Methods of the Maven project

28,087 | Soot | OSA | SPOON | JCG | WALA | JDT
Soot 14,905 | 61.61% | 66.51% | 69.23% | 31.02% | 63.26%
OSA | 50.61% | 18,148 | 55.11% | 56.11% | 21.66% | 57.95%
SPOON | 86.19% | 86.97% | 11,447 | 92.93% | 35.42% | 91.05%
JCG 66.23% | 65.28% | 68.55% | 15,574 | 26.97% | 70.43%
WALA | 96.74% | 82.27% | $5.36% | 88.00% | 4,783 | 87.10%
JDT 78.98% | 82.35% | 82.02% | 85.97% | 32.48% | 12,929

Table 8.4: Methods of the ArgoUML project

the other hand, WALA contains fewer methods (and thus fewer edges) than all the other
tools, thanks to its precise pointer analysis, and to the fact that it builds the call graphs
from certain entry points. It remained unexposed in case of the sample code, but the
results of the large projects show that OSA finds noticeably different methods compared
to other tools. OSA performs a library based analysis, meaning that it analyzes every

70,192 Soot OSA | SPOON | JCG | WALA | JDT

Soot 63,839 | 3.52% | 6.29% | 8.28% | 6.00% | 6.46%
OSA 47.95% | 4,684 | 64.50% | 63.86% | 38.32% | 61.38%
SPOON | 56.24% | 42.32% | 7,139 | 85.28% | 31.18% | 80.25%
JCG 59.76% | 33.83% | 68.87% | 8,840 | 32.34% | 74.07%
WALA | 99.92% | 46.81% | 58.04% | 74.55% | 3,835 | 53.17%
JDT 59.97% | 41.81% | 83.31% | 95.22% | 29.65% | 6,877

Table 8.5: Calls of the Maven project
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library that is on the given file path. It can only resolve library references based on
names or the actual type only. OSA will not process library functions by searching
on the projects’ class path like other tools. Let us imagine that a void foo(Object
o) method is declared in an unanalyzed directory. When OSA finds a foo("string
parameter") call in the analyzed source, it will assume that the called method was
declared as void foo(String s). This causes nodes to appear in the graph that do
not occur in the case of other tools. Since, in most cases the called methods do not
even have line information, pairing cannot be achieved.

With RQ2, we examine how different the graphs can be in practice. The previously
presented results show considerable differences. Although the pairing algorithm does
not pair all possible nodes due to the lack of line information, the examples described
above prove that the differences are not primarily due to this. Even on the sample
code, one tool defines twice as many edges as the other (Table 8.2), but in case of the
large projects, the number of edges differ even more considerably.

8.3.2 Answearing RQ3

RQ3 examines how similar the graphs will be by eliminating the known differences. Do
we get the same resulting graph by each of the tools if we ignore the known differences?
It is important to examine this issue. If we remove the parts in connection with the
known differences, the differences that have gone unnoticed before can also become
visible. This in-depth comparison can help identify the tools features.

Based on the factors identified in the previous section, there are three major at-
tributes that influence the results of call graph creator tools. Here is a list of these
aspects.

o The handling of Java language elements. Does the analyzer represent the
constructor and the initializer blocks as one or two nodes? Are the lambda ex-
pressions represented by the interface or by a dedicated node? Further examples
can be found in Section 8.2.

e Processing differences. Does the tool employ library based analysis or some
kind of pointer or reachability analysis?

o Algorithmic differences. How does the tool deal with dynamic calls that
cannot be resolved during static analysis? What kind of algorithm does it use to
make the connected calls more accurate?

In the following subsections, we are going to remove the discrepancies caused by
these aspects. In each step, we create a subgraph from the original with the help of

332,806 Soot OSA | SPOON | JCG | WALA | JDT

Soot 292,212 | 8.10% | 8.42% | 8.77% | 3.88% | 8.58%
OSA 45.13% | 52,441 | 49.96% | 49.88% | 13.25% | 56.14%
SPOON | 80.10% | 85.26% | 30,730 | 82.78% | 24.03% | 89.45%
JCG 63.80% | 65.13% | 63.33% | 40,163 | 19.01% | 71.11%
WALA 98.65% | 60.48% | 64.27% | 66.45% | 11,491 | 56.52%
JDT 71.89% | 84.38% | 78.79% | 81.86% | 18.62% | 34,888

Table 8.6: Calls of the ArgoUML project
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a filtering mechanism, and compare it to the call graph that was composed in the
previous step (or with the original if it is the first step). The filtering is applied on the
nodes. Naturally, the edges that are in connection with a removed node are eliminated
as well. We will demonstrate how the graphs become more and more similar to each
other.

69,200 Soot OSA | SPOON | JCG | WALA | JDT

Soot 62,847 | 3.57% 6.39% 841% | 6.10% | 6.56%
OSA 47.95% | 4,684 | 64.50% | 63.86% | 38.32% | 61.38%
SPOON | 56.24% | 42.32% | 7,139 | 85.28% | 31.18% | 80.25%

JCG 59.76% | 33.84% | 68.87% | 8,840 | 32.34% | 74.07%
WALA | 99.92% | 46.81% | 58.04% | 74.55% | 3,836 | 53.17%
JDT 59.97% | 41.81% | 83.31% | 95.22% | 29.65% | 6,877

Table 8.7: Common calls of the Maven project after eliminating the clinit calls de-
tected only by Soot

320,036 Soot OSA | SPOON | JCG | WALA | JDT

Soot 279,442 | 8.47% 8.81% 9.17% | 4.06% | 8.98%
OSA 45.13% | 52,441 | 49.96% | 49.89% | 13.25% | 56.14%
SPOON | 80.10% | 85.26% | 30,730 | 82.78% | 24.03% | 89.45%
JCG 63.80% | 65.13% | 63.33% | 40,163 | 19.01% | 71.11%
WALA 98.65% | 60.48% | 64.27% | 66.45% | 11,491 | 56.52%
JDT 71.89% | 84.38% | 78.79% | 81.86% | 18.62% | 34,888

Table 8.8: Common calls of the ArgoUML project after eliminating the clinit calls
detected only by Soot

Eliminating Differences Caused by Language Elements

Section 8.2 showed that certain language elements can significantly increase the amount
of nodes, and, therefore, edges in the graph, which can cause large differences. For
example, Soot represents every class’s static initializer block time if it has at least one
static member. Because of this, many edges became part of the graph that in reality
might not be executed. In the first step, we decided to filter out the static initializer
nodes that appear in Soot’s graphs. The following two properties had to be met for
filtering: the nodes only have incoming edges in Soot’s output and do not appear in the
other tools” graphs. Table 8.7 and 8.8 show the results of the removal of the Soot-only
static initializer (clinit) nodes and corresponding edges. We only present those tables
that contain the call edges, as in case of methods the changes in the tables are less
striking. Naturally, the difference compared to Tables 8.5 and 8.6 is observable only in
the first row as the removal only affected Soot’s graph. In case of Maven, 62 nodes and
992 edges were eliminated, while in case of the ArgoUML project 498 static initializer
methods and 12,770 corresponding edges were deleted from the graph. Based on the
tables, we concluded that filtering Soot’s static initializer nodes did not eliminate the
differences significantly. Additional filtering steps were introduced.
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7,530 Soot OSA | SPOON | JCG | WALA | JDT

Soot 4,139 | 27.04% | 53.52% | 61.97% | 33.97% | 56.8%
OSA 45.23% | 2,474 | 59.78% | 58.57% | 35.49% | 59.58%
SPOON | 54.34% | 36.29% | 4,076 | 85.35% | 28.75% | 83.02%

JCG 60.4% | 34.12% | 81.92% | 4,247 | 31.29% | 89.45%
WALA | 99.93% | 62.4% 83.3% | 94.46% | 1,407 | 83.58%
JDT 58.88% | 36.91% | 84.75% | 95.14% | 29.45% | 3,993

Table 8.9: Common calls of the Maven project after eliminating library calls

59,215 Soot OSA | SPOON | JCG | WALA | JDT

Soot 34,574 | 4251% | 41.15% | 42.44% | 16.39% | 43.96%
OSA 43.63% | 33,685 | 43.34% | 48.78% | 12.59% | 53.82%
SPOON | 87.48% | 89.76% | 16,264 | 82.56% | 26.94% | 91.98%
JCG 64.26% | 71.96% 58.8% | 22,834 | 17.76% | 74.42%
WALA | 100.00% | 74.84% | 77.29% | 71.54% | 5,668 | 71.33%
JDT 78.09% | 93.14% | 76.86% | 87.3% | 20.77% | 19,463

Table 8.10: Common calls of the ArgoUML project after eliminating library calls

Eliminating Algorithmic Differences

As we have seen in the previous subsection, it is not only the handling of Java language
elements that causes significant differences in the graph. Examining the nodes of the
sample code, we noticed that the tools handle Java library calls in various ways. Some
tools, like OSA, represent library calls with less accuracy as it does not represent
methods called within library methods. Other tools provide more detailed information
about calls outside the source of the input project. When developing a call graph-
based application, we need to consider the depth of the dependency exploration that
is necessary for the task. Is it important for us to examine the dependencies generated
by the execution paths or is a less accurate representation sufficient? In certain cases,
the library functions may call the project’s methods through call back methods. With
a less accurate representation, this information is lost. Call graph based applications
may be sensitive to this.

Based on these observations, our next filtering step was to eliminate the library
methods and the corresponding edges from the graph. Table 8.9 and 8.10 show the
differences of the call edges after this modification. In most cases, the graphs became
more similar, but there are exceptions. We filtered out edges that were detected by
multiple tools, which reduced the similarity in those cases. The numbers show that a
lot of edges have been removed from Soot’s graph that the other tools did not detect.
This means that Soot represents the library nodes with more detail.

Eliminating Processing Differences

Finally, we examined the differences that come from the different processing mecha-
nisms of the tools. There are many low percentages in WALA’s column in Table 8.9
and 8.10. This is because the other tools represent many methods that WALA does
not. WALA starts the call graph building algorithm only form selected starting points
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1,567 Soot OSA | SPOON | JCG | WALA | JDT

Soot 1,542 65.3% 65.37% 66.8% | 59.21% | 65.56%
OSA 99.6% 1,011 | 100.00% | 98.91% | 84.47% | 99.9%
SPOON | 97.49% | 97.78% 1,034 96.71% | 82.59% | 97.78%
JCG 100.00% | 97.09% | 97.09% 1,030 | 85.44% | 97.38%
WALA | 100.00% | 93.54% | 93.54% | 96.39% 913 93.87%
JDT 99.70% | 99.61% | 99.70% | 98.92% | 84.52% | 1,014

Table 8.11: Common calls of the Maven project between methods recognized by all
tools

9,477 Soot OSA | SPOON | JCG | WALA | JDT

Soot 9,333 | 44.36% | 44.62% 39.8% | 52.81% | 42.42%
OSA 98.85% | 4,188 99.98% | 87.32% | 96.35% | 95.56%
SPOON | 97.56% | 98.10% 4,268 86.25% | 95.10% | 94.07%
JCG 99.73% | 98.17% | 98.82% 3,725 | 96.89% | 93.32%
WALA | 100.00% | 81.86% | 82.35% | 73.22% | 4,929 | 78.19%
JDT 97.8% | 98.86% | 99.18% | 85.87% | 95.21% | 4,048

Table 8.12: Common calls of the ArgoUML project between methods recognized by
all tools

(e.g. the main method if the project has one) and detects the reachable nodes only.
Other tools take all methods into account that are present in the code base, while
some tools consider only those methods that are reachable from public methods. This
diversity in the processing mechanism can cause a lot of differences, as quite different
nodes will build up the graphs.

Seeing how much difference there was still left in the graphs, we decided to take
a bold step. We only kept those methods in the graphs that were found by every
tool. All other methods and their associated edges were filtered. We expected better
comparability of the graphs from this experiment. For example, the tools that use the
same analysis algorithm would give more similar results. As we can see in Tables 8.11
and 8.12, the results do not support this assumption. For instance, the results of
SPOON, OSA, and JDT (which employ only static analysis) still differ.

In order to find the cause of the remaining differences between the edges, we manu-
ally examined and classified them. In case of Maven, 719 out of the 1,567 edges are not
found by at least one tool, which means that 46% of the edges are not “common”. The
ratio for ArgoUML is even worse, because out of 9,477 edges there are 6,112 that are
not found by every tool, which is 64%. Soot and WALA apply pointer analysis during
graph construction, which explains most of the edges that are only discovered by these
tools and the edges that are only found by the other, not pointer analysis based tools.
However, there are 62 edges in the Maven project and 872 edges in the ArgoUML
project, that cannot be explained by the various pointer analysis algorithms. Their
examination revealed previously undiscovered factors. In the following paragraphs, we
list these phenomena.

One such factor are the errors that are present in the graphs. For example, the tools
might represent call edges that correspond to invalid call paths or execution orders. In
case of SPOON and JDT, the initializations of the static blocks were connected with
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init blocks. Besides, JDT and OSA are not able to detect the calls of class member
initializations (15 edges for ArgoUML) while the other tools handle this properly.
However, it is not consistent, because in some cases, JDT can recognize such edges,
but OSA cannot. Another interesting observation is that SPOON inserts an extra loop
edge among the init methods when the class has a default constructor (19 and 42 edges
for Maven and ArgoUML, respectively).

In the case of SPOON, we discovered another misbehavior that occurred very rarely
when analyzing the large systems. Let us assume that two classes from different pack-
ages but with the same name are present in the class path. Both classes have a method
with the same signature (same return value, same parameters, same name), but, in re-
ality, only one of the methods is called. SPOON will not distinguish the two classes
if such method is invoked; it will create two call edges which is clearly a mistake. Be-
sides this phenomenon, there were 2 cases in Maven where SPOON created call edges,
although the called method in the graph had a different number of parameters than
the caller provided in the source code. We found one erroneous edge in Maven’s graph
and two in ArgoUML, because OSA and SPOON handled an overloaded® method im-
properly, however, in other cases, no such error was found.

In certain cases, bytecode based analyzers (Soot, JCG, and WALA) placed loops
in the call graph that do not exist in the actual code (7 cases in ArgoUML). This
happened when a method was overridden, but the derived class changed the type
of the return value. The compiler generates a node to handle the different return
values, and the generated and the original methods are connected. However, methods
cannot be distinguished based on return types, therefore, source code based analyzers
represented them with the same node. This tricky solution yielded the loop edges for
the bytecode analyzers, because these two “different” nodes were merged into one, and
the edge between them became a loop edge. Compared to this, source code based
analyzers represent this method with only one node which does not have a loop edge,
because methods cannot be distinguished based on return types.

The handling of super classes is also not consistent among the tools. Soot, WALA,
and JCG connect super calls found in inner classes to the outer caller method (3 cases
in ArgoUML), while the JDT extension left out the super constructor calls (184 times
for ArgoUML).

We found a special case, when an anonymous class was implemented in a parameter
list of a method. There was a call within the method of the anonymous class. Soot
handled this by creating a call edge from the outer method instead of the method of
the anonymous class.

Finally, we already experienced in our example code that JCG handles the inherited
methods in a different way, which causes a difference in the call graph representation.
Most of the differences come from the representation, because JCG represents the
inherited methods with its own node in the inherited class and the invocations refer to
this generated node.

With RQ3, we investigated whether the outputs of the call graph builder tools
would be the same by eliminating the known differences. Our manual examination
proved that the answer is no. Plenty of minor differences remained in the graphs that
we would not have thought of at the beginning of the research. Depending on which
features are more important to us in an application (e.g.: the precision of the control

SMethod overloading allows a class to have more than one method having the same name with
differing parameter lists
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flow information, or the dependencies defined between the methods), we must take the
features of the call graph tools into account and choose the most appropriate for our
purposes.

8.4 Threats to Validity

We only collected open-source Java analyzer tools that either had an appropriate call
graph output or could easily be extended with a call graph generation functionality.
Although we have thoroughly investigated many other tools, we still cannot rule out
the possibility of having missed some that could have fulfilled our selection criteria. In
addition, the tools have many parameters that influence the construction of call graphs
(e.g. different kinds of pointer analysis) but since we focused on the tools themselves
instead of the differences between the algorithms, we executed each tool with only
one configuration. Our goal was not to compare the call graph builder algorithms
themselves, but to investigate how many factors may cause the output of the tools
to differ. We examined the extent to which they are responsible for the discrepancies
of the call graphs. Therefore, we were not looking for the optimal setting of a tool,
instead we used one that reliably worked on the tested inputs.

In case of OSA, SPOON, and JDT, we implemented the call graph exporter our-
selves. Although they were thoroughly tested with a sample code containing all Java 8
features, we could have made mistakes during the development. Naturally, there may
always be errors if the data extraction is left to the user.

Further inaccuracies may be caused by not taking into account the configuration
xml-s and the files of the analyzed projects. The examination of runtime annotations
was also ignored, because static analyzers represent the calls defined by them as calls
to interface methods.

The method pairing mechanism that was described in the previous chapter can also
be considered a threat to validity. As we pointed it out, it was not possible to rely
solely on the methods’ names. Because of the anonymous and generic elements, we had
to include the line information as well. However, the call graph tools did not always
provide reliable line information, therefore, not every possible node pair was identified
by the program.

8.5 Conclusion

Java is a general programming language with many useful, dynamic features that is still
very popular today. There are thousands of applications and websites that rely on Java.
As a commonly used language, it is often subjected to static analysis, vulnerability
checks, such as symbolic execution, and other inspections. One of the main pillars of
static analysis is call graph creation, and although it might seem like a straightforward
task, there are countless factors that can influence the final result. Consequently, there
is a wide collection of literature on call graphs. Many papers study how to improve the
accuracy, completeness, or effectiveness of call graph creation, while others focus on
the comparison (and mainly the differences) of existing approaches. However, we did
not find any articles that would examine the differences from a practical perspective

like we did.
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We examined how 6 open-source call graph building tools perform when analyzing
an artificial example and some larger-scale, open-source projects. These six tools can
be considered a representative sample of the currently available, state-of-the-art call
graph generators. Before the comparison, we collected the factors that could cause
differences in the generated call graphs. For example, there may be differences in how
the calling contexts are represented by the tools or in their way of processing. We
evaluated the effect of these differences in the resulting call graphs on 4 open source
systems. The results of Maven and ArgoUML systems were thoroughly discussed, while
the the rest are available in as an online appendix. Through these examples, we have
shown the extent to which each factor affects the dissimilarity of the call graphs. In this
way, we also highlighted the parameters that can significantly determine the resulting
call graphs.

We continue our research on Java call graphs by comparing the static call graphs to
a dynamic call graphs. A dynamic call graph can be created by concretely executing
the program, for example executing the test suite of a system with a profiler. Thus,
a dynamic call graph can be exact, but it only contains those methods and calls that
have actually been executed. It is an exciting question to examine what static graphs
are capable of compared to a dynamic graph.
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Summary of Part 11

The previous three chapters summarized my research on call graphs. Call graphs can
be used as a basis for various static analysis techniques, so research of them contributes
to the quality assurance of source code through static analysis. Therefore, our original
goal was to examine the call graphs generated by 6 open-source static Java analyzers.
This research can help developers find the appropriate call-graph creator tool for their
purpose. However, we encountered difficulties at the beginning of the study, caused by
the fact that the analyzers represented certain source code elements, e.g. constructors,
initialization blocks, anonymous source code elements, and generic source code elements
differently. The unification of method names was needed, in order to be able to match
the corresponding nodes to each other. To do so, we developed a pairing algorithm
with several heuristic steps. My main role was to design the heuristics and evaluate the
results. The handling of anonymous and generic source code elements required the most
attention. To deal with anonymous elements, we developed a method called anonymous
transformation. As anonymous source code elements have a non-standardized name,
we decided to replace the non-standardized part of their name with a constant string,
and then perform a simple name-based pairing. If a class has multiple anonymous
classes, this approach causes a loss in the accuracy of the pairing, therefore, to refine
the accuracy, we introduced a line information-based pairing instead. However, this also
caused challenges, so it was applied for anonymous and generic methods only. Lastly,
we introduced a method to handle generic elements represented by multiple method
signatures. The problem is that if a generic method is instantiated with different types,
tool A might represent it with multiple nodes, while tool B may represent it with only
one node. We solved this problem by collecting all possible pairings.

A manual validation of the heuristic pairing approach was performed, because,
although the algorithm has significantly improved the graph pairing, many methods
remained unmatched. We wanted to investigate if we could improve the pairing al-
gorithm. However, our in-depth examination revealed that most of the unmatchings
cannot be resolved. A better pairing could be achieved if we could acquire more ac-
curate line information of the methods. However, in most cases, the discrepancy is
caused by the differences of the static call graph creators themselves, therefore, the
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matching of numerous nodes is impossible.

In our next research, we performed an in-depth analysis of these remaining differ-
ences. We ran the six analyzer tools on a sample project and on real-life open-source
Java systems as well and performed a quantitative and qualitative assessment of the
resulting call graphs. We identified six sources for the differences: the handling of ini-
tializer methods, polymorphism, Java 8 language elements (such as lambdas), dynamic
method calls, generic source code elements, and anonymous source code elements.
The different treatment of these features causes significant differences in the generated
graphs. In addition, a multi-step filtering method was completed. In its final stage, we
kept only those methods in the graphs that were found by every tool. Nevertheless,
the differences in graphs have not disappeared. Some of the discrepancies can be ex-
plained by various pointer analysis techniques, but not all. For example, in the case of
ArgoUML project, out of the 9,477 edges that remained in WALA’s graph, there are
872 edges that cannot be described that way. Their examination revealed previously
undiscovered factors such as errors or features of bytecode-based analyzers.

In this thesis point, we implemented a heuristical call graph pairing algorithm, so
we could reveal the extent and the causes of the differences between the call graphs
generated by various static analyzer tools. We proved that the outputs of the call
graph builder tools would not be the same even by eliminating the known differences.
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Development and Evaluation of
Primitive Obsession Metrics






Primitve Obsession:
an Overlooked Code Smell

10.1 The Forgotten Smell

During development, the initial structure of the source code will degrade. It will become
more difficult to identify the original design and understand the code, therefore, later
changes and bug fixes will have higher costs. Refactorings, i.e, modifications that
improve different attributes (e.g., readability, complexity, or maintainability) without
changing the external functionality [39], should be applied regularly to preserve the
quality of the code.

The 22 bad code smells collected by Fowler and Beck [39] can be interpreted as
indicators that suggest that some refactoring is needed in the code. Code smells are
not actual coding errors, but may indicate deeper design problems that may reduce
the maintainability of the code in the future [73]. It is therefore not surprising that a
considerable amount of research has been conducted on the importance of code smells
and their impact on maintenance costs. Through the years, in addition to the original
22 code smells, several new types have been introduced and various detection techniques
have been proposed to help developers identify and refactor problems in the code.

Some code smells were less studied than others. Primitive obsession, which roughly
translates to the overuse of primitive types, is such a marginalized code smell. Pre-
viously, only one automated detection method was introduced for it in the thesis of
Roperia [84], however, as a code smell, it can be a useful indicator of underlying design
flaws. Therefore, we decided to study Primitive Obsession and defined several indica-
tors for Java that can highlight the potential places where this bad smell could occur.
We proposed several metrics based on these indicators. We integrated the metrics into
a static analyzer tool and performed multiple experiments and studies.

The rest of this chapter focuses on the theoretical considerations and suggested
metrics. Section 10.2 provides related work on code smells. Section 10.3 describes
Primitive Obsession through an example and examines the difficulties in its definition.
Section 10.4 introduces the Primitive Enthusiasm-based Primitive Obsession metrics,

73



10. CHAPTER. PRIMITVE OBSESSION: AN OVERLOOKED CODE SMELL

while Section 10.5, 10.6, and 10.7 introduce the metrics that I constructed for Primitive
Obsession detection.

10.2 Related Work

There are numerous studies about the impact of code smells on code quality. This
section summarizes some important works.

Many papers discuss how code smells are good indicators of maintenance prob-
lems [106], [73]. Although they are not the universal remedy for defect detection, they
can provide valuable insights into some important maintainability factors, especially
when more of them are combined. Moonen and Yamashita demonstrated in an em-
pirical study [73] that some of the code smell definitions are useful to evaluate the
maintainability of a project. They listed the factors that are important from the soft-
ware maintainers’ perspective and identified which smells are related to them. Expert
advice was used for this evaluation. They found that some of the current code smell
definitions (such as God Class, Long Parameter List, God Method, etc.) can be used
for evaluating the maintainability. Primitive Obsession is not mentioned in this study,
but there was no exact definition for it at that time. In another study [105], Moonen
and Yamashita investigated how the interactions of multiple smells affect maintain-
ability. They automatically detected 12 code smells in several systems using Borland
Together and InCode. Primitive Obsession was not among these smells. Principal
Component Analysis (PCA) was used to detect co-located code smells. They found
that certain inter-smell relations were associated with maintenance problems. Based
on developers’ opinions, they identified several artefacts that need to be prioritized
during refactoring. Khomh et al. [60] found a relation between code smells and class
change-proneness, which can support quality assurance and focus testing activities.
In contrast to these studies, Sjgberg et al. investigated the connection between code
smells and maintenance effort [90], and found that the work of changing code with
smells was not significantly higher than the work of changing code without smells. The
12 examined smells have a limited impact on maintenance effort in contrast to code
size and the number of changes.

Seeing how useful code smells can be, it seemed to be a remarkable shortcoming
that Primitive Obsession lacked the interest of the research community. Zhang and
his team analyzed the state-of-the-art knowledge about code smells in a systematic
literature review [108]. They collected 319 papers from 2000 to 2009 and examined 39
in detail. In their first research question, they investigated which code smells attracted
the most research attention. The results showed that Duplicated Code smell was
discussed the most — in 21 papers out of 39 — whilst many bad code smells received
very little attention. Primitive Obsession was among the unpopular smells having only
5 corresponding papers, although these papers examined all 22 of Fowler’s bad smells.
This indicates that Primitive Obsession was not studied individually in the investigated
period. A more recent systematic literature review [50] came to a similar conclusion.
Gupta et al. examined 60 research papers between 1999 and 2016 and found that four
of Fowler’s bad smells — including Primitive Obsession — had no detection method in
any of the papers. A study on five known tools which could detect code smells as
well [38] reported that none of them were capable of finding Primitive Obsession.

Mantyla et al. carried out an empirical study on the subjective smell evaluations
of developers [71]. They found that human factors (knowledge, work experience, role
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in the project) have an impact on the identification of a code part as a bad smell.
Moreover, they compared the results of the subjective evaluations and metric-based
detection techniques for three smells, and found that the metrics and smell evaluations
did not always correlate. One of the smells they used in the comparison was the
Long Parameter List, which had the largest correlation value. They also observed that
the Long Parameter List smell mainly consisted of primitives, which could indicate a
connection with the Primitive Obsession smell. We utilized this information during
the creation of our metrics.

10.3 Introduction to Primitive Obsession

In most programming languages there are two categories of data types: primitive
and complex. Primitive types are the most basic data types provided by a language,
e.g. boolean, integer, char etc. Complex types like classes and structs are the composites
of other existing data types e.g. primitive types and complex types. Complex types
usually also include some semantic knowledge about the data they represent. They help
developers to implement encapsulation, which is one of the major principles of object-
oriented programming. For example, it is a convenient and more readable solution to
place three integers that represent a 3D point in a class instead of using them separately.

Primitive Obsession means the overuse of primitive data types, and it is a symptom
of the existence of overgrown, chaotic code parts. Instead of creating small objects for
small tasks, the programmer scatters the data among primitive types, making the code
less readable. According to the Mantyla taxonomy [70] it is a bloater type of smell.

Its definition can be broadly interpreted, and not really practical if we are consider-
ing automated detection. Our first step towards automatic detection was to character-
ize Primitive Obsession with exact, quantifiable descriptions. Chapter 3 of the Fowler
book [39] yielded some pointers for us by providing a list of possible refactorings for
Primitive Obsession. A small GitHub project! created by Steven A. Lowe also aided
our understanding by showing these refactorings step-by-step in practice. The following
paragraphs depict the many faces of this smell through the example in Listing 10.1.

The example shows a schematic class. Its constants ENGINEER and SALESMAN at
Lines 3 and 4 can be considered type codes. Type codes are a set of integer or string
variables that usually have an understandable name, and they are employed to simulate
types, e.g. different types of employees. Although they are widely used in projects, they
are a kind of Primitive Obsession, as they violate the object oriented paradigm and
can cause hidden dependencies [107]. Type codes can be removed by forming a class
or, for example, with a State or Strategy pattern [41].

1 |class Employee{

2

3 static const int ENGINEER = 1;

4 static const int SALESMAN = 2;

5

6 public void workOffice(int from, int to, int numberOfBreaks, <
String task){

7

8 if (task == null

9 || task.length() == 0) {

10 VA Vi

Thttps://github.com/stevenalowe /kata-2-tinytypes
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11 }

12

13 switch (type){

14 case ENGINEER: /*...%*/

15 case SALESMAN: /*x...%*/

16 }

17 +

18

19 public void workHome (int from, int to, int numberOfBreaks, ¢
String task){

20 if (task == null

21 || task.length() == 0) {

22 [* ... %/

23 +

24

25 switch(type){

26 case ENGINEER: /*...%*/

27 case SALESMAN: /#*...x%/

28 +

29 }

30 |}

31

32 | class Workplaced{
33 public Employee worker;

34

35 public Workplace (){

36 worker = new Employee (Employee.ENGINEER) ;

37 }

38

39 public void work(int from, int to, int numberOfBreaks, ¢
String task){

40 if (isPandemic ()){

41 worker .workHome (from, to, numberOfBreaks, task);

42 +

43 else{

44 worker .workOffice (from, to, numberOfBreaks, task);

45 }

46 +

47 |}

Listing 10.1: Sample code containing multiple Primitive Obsessions

At Line 19, the parameter list of the work function is described. Three of its
parameters are integers, whilst the fourth is a string. Parameter lists like this are a
kind of Primitive Obsession, especially if they appear several times in the code. (Strictly
speaking, strings are not primitive types, but logically it is practical to include them
in the definition.) They can be refactored by introducing a parameter object. Lines 20
and 21 also confirm the need for refactoring, because value checks like this should
usually be encapsulated.

Listing 10.2 shows the previous example after refactoring. To save space, irrelevant
constructors and methods are not present. There are parameter objects (WorkShift)
on Line 18 and Line 20 instead of numerous primitive parameters. The type codes
are replaced by a class hierarchy. The Employee and Salesman subclasses provide the
specialized behaviour which was previously implemented with switch-case statements.
The value check was also eliminated. There is a method call (isEmpty() on Line 6)
instead and it is also encapsulated in a function.
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class WorkShift{
private int from, to, numberOfBreaks;
private String task;

public boolean isValid (){
return task != null && task.isEmpty () ;
¥
}

abstract class Employee {

public void checkShift (WorkShift s){
if ('s.isValid O){
[* .. o%/
}
}

abstract public void workOffice(WorkShift s);

abstract public void workHome (WorkShift s);

}

class Engineer extends Employee{
public void workOffice(WorkShift s)
{

checkShift (s) ;

/*...%x/
}
public void workHome (WorkShift s)
{
checkShift (s) ;
/*...%x/
}
}

class Salesman extends Employee{
public void workOffice (WorkShift s)
{

checkShift (s) ;

VA
}
public void workHome (WorkShift s)
{
checkShift (s) ;
VE I
}
}

class Workplace{
public Employee worker;

public Workplace (){

worker = new Engineer () ;

}

7
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58

59 public void work(int from, int to, int numberOfBreaks, ¢«
String task){

60 WorkShift shift = createWorkShift (from, to, numberOfBreaks<

, task);

61 if (isPandemic ()){

62 worker .workHome (shift) ;

63 +

64 else{

65 worker .workOffice (shift);

66 +

67 }

68 |}

Listing 10.2: The refactored version of the example code

More examples are available in the previously mentioned GitHub project.

10.3.1 Challenges in Definition

As was highlighted in the previous example, it is challenging to give Primitive Obsession
an exact, quantifiable definition. It has various aspects that can hardly be described
with a single formula. The excessive use of primitive types can appear in parameter
lists or in the form of type codes, etc.

Since defining Primitive Obsession is such a complex issue, we deconstructed the
smell and addressed its characteristics with multiple formulas. We created six metrics
to highlight Primitive Obsession-infected code parts [112], [114]. Three of the six
metrics are my own work. These will be presented in detail in Sections 10.5 - 10.6.
The other three metrics will be referred to as Primitive Enthusiasm-based (PE) metrics.
I was not the one who worked out the ideas behind these, but they were used in the
measurement of Chapter 11, therefore, they are introduced in Section 10.4. Collectively,
we will refer to the six metrics as PO metrics. They can be used as an indicator to
highlight potential candidates for Primitive Obsession.

10.4 Background

10.4.1 Primitive Enthusiasm

Primitive Enthusiasm is a method level metric that captures and reports one impor-
tant aspect of the Primitive Obsession bad smell [114]. It helps detect the overuse of
primitive types in method parameters. It is based on Formulas 10.1 and 10.2. The
definitions of the parameters are the following:

o PrimativeTypes is the set of types that are handled as primitive ones.
e NN represents the number of methods in the current class.

M, denotes the 2th method of the current class.

M. denotes the current method under investigation in the current class.

Py, denotes the list of types used for parameters in the M; method.
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e Py, ; defines the type of the jth parameter in the M; method.

Primitives(M;) := (P, j|1 < § < |Pas]

o (10.1)
A Py, j € PrimitiveTypes)

Formula 10.1 describes how the primitive-typed parameters are collected for a given
M; method. We select all the parameters from the M; method that can be found in

the previously introduced PrimitiveTypes set and return them in a list.
The calculation of Primitive Enthusiasm is illustrated in Formula 10.2.

N
> | Primitives(M;)]

PE(M,) = =t | Primitives(M.)|

| Pu, |

(10.2)

=z

1

(2

The left-hand side of the inequality in Formula 10.2 expresses the percentage of
how many of the parameters of the current class are primitive types. Sum the number
of primitive types in the parameter list for each method in the currently processed
class and divide this value with the total number of parameters in the class methods.
The right-hand side of the inequality in Formula 10.2 calculates the percentage of the
primitive types used in the currently investigated method. The number of primitive
types in the current method is divided by the total number of parameters. Both
sides of the inequality will calculate a number between 0.0 and 1.0 as the number of
all parameters is always greater than or equal to the number of parameters that are
primitive types. If the inequality is satisfied for a method, we mark it as possible
Primitive Obsession. It is important to note, that only methods with at least one
parameter can be used as the subject for the Formula. Methods without parameters
do not use any primitive types as input, thus they are not the target of Primitive
Obsession code smell.

10.4.2 Local Primitive Enthusiasm

Primitive Enthusiasm is defined as the function of the current and the overall primitive
type usage in the method parameter lists of a class. This was the first PO metric we
defined. Based on our initial evaluations, we realized that it needed to be refined to
capture more aspects of Primitive Obsession. Multiple variants were designed which
are intruduced in the following subsections.

As a first step, we renamed the Primitive Enthusiasm metric to Local Primitive En-
thusiasm (LPE). The formula is calculated method-by-method in a given class context,
therefore, it is considered as a local value. The value of LPE for a given M, method
(LPE(M,)) is either true or false depending on the satisfiability of the inequality in
Formula 10.2.

10.4.3 Global Primitive Enthusiasm

Global Primitive Enthusiasm (GPE) is shown in Formula 10.3, where G is a list which
contains all the methods in the analyzed application. The right-hand side of the in-
equality is the same as in Formula 10.2, the difference can be seen on the left-hand
side. Unlike in LPE, the global primitiveness ratio is calculated based on every method
in the project and the examined method is compared to it.
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G|
> |Primitives(G;)|

GPE(M,) = =1 | Primitives(M.)|

€] | Par, |
2 | Fa |

(10.3)

The idea behind GPE is that it can be profitable to compare classes with each
other to see which ones are outstanding with regard to the primitive type usage in the
parameter lists of their methods.

10.4.4 Hot Primitive Enthusiasm

Both LPE and GPE report a set of methods that might be affected by Primitive
Obsession. To focus the attention of the developer on the more suspicious code parts,
the combination of LPE and GPE is proposed. The combined formula, Hot Primitive
Enthusiasm (HPE) is presented in Formula 10.4. HPE only reports the methods that
are reported by both LPE and GPE.

HPE(M,) := LPE(M,) AN GPE(M.) (10.4)

10.4.5 Result Aggregation

The PE variants in their current form characterize the project with a list of methods.
These are the methods for which the formulated inequality in Subsection 10.4.1 and
its variants were true. However, for large projects the list of reported methods can
be long, making the review a demanding task. Therefore, we proposed a class level
aggregation of the results. This way, the classes can be ordered by the number of
reported methods.

10.5 Method Parameter Clones

The Method Parameter Clones (MPC) metric is a class level metric. After examining
the nature of Primitive Obsession, it is reasonable to assume that if a class suffers
from Primitive Obsession, certain method parameters will appear multiple times in
the parameter lists of its methods. They will have the same type and — usually —
the same name because logically they correspond to the same data. These are the
parameters that could be extracted to a value object instead of using them separately.
To grasp this property, the MPC metric was presented, which performs the following
steps for each class in a project:

1. Initially the MPC value for a class is set to zero.
2. For each method parameter in the class, create a (type, name) pair.
3. Select only the pairs where the type is in the PrimitiveTypes set.

4. Increment MPC value by one for every (type,name) pair that appears at least
three times.
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The reason that only three or more repetitions are counted is The Rule of Three [39].
This means that two instances of similar code don’t require refactoring, but when
similar code is used three times, it needs to be corrected.

10.6 Static Final Primitive Usage

One more class level metric is the Static Final Primitives (SFP) metric. It captures
another important aspect of the Primitive Obsession bad smell. The SFP metric mea-
sures the usage of class constant values as type codes. To check if a variable can be a
candidate for further investigation, the Static Final Primitive function is used, which
is described in Formula 10.5.

SFP(V) :=isClassLevel(V)
N isStatic(V)
NisFinal(V) (10.5)
N isUpperCase(V)
A typeO f(V') € PrimitiveTypes

The SFP function will return true for a variable (V') if it has all the following
properties, thus it might serve as a type code:

o V is a class level variable,

« V is static (e.g. has a static modifier in Java),

o V can be assigned only once (e.g. has a final modifier in Java),

o the name of V' contains only upper case characters, numbers, and underscores,

e and the type of V is included in the previously defined PrimitiveTypes set
(i.e. primitive).

Otherwise SFP returns false. With this function it is possible to filter out static final
primitive variable usages in methods.

The Static Final Primitive Usage (SFPU) function is defined in Formula 10.6. It
has three parameters: M. and V denote the function and variable under investiga-
tion, respectively, while F' is a filter function. In the formula, Uy denotes one usage
of variable V. The Uy € M. relation means that the Uy variable usage (access or
modification) is performed in the M, method. By applying the F' filter function it is
possible to select a subset of the Uy, variable usages. The SFPU function collects the
access and modification statements for variable V' in the M, method, for which both
the SF'P function and the supplied F' filter function return true.

SFPU(M,V,F) :={Uy| Uy € M,NSFP(V)AF(Uy)} (10.6)
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10.7 Static Final Primitives - Switch Case Usage

A concrete application of the SF PU function is the calculation of the number of static
final primitive variables which are used as case labels in switch statements. This can
be achieved by defining an F' filter function for the SF'PU that determines whether
a given Uy variable usage is a case label. By using the SFPU and the given F filter
function a class level metric is constructed, which is named Static Final Primitive -
Switch Case Usage (SFP-SCU). The calculation is done for each class to see how many
times its SF'P variables appear as case labels globally in the project. This heuristical
approach is based on the idea that type code variables most probably will appear in
branching structures, especially in switch-case statements.
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An evaluation of the Primitive Obsession
metrics

11.1 Overview

This chapter summarizes the evaluation of the PO metrics that I developed: the M PC),
the SFP, and the SFP — SCU metrics. This work was originally described in our
2018 article [114]. There was a preliminary study [112] for this research in which we
developed Primitive Enthusiasm, the first PO metric. We implemented its formula
in a static analyzer for Java. It was tested on the Titan! and the ArgoUML? real-
life Java systems and on the already mentioned sample program seeded with Primitive
Obsession®. Manual validation of the results was performed. The sample project has six
branches according to the degree of refactoring. The first branch has the most examples
for Primitive Obsession, for example, its five functions with long, primitive typed
parameter lists. Our algorithm reported all five functions as potential methods suffering
from Primitive Obsession. These five functions are indeed refactored in subsequent
versions to use different types instead of primitive types. In case of the large projects,
there are multiple reports of Primitive Enthusiasm. Based on our manual validation
of the results it can be stated that the class with the most reported methods is indeed
suspicious of Primitive Obsession.

To better cover the aspects of Primitive Obsession, we created the metrics listed in
Chapter 10. The Primitive Enthusiasm metric was renamed Local Primitive Enthusi-
asm (LPE). We also reimplemented our initial static analyzer tool and evaluated it on
three other Java systems. Again, we performed the manual validation of the results.

The chapter is structured as follows. We present the implementational steps, the
analyzed systems, and our additional considerations in Section 11.2. Section 11.3
discusses the results of the manual validation, while the conclusions are placed in
Section 11.4.

Thttps://github.com/thinkaurelius/titan
Zhttps://github.com/stcarrez/argouml
3https://github.com/stevenalowe/kata-2-tinytypes
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11.2 Research Setup

In this section, we report on the implementation of the PO metrics. We encountered two
issues during implementation, for which we sought heuristic solutions. The analyzed
Java systems are also characterized.

11.2.1 Implementation

The formulas were implemented in the OpenStaticAnalyzer (OSA) [5] for Java. OSA
is an open-source, multi-language, static code analyzer framework developed at the
Department of Software Engineering, University of Szeged. It is the basis for the
SourceMeter system that was used in Chapter 2. The two analysis systems are similar
in structure and operation, but the SourceMeter provides other functionalities as well,
e.g. symbolic execution.

11.2.2 Determining Primitive Types

As the first step of the implementation, it was important to determine which types
we were going to treat as primitives. Java contains the following primitive types:
boolean, byte, short, int, long, char, float, and double. Although String is
by definition not a primitive type we decided to consider it as one. This established
the set of primitive types, but it should be noted that Java has a wrapper class for
each primitive type, such as Boolean, Byte, Short, Integer, Long, Character, Float,
or Double. Although these types are classes, as my co-author, Péter Gal suggested,
we decided to experiment with treating them as primitive types. Based on this, we
formulated the following additional metrics: LPEw., GPEw, HPEw,. These metrics
are different from the originals in that the boxing types are also considered primitives.
HPEyy is the intersection of the sets returned by LPEw and GPEw.

11.2.3 Analyzed Projects

This subsection provides some detailes about the analyzed systems. We collected the
following open source, real-life Java systems: joda-time-2.9.9*, log4j®, commons-math-
3.6.15. Table 11.1 summarizes their major properties to get an overall image about
them.

Project KLOC | NC | NM | LPL
log4j 16 | 189 | 1561 9
joda-time 28 | 249 | 4265 10
commons-math 100 | 1033 | 8808 14

Table 11.1: Properties of the examined projects: thousand lines of code (KLOC),
number of classes (NC), number of methods (NM), longest parameter list (LPL)

4https://github.com/JodaOrg/joda-time
Shttps://github.com/apache/log4;
Shttps://github.com/apache/commons-math
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11.2.4 Exclusion Strategies

During the implementation we decided to eliminate several methods from the exami-
nation. Constructor methods are skipped by default, as it is normal for them to have
several primitive types in their parameter lists. The formulas for Primitive Enthusiasm
calculation do not take into account that some methods only have one parameter or
none at all. It is questionable to involve one-parametered methods in the measurement.
Based on these considerations, we established two elimination strategies:

o skip every method with just one parameter (Skip Ones - SO strategy)

o skip only setter methods (Skip Setter Methods - SSM strategy)

Table 11.2 sums up the details of the two strategies for the examined three systems.

Project SSM 50
NNM | AVG | NNM | AVG
log4;j 1371 | 1.33 429 3.01
joda-time 3787 | 0.98 893 2.55
commons-math | 7229 | 1.12 | 1953 | 2.93

Table 11.2: Comparison of the two elimination stategies: number of not eliminated
methods (NNM), average parameter list length of not eliminated methods (AVG)

The numbers show that with the SO strategy only a subset of the methods was
processed for the calculation. During the manual validation it was observed that the
SSM strategy causes noise in the results. It is not surprising as it is hard to interpret
Primitive Enthusiasm metric on methods with only one parameter.

11.3 Results by Metric

Primitive Obsession was first examined using the Primitive Enthusiasm metric [112],
which was further developed in our study in 2018 [114]. These metrics suggest meth-
ods for refactoring that use an unusually large amount of primitive parameters. The
study [114] showed that the Primitive Enthusiasm metrics report a high number of
methods and classes. The metrics I have introduced can help highlight the classes
that are most important to examine. The results are discussed in subsections 11.3.1
and 11.3.2. For the sake of completeness, Table 11.3 summarizes the aggregated (i.e.
class-level) results of the Primitive Enthusiasm metrics. Compared to the Number of
Classes (NC) column in Table 11.1 the number of reported classes for each PE variant
is relatively high. Since our study found that the HPEw, metric provided the most
accurate results, I used its results for the evaluation of my own metrics. The results
of Table 11.3 were calculated using the SO exclusion strategy and the wrapper classes
were included in the Primativelypes set.

To validate the results of the metrics, the given warnings were processed manually.
The reported classes were checked in the source code. As both the evaluation, and the
judgment of Primitive Obsession themselves are subjective, deciding if a warning is true
positive or not is difficult, therefore, the significance of the warning was investigated.
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Project LPEw. | GPEw, | HPEw
log4j 165 217 153
joda-time 301 431 231
commons-math 698 1192 553

Table 11.3: The number of reported classes using the SO exclusion strategy

11.3.1 MPC Metric

The main interest in the MPC metric was not only to study its ability to highlight
PO-infested classes but to examine how well the reported classes align with the classes
detected by the aggregated Primitive Enthusiasm metrics. For the evaluation of the
MPC metric, the SO exclusion strategy was used, and the wrapper classes were included
in the PrimitiveTypes set.

The results of the MPC metric are summarized in Table 11.4. It reported 6, 50,
and 90 classes on log4j, joda-time, and commons-math, respectively. The highest MPC
count was 11 for log4j, meaning that in the logMF and logSF classes there are 11
parameter type - parameter name pairs that appeared at least three times in differ-
ent parameter lists. Both of these classes were the top two results of the aggregated
Primitive Enthusiasm metrics. They contain numerous methods that have a similar
signature with multiple primitive typed parameters, so the metrics report a repetitive-
ness in the code that sometimes indicates a design flaw in the program. The logXF
class, the base for 1ogMF and logSF is also reported with an MPC count of 2 and has
a high rank in the aggregated Primitive Enthusiasm results. The other three classes
were also reported by at least one of the Primitive Enthusiasm variants.

The findings are similar for the other two projects as well. The top ten classes in the
aggregated HPEw . results could be found in the MPC result set as well. Classes that
have many methods with above-average primitive typed parameters usually have a lot
of method parameter clones too. Therefore, the MPC metric can be a candidate for
weighting the results of the aggregated Primitive Enthusiasm metrics and highlighting
more repetitive parts in the code.

As the third column of Table 11.4 demonstrates, the intersection of the aggregated
HPEw_,, and MPC result sets for log4j, joda-time, and commons-math has the following
size: 5, 31, and 56. The numbers show that by intersecting the result sets, a significant
number of warnings were pruned from both metrics. Although we may lose some useful
warnings this way, we eliminate many noisy results.

Project MPC | MPC N HPEw
log4j 6 )
joda-time 5 31
commons-math 90 56

Table 11.4: Results of MPC. From left to right: the number of classes reported by
the MPC metric, the number of classes in the intersection of the aggregated HPEyy
and MPC results
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11.3.2 SFP-SCU Metric

The metric was designed to detect type codes which were introduced in Section 10.3. It
follows from the nature of type codes that they appear in conditional statements. The
heuristical approach was to spot them through their usage in switch-case statements.
Table 11.5 shows the results of SFP-SCU. It is important to note that during the
evaluation no exclusion strategy was used, thus all methods were considered. However,
the effects of the SO exclusion strategy combined with excluding the constructors were
also investigated, and the results were the same for the studied projects. The wrapper
classes were included in the PrimitiveTypes set.

The number of classes reported by SFP-SCU is in the second column of Table 11.5.
These classes have primitive-typed static final class members that are suspected to be
type codes. The size of the intersection between the results of the aggregated HPEyy
and SFP-SCU is presented in the third column, whilst the size of the intersection with
the MPC metric is in the fourth column. As this metric grasps a different aspect of
Primitive Obsession than the Primitive Enthusiasm metrics, no significant overlap was
expected.

Project SFP-SCU | SFP-SCU N HPEw, | SFP-SCU N MPC
log4;j 8 ) 1
joda-time 13 4 2
commons-math 1 0 0

Table 11.5: Results of SFP-SCU. From left to right: the number of classes reported

by the SFP-SCU metric, the number of classes in the intersection of the aggregated

HPEw, and SFP-SCU results, the number of classes in the intersection of the MPC
and SFP-SCU results

The constant variables, which can be found in the reported class of the commons-
math project are used to distinguish between random number generation strategies.
They only have one switch-case occurrence and could be replaced, for example, with
an enum. The joda-time relies more on static final variables than the other two projects.
These variables are members of multiple classes with the same name, making it harder
to understand the code. A generalized solution could be considered instead of the
scattered constant usage. In logéj a typical example for type codes can be found in
the PatternParser class, which also appears in both intersections.

Though no hidden dependency check was done to study the seriousness of the
possible type codes, it might be rewarding to refactor them for a more object oriented
and readable solution.

11.4 Conclusion

In this research, we introduced and tested several Primitive Obsession metrics. The
metrics were implemented in a Java static analyzer, evaluated on three large systems,
and the results were analyzed. We experimented with two method elimination tech-
niques and also considered including the Java wrapper classes in the primitive types’
set.

The original PO metrics, the Primitive Enthusiasm variants can find methods that
use more primitive types in their parameter lists than the average. It is not just a
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readability issue, but can be a sign for other bloater-type smells as well. However, to
detect Primitive Obsession, it is necessary to represent its other aspects. Therefore,
additional metrics have been introduced. The SFP-SCU metric is useful for typed code
detection. In the future, we would like to consider whether or not a static final variable
can be seen outside its class by giving the usages outside its class or package a different
weight than the inner usages. The MPC metric reports classes that have repetitive,
therefore, possibly smelly method signatures. The metric could be refined with ordinal
information among the parameter clones.

The findings showed that the new metrics can highlight many smelly and hardly
readable code segments. In the future, we would like to continue the study of these met-
rics and their combinations. The inclusion of enum constants in the PrimitiveTypes
set could be an interesting experiment. Creating a Primitive Obsession benchmark is
also a goal to provide a more objective comparison of the metrics.
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Examining the Bug Prediction Capabilities
of Primitive Obsession Metrics

12.1 Overview

Finding and fixing bugs is a very important task during software development to en-
sure the quality of the product. Software defects are very costly. The later they are
discovered, the more expensive they are [20], therefore, there is considerable research
interest in making the bug detection process more automated and efficient. Software
fault prediction or, in other words, bug prediction is a possible approach to this effort.
Considering this, it is no surprise, that there is a huge amount of literature on refining
bug prediction [101], [110], [103]. This research also aims to find improvements with
the help of three Primitive Obsession metrics [114].

There are six Primitive Obsession metrics introduced, but I only used three of them
for this research: the M PC, the SF P, and the SFP — SCU metrics. Hereinafter, the
abbreviation 'PO metric’ will only apply to these. The reason for their selection is
that these metrics were originally defined as class-level metrics, and the source code
metrics based bug dataset [37] that was expanded does not have method level records.
After the expansion of said bug dataset, we studied the effectiveness of the prediction
built upon it. We compared the new models with the results of the original dataset.
While the cross-validation showed no significant change, in the case of the cross-project
validation, we have found that the amount of improvement exceeded the amount of
deterioration by 5%. Furthermore, the variance added to the dataset was confirmed
by correlation and PCA calculations.

This chapter is organized as follows. Section 12.3 provides the background and
the related work. The three research questions and their answers are presented in
Section 12.3. Section 12.4 describes the threats to validity. We conclude our work in
Section 12.5.
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12.2 Background

Besides code smells and Primitive Obsession, our research covers two important do-
mains: bug prediction and PCA calculation. The following subsections introduce these
important fields.

12.2.1 Bug Prediction and Bug Datasets

Bug prediction is a method that supports the quality assurance during software devel-
opment. Learning from the bugs of the past it builds a prediction model to foretell the
location and amount of future bugs. It is a cost-effective approach compared to soft-
ware testing and reviews. Menzies et al. report in their study [72] that the probability
of detecting a bug by fault prediction may be higher than detecting it by the review
process currently used in industrial environments.

Bug prediction can be used to estimate the number of remaining bugs in the code
base or to identify the bug-prone parts of the code. Another possible use is to mine
software defect associations [80]. In defect association, we define association rules, for
example, if type A and type B defects both occur in the code, then a type C defect is
likely to occur as well. This research examines the type of bug prediction that helps
identify potentially buggy code parts.

Bug prediction can be based on statistical, expert-driven, or machine learning mod-
els [25]. This research focuses on machine learning based bug prediction. We used a
unified bug dataset, which was introduced by Ferenc et al. [37]. Bug datasets contain
historical data, such as previous defects, process metrics, or source code metrics [51], on
which the prediction data is built. The dataset of Ferenc contains data from five pub-
licly available bug datasets in a unified format: the PROMISE dataset [56], the Eclipse
Bug Dataset [111], the Bug Prediction Dataset [30], the Bugcatchers Bug Dataset [52],
and the GitHub Bug Dataset [97]. They contain class and/or file level source code
metrics and information about the previous defects. We only utilized the PROMISE;,
the GitHub, and the Bug Prediction datasets, as only these contain class-level metrics.
There are 66 project in the three datasets, the smallest only contains 6 classes while
the largest contains 5908. To reduce noise, we decided to exclude those systems that
contain less than a 100 classes. Thus, a total of 58 systems remained, containing a
total of 45519 classes.

Palomba et al. [77] built a bug prediction model using code smell information as
well. They combined the severity of the code smells involved (God Class, Data Class,
Brain Method, Shotgun Surgery, Dispersed Coupling, Message Chains) with existing
bug prediction models. They found that the accuracy of the models increases by adding
the code smell information as a predictor.

12.2.2 PCA and Correlation

Principal Component Analysis (PCA) is a widely used data reduction technique [89].
It reduces the dimensions of a large data set — in which the variables are interrelated
— while retaining the variance of the data as much as possible. An orthogonal trans-
formation is used to calculate the so called principal components, which are a set of
linearly uncorrelated variables calculated from the possibly correlated variables of the
data. The first principal component holds the greatest possible variance, each sub-
sequent component will have the greatest variance remaining. PCA can be used for
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dimensionality reduction in large datasets, and it can uncover patterns in the data as
well [17, 27].

In this research, we used PCA to examine the variance represented by the new
metrics. We also calculated the correlation of the metrics to study the magnitude and
direction of their linear relationships [47].

12.3 Evaluation

We formulated three research questions to examine the effect on bug prediction and
the dimensionality of the PO metrics. In this section, we enumerate and answer these
questions.

12.3.1 RQ1: How does adding the PO metrics affect the pre-
diction capability of the original dataset?

Our first attempt was to merge the PO metrics into the original dataset. We calculated
the previously introduced class level PO metrics for the 58 Java systems. The mea-
surements were performed by extending the OpenStaticAnalyser (OSA) [5], which is
an open source static analyser tool developed by the University of Szeged. Only those
classes were kept in the dataset that were present in the original dataset as well, i.e.
the classes that have bug information. We performed a 10-fold cross validation training
with Weka [40] using the J48 algorithm on the original and on the extended dataset.
Although many classifiers were applied for bug prediction [55], [59], Ferenc [37] used
the J48 algorithm for the evaluation of the original dataset, therefore, we decided to
utilize the same algorithm with its default parameters as well.

The results of the two datasets are compared in Table 12.1. The first column shows
the values of the original dataset, while the second column shows the values of the
extended dataset. In the rows, we see the most important attributes that characterize
the performance of the J48 classifier: the precision!, the recall?, the F-measure?, and
the AUC?. It can be seen that the numbers show stagnation or a slight decrease. These
changes are not significant. It causes changes of similar magnitude if the random seed
is changed in the 10 fold cross validation.

We concluded that adding the PO metrics to the original dataset does not improve
the overall prediction ability. Seeing this result, we decided to examine whether there
is an improvement in cross project validation. We analyze this in the next RQ.

12.3.2 RQ2: Does including PO metrics increase the cross
project bug prediction capability of the metric set?

With this RQ, we wanted to examine if there is a project on which a better model
could be built using PO metrics. A project-wise evaluation was performed, meaning

!The precision can be calculated as the number of true positive elements divided by the sum of the
true and false-positive elements. It describes what portion of the identifications was actually correct.

2Tt describes what portion of the actual relevant elements was identified correctly.

3F-measure is the harmonic mean of precision and recall.

4The ROC curve displays the performance of a classification model at all classification thresholds.
The Area under the ROC curve (AUC) means the area under this curve. It is an aggregated measure
of the performance across every classification thresholds.
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Original | Extended
Precision for the not bugged class 0.876 0.876
Precision for the bugged class 0.537 0.537
Recall for the not bugged class 0.919 0.919
Recall for the bugged class 0.421 0.419
F-measure of the not bugged class | 0.897 0.897
F-measure of the bugged class 0.472 0.470

Table 12.1: The comparison of the results of the original and extended data set for
J48 classifier

that we trained a model on each project and evaluated it on every other project. Out
of the projects that were included in the database more than once, we used the ones
with the highest version number. We found that the results for the different versions
of the same systems are quite similar, therefore, they would have too much weight
in the cross project validation. A total of 29 projects were used, so each model was
evaluated on 28 systems. Each training was performed on the original dataset and on
the extended dataset as well and the differences in the results were examined.

The F-measure difference between the evaluations performed on the original and
the expanded dataset is shown in Table 12.2. Here, we used the Weighted Average
F-measure® to compactly present the change of the F-measure values for both classes.
The examination was performed with the J48 algorithm as well. The first column on
the left shows which system the teaching was done on, and the column labels indicate
which system the trained model was evaluated on. The second column contains the
ID we gave to the system. These IDs are used in the column headers. The third
column, called Class, shows how many classes are in the system, while the fourth
column indicates the percentage of bugs. A colourmap is applied to these columns: in
the third column, large class numbers are highlighted in orange, while in the fourth
column orange colour represents a low bug ratio and blue colour represents a high
bug ratio. We sorted the systems in such a way that the bug rate increases from
top to bottom and from left to right. The green-coloured cells indicate a significant
improvement, while values written in green denote slight improvements (less than 0.05).
Due to the subsequent rounding, the value of 0.05 may appear in the table with both
notations. For cells with a red background and values written in red, the same rule
applies but in the negative direction. They indicate a slight or a significant decrease
(larger than 0.05 in absolute value) in the F-measures of the expanded dataset.

It can be seen that if there were a disproportionate number of non-bugged classes
(MCT, Neo4J) or bugged classes (Log4j 1.2, Xalan 2.7) in a system, then the models
will be unusable on other systems. This is the explanation for the empty cells. The
models are too fitted to one of the classes, therefore, no items are classified to the
other class and the F-measure cannot be calculated. Where there is a 0.00 in the cell,
the change in the F-measure is so insignificant that it does not appear in the rounded
value. Significant F-measure reductions can be seen in the right half of the table. This
can be explained by the fact that the models were built on systems with a low bug

SWeka calculates the Weighted Avg. F-Measure with the following formula for an n and y class:
F—measure(n)-NumO fInstances(z)+F—measure(y)-NumO fInstances(y)

Welghted A’Ug F — measure = NumO fInstances(n)+NumO fInstances(y) ’

where NumO fInstances(n), NumO fInstances(y) correspond to the number of instances in the given
class.
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count, while in the last few columns the bug count of the systems is high, therefore,
the models cannot function well.

Most of the significant improvements were achieved with the Xerces 2.0 model. It
has a lower bug ratio then the Xalan 2.7 system, but still has plently of examples to
learn and has 1.8 times more classes for the J48 algorithm. The model of the mcMMO
project has also been significantly improved, at least for projects with similarly low bug
ratios. Out of the 841 cells containing F-measure changes, 350 cells hold zero value and
there are 126 blank ones (including the diagonal elements). The F-measure is reduced
in 170 cases and improved in 195 cases. There are 45 significant F-measure increases
in contrast to the 24 significant F-measure decreases.

Overall, the addition of PO metrics brings more improvement than deterioration in
case of cross project validation, but it is important to choose the right system to build
the model on. Further research is needed for the Xerces 2.0 and the mcMMO systems.

12.3.3 RQ3: Do the three PO metrics add valuable informa-
tion to the dataset?

We calculated the correlation matrix® of the metrics and used Principal Component

Analysis (PCA) to show the dimensionality of the PO metrics.

Table 12.3 only shows those parts of the correlation matrix which are relevant for
the PO metrics. For better readability the table is divided into two parts. We used
a colourmap to help better understand the correlations between metrics. The greater
the positive correlation between two metrics the greener the cell is. Values close to 1
are labeled with pure green colour. A negative correlation would be marked in red,
but there are no values close to -1 in the tables. If the value is zero or close to zero
(meaning that the correlation is insignificant) the cells have a white background. It
can be seen in the tables that there is no significant correlation, neither within the PO
metrics, nor between the PO metrics and the other metrics.

In the following paragraphs, the results of the PCA will be discussed. The bug
information was omitted for the calculations, but the other attributes were retained.
Figure 12.1 depicts the cumulative variability for the principal components. It can be
seen that the curve is gradual, i.e., a high number of principal components are required
to maintain much of the variance. To cover 99% of the variance in the dataset, 33
principal components are required, which is more than half of the original attributes.
Even 95% requires 20 factors.

To further investigate the significance of PO metrics we computed the so called
factor loadings. A loading represent how much each original attribute contributes to
the corresponding principal component. Table 12.4 shows the loadings for the first 20
principal components. Cells with an absolute value of 0.7 or greater were coloured
with dark green. The absolute value of the bright green fields is between 0.5 and 0.7.
Since there were very few outstanding values, only the rows where they occurred are
shown in the table. To illustrate how small the loading values in the table are, we took
the absolute value of the table and calculated the average and the median values. The
average is 0,086, while the median is 0,06. It is clear that the 20 factors are made up
of many metrics, and only a few of them have a prominent role in the composition of
a factor. The PO metrics contribute significantly to components 13, 18, 19. That is,

6Correlation shows the degree to which a pair of variables is linearly related. We used the Pearson
correlation for our experiment.
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Name [ID [Class [Bug| 1 2 3 4 5 6 7] 8 9 [14 15 [ 16 [ 17 [ 18 [ 19 [ 20 [ 21 | 22 [ 23 [ 24 [ 25 | 26 [ 27 | 28 [ 29
met 1 187 705 0.00 0.00 0.00 0.00 0.00 0.00 0.00 000 0.0 000 0.00 000 000 000 000 0.00 0.00 0.00 0.00 0.00 0.00
neodj 2 5899 1.0
jedit4.3 3 439 25 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.0 000 0.00 0.00 0.00 0.00
ceylon 4 1610 4.2 0.00 0.00 0.00 0.0 000 000 000 0.00 000 0.00 000 0.00 000 0.00 0.00 0.00 0.00 0.00 0.00
antrl 5 479 44 0.00 0.01 0.00 0.00 -0.01 0.00 0.00 0.01 001 0.0 000 0.00 0.00 -0.01 0.00 0071 -0.04  0.01 -0.11
junit 6 731 4.8 0.00 -0.03 0.00 -0.01 0.00 0.00 0.00 0.00 0.01 000 -0.01 -0.02 [[0:09 0.00 -0.05 -0.09 -0.04 [ -0.24
titan 7 1468 6.5 0.00 000 000 0.00 0.00 0.00  0.00 0.00 0.00  0.00 0.00  0.00 0.00 0.00 0.00 0.00  0.00
hazelcast 8 3412 11.0 001 0.0 -0.02 001 -0.01 0.00 0.00 -0.02 -0.01  0.00 -0.03 -0.03 -0.02 -0.01 0.02 009 0.18
elasticsearch | 9 5908 11.5 000 -0.02 001 0.00 000 000 0.00 0.01  0.00 -0.02 0.00 -0.01 0.06 -0.01 -0.02
mapdb 10 331 121 001 0.0 0.00 001 000 000 001 001 0.0 0.01 -0.01 0.02 0.01 -0.02 -0.11 0.01 001
ivy2.0 11 294 12.6 0.00 -0.04 0.00 0.00 0.00 0.00 0.00 -0.01 0.00  0.00 0.02  0.00 0.01 0.01 0.02 0.00
oryx 12 533 13.9 0.00 000 000 000 000 000 000 000 0.00 0.00 0.00 0.00 0.00  0.00 0.00 0.00 0.00 0.00
pdeui 13 1491 14.0 000 -0.01 0.00 -0.0L 0.00 000 000 -0.01 -0.01 -0.01 -0.01  0.00 -0.02 0.0 0.00 0.00 0.02
myly 14 1405 14.9 -0.01 -0.01 000 000 -0.01 -0.02 0.00 -0.01 -0.01 0.01 -0.02 -0.01 0.00 0.00 -0.02
orientdb 15 1847 15.2 0.00 0.00 0.0 0.00 0.00 0.00 0.00 -0.01  0.00 -0.01 -0.01 0.00 -0.02 0.00 -0.03
broadleaf 16 1593 183 0.00 0.00 000 001 0.00 -0.02 -0.01 001 0.02 -0.01 -0.01 0.00 -0.05 -0.07
mcMMO 17 301 189 0.01 0.05 1005 0.01 007 0.06 0.02 -0.04 -0.01 -0.18
Eclipse JOT | 18 997 20,7 | -0.01  0.01 0.00  0.00 0.00 -0.01 0.06 0.06 0.03 0.03
camell.6 19 795 214 0.00 0.00 -0.01 001 000 001 -0.02 0.00 0.01 -0.03 -0.03 0.00 -0.04 -0.06 -0.09 0.08 0.14
netty 20 1143 23,7| 0.00 0.00 0.00 0.00 -0.01 -0.01 0.00 -0.02  0.00 0.00 0.00 -0.01 0.02 [10.06 -0.02 0.01
ant1.7 21 681 24,2| 0.01 0.00 0.00 000 000 001 -0.02 -0.01 -0.01 -0.02 -0.01  0.00 0.00 -0.02 0.00
velocityl.6 | 22 188 351 0.00 0.00 0.00 0.00 0.00 0.00 0.00 000 -0.03 01 0.00 -0.04 -0.03 0.01 0.00 0.08
synapsel.2 | 23 228 368 |-0.01 -0.01 -0.02 -0.01  0.00 -0.01 -0.01  0.00 -0.02 000 0.0 -0.05 -0.01 -0.01 -0.01 0.04 -0.02
equinox 24 319 395| 0.00 0.00 0.00 0.0 0.00 0.00 0.0 0.00 0.00 0.00 0.00 0.00 0.00 0.00  0.00 0.00 0.00
lucene2.4 25 320 60,3 | 0.02 0.00 -0.01 000 -0.02 001 0.00 -0.04 0.0 001 0.00 -0.13 -0.02 0.00  0.00 0.00 0.02
poi3.0 26 414 66,7| 0.01 0.01 0.00 0.00 0.0 0.02 2 0.00 0.00 001 001 002 -0.01 0.01 0.00  0.00 0.00
xerces2.0 27 342 | 88,6 |10:251170:28 039 022 016 024 018 040 024 028 016 012 028 012 0.09 012 0.14 -0.16 -0.10. -0.01
log4j1.2 28 191 916
xalan2.7 29 848 | 987 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Table 12.2: Change

in Weighted Average F-measure

values for the cross

project validation
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MPC  SFP-SCU  SFP MPC  SFP-SCU  SFP
MPC 0.09 0.29 NLM 0.48 0.10 0.35
SFP-SCU 0.23 TNPM 0.18 0.01 0.16
SFP 0.29 0.23 NG 0.14 0.01 0.13
CLOC 0.40 0.17 0.45 NLG 0.32 0.05 0.23
NOD 0.02 0.03 0.01 TNLA 0.11 0.11 0.35
TNPA 0.04 0.04 0.17 NOA 0.02 -0.01 0.02
NLPM 0.43 0.04 0.27 TNM 0.18 0.06 0.19
TNLPA 0.02 0.05 0.25 TCD 0.07 0.03 0.07
NLPA 0.01 0.05 0.24 AD 0.10 0.04 0.11
TNOS 0.41 0.14 0.44 PUA 0.23 0.00 0.14
TLLOC 0.47 0.15 0.51 LDC 0.22 0.04 0.26
LLOC 0.48 0.15 0.52 NL 0.23 0.09 0.27
CLC 0.01 0.00 0.03 CBO 0.25 0.07 0.31
WMC 0.44 0.14 0.42 NS 0.09 0.01 0.07
CCL 0.17 0.06 0.24 NOP 0.03 -0.01 0.02
CcC 0.02 0.00 0.04 CLLC 0.02 0.00 0.04
TNA 0.08 0.07 0.21 LOC 0.49 0.17 0.55
NOC 0.02 0.01 0.00 DIT -0.01 -0.01 0.01
PDA 0.38 0.05 0.24 NPM 0.19 0.01 0.15
TLOC 0.48 0.17 0.55 TNLM 0.45 0.11 0.35
CCO 0.13 0.07 0.19 NOI 0.33 0.07 0.35
TNS 0.10 0.02 0.10 LCOMS5 0.18 0.01 0.07
NA 0.07 0.07 0.20 TNLPM 0.41 0.04 0.28
NLA 0.10 0.11 0.34 NM 0.21 0.05 0.19
DLOC 0.40 0.15 0.31 CD 0.07 0.03 0.07
NPA 0.03 0.04 0.16 NOS 0.42 0.14 0.44
NII 0.23 0.10 0.11 TNLG 0.30 0.06 0.23
NLS 0.18 0.03 0.11 CBOI 0.17 0.06 0.09
LLDC 0.22 0.04 0.27 RFC 0.45 0.10 0.40
TNLS 0.18 0.03 0.12 TNG 0.13 0.03 0.14
CI 0.15 0.05 0.21 NLE 0.24 0.08 0.26
TCLOC 0.40 0.17 0.45 bugs 0.12 0.04 0.18

Table 12.3: Correlation between the metrics, only containing the columns that are
relevant for the PO metrics
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Figure 12.1: Variability of the principal components
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0 1 2 3 4 5 6 7 8 9 10 11 12 ‘ 13 ‘ 14 15 16 17
MPC 0.12 | 0.04 | -0.04 | -0.07 | 0.03 | -0.02 | -0.07 | -0.06 0| 0.16 | 0.04 | 0.12| 0.03 0]-0.09 | -0.09 | 0.53 | -0.13
SFP-SCU | 0.03 | 0.03 | 0.03 | -0.03 | -0.02 | -0.01 | -0.02 | -0.03 | 0.08 | 0.01 | 0.12 | 0.29 0.1{-0.18 | -0.21 | 0.11
SFP 0.12 | 0.07 | 0.08 | -0.03 0| -0.01 0-0.11| 0.14| 0.04 | 0.08 | 0.16 | 0.09 | 0.24 0.2 0.06 | 0.14 | -0.26 | -0.
NII 0.08 | -0.01 | -0.03 | -0.14 | 0.07 0-0.21| 0.33 | 0.08 00.03] 0.05]-0.01] 0.13 -0.55| 0.05 |-0.03 | 0.02 |-
TNLG 0.14 | -0.09 | -0.08 | -0.11 | 0.14 | 0.09 | 0.07 | 0.01 | -0.07 | -0.02 | 0.07 | -0.03 | 0.51 | -0.09 ‘ 0.06 | -0.06 | -0.17 | 0.03

Table 12.4: Factor loadings of the first 20 factors only showing the significant values

using PCA analysis, we concluded that PO metrics contributed notably to the variance
of the dataset.

12.4 Future work

The results are based on only one learning algorithm. Further studies with other
classifiers are needed for the full picture. It is possible that for different learning
algorithms, such as Random Forest or KNN; the extended dataset would yield different
results.

The bug prediction database we used is widely known and accepted, however, it is
relatively old and does not have a system newer than Java 8. Although we discarded
projects that did not have a sufficient number of classes, there were still some systems
in which the bug ratio was too low or too high to build a usable model. For real
applications, a bug rate above 90% is unlikely. Our results also confirmed the idea
that these systems are not effective for bug prediction. Additional databases should be
tested for comparison.

The calculation of the PO metrics is currently only implemented for one program-
ming language, Java. In order to fully evaluate their usefulness, it is necessary to adapt
them to other languages as well, e.g. C ++, JavaScript. However, in addition to the
implementation tasks, building a bug database for these languages would also be a
challenge.

12.5 Conclusion

In this research, three Primitive Obsession metrics were investigated in more detail:
the Method Parameter Clones (M PC'), the Static Final Primitives (SFP), and the
Static Final Primitive - Switch Case Usage (SFP — SCU) metric. We examined the
usefulness of these new metrics by integrating them into an existing bug prediction
dataset and checking how they change the bug prediction ability of the dataset. RQ1
showed that adding them to the entire dataset did not result in an improvement,
however, in case of cross project bug prediction they significantly contributed to the
improvement of multiple prediction models. Even though they also caused a decrease
in the predictive ability of some models, the number of improvements is larger than
the number of declines by an extent of 25. That is, the PO metrics bring improvement
in 28,5% of the cases, while the amount of deterioration is 23%. For the Xerces 2.0
system, the improvement was remarkably high on systems that have a low bug count.
Adding PO metrics brings improvement in 90% of cases and a decrease in only 7% of
cases.

With RQ3 we found that the PO metrics indeed contribute to the variance of the
dataset. They did not correlate with the previous source code metrics. It can be seen
that PO metrics are a new, useful approach for describing and measuring the source
code.
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Summary of Part 111

In the previous chapters, I presented and studied possible methods for the automatic
detection of Primitive Obsession. This code smell represents the overuse of primitive
data types. This may seem like a clear definition, but it is not sufficient for automatic
detection. For this reason, in the initial stages of our research, we proposed various
definitions to try to capture the characteristics of Primitive Obsession-infested source
code.

I defined a metric called Method Parameter Clones (MPC) to detect the repetitive
parameter type-name pairs of the methods of a class. This is useful because if related
data is not encapsulated in a structure or a class, they tend to appear together in
the parameter list of the methods that use them. With the Static Final Primitive
Usage (SFP) metric, I aimed to detect a typical Primitive Obsession manifestation,
type codes. Type codes are when the type-dependent behavior of a class is modeled by
constants stored in primitive data types. The metrics count the usage of possible type
code values for a class. A specialization of SFP is the Static Final Primitives - Switch
Case Usage (SFP-SCU) metric, which specifically examines the occurrence of type
codes in switch-case statements. I implemented these metrics along with additional
PO metrics defined by my co-researcher in the OSA [5] static analyzer framework for
Java. We analyzed three Java systems and an example project for Primitive Obsession.
We manually validated the results. The results showed that the metrics I defined are
suitable for detecting type codes and method signatures that indicate code that is
overloaded with primitive types. Based on the manual inspection, we did not find any
type codes in the systems that the SFP-SCU metric missed.

In a subsequent study, I further investigated the usability of the metrics with the
help of an existing bug prediction database [37]. In addition to MPC and SFP-SCU,
this research also includes the general SFP metric. I integrated these into the database,
then compared the F-measure values of the J48 algorithm with the original, unmodified
results. The numbers showed stagnation or a slight decrease. Although the PO metrics
do not improve the overall prediction ability of the original dataset, the cross-project
validation showed a different picture. We trained a model on each project and evaluated
it on every other project. That is, a total of 29 trainings were done, and all models were
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evaluated on 28 systems. Although this did not yield an F-measure improvement for
all systems, in the case of multiple systems, the extended models delivered significant
improvements over the original models. To conclude, PO metrics can contribute to
improving bug prediction, but the selection of the appropriate training systems requires
further research. A correlation test and a PCA analysis between the metrics of the
original dataset and the PO metrics were also performed. The correlation test showed
no significant linear relation, and the PCA showed that the PO metrics contribute to
the variance of the data set.

In this thesis point, we introduced several new Primitive Obsession metrics. We
proved that they are a new, useful approach for describing and measuring the source
code and they are capable of improving the bug prediction ability.
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“However insignificant we may be. We will fight!
We will sacrifice! And we will find a way! That’s
what humans do!”

— Commander Shepard (Mass Effect)

Conclusions

In this thesis, three main topics were discussed. All three topics are related to static
source code analysis and quality assurance. The first is in connection with symbolic
execution, the second topic is about Java static call graphs, and the third introduces
Primitive Obsession detection techniques.

In the case of symbolic execution, we enhanced an existing Java symbolic execu-
tion engine with heuristical solutions. We targeted two important areas with these
heuristics. One is related to the handling of static initialization blocks, the other
is the introduction of a simplified constraint solver. We provided a lightweight but
well-functioning solution to both problems, eliminating countless false-positive error
messages. We did not increase the resource requirements of the engine, but we did
increase its accuracy. By pruning unnecessary execution branches, we have made it
possible to discover new, true positive warnings as well. The solutions have been tested
on more than two hundred Java systems and became a persistent part of the symbolic
executive engine.

In the second part of the thesis, we analyzed static call graph generator tools for
Java. Our goal was to make an in-depth, qualitative and quantitative comparison
using the most important open-source static analyzer tools that can also be used for
call graph creation. As a first step in the comparison, we developed a heuristical call
graph matching algorithm. This was necessary because the tools often indicated the
same methods differently. For example, the names of the constructors and initialization
blocks were not uniform, not to mention the methods of the anonymous classes and
the lambda functions. Once the namings were standardized, it became possible to
explore the actual differences between the graphs. Our studies revealed significant
differences between the graphs. The discrepancies come from three main sources: the
handling of Java language elements (e.g., initializer blocks, lambdas), the processing
differences (such as the handling of library methods), and the algorithmic differences
(like the handling of polymorphism). These are the main factors that can significantly
determine the generated call graphs. This thorough comparison can help developers
find the appropriate call-graph creator algorithm for their purpose.

Finally, the last part of the thesis deals with Primitive Obsession. We examined
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the characteristic of this code smell and based on them we defined several class-level
metrics. The metrics cover properties such as repetitive method parameter lists and
type code usage. We implemented the metrics in a Java static source code analyzer
and tested them on a small sample code and on three real-sized systems. The reported
classes and methods were examined manually. We then integrated the metrics into a
bug prediction database and examined the changes on the J48 algorithm. In certain
cases, the metrics were capable of improving the bug prediction ability. The PCA
analysis showed that they contribute to the variance of the dataset. We concluded
that the introduced class-level Primitive Obsession metrics are a new, useful approach
for describing and measuring the source code.

Future Work

Naturally, the results achieved in this thesis can be extended and further developed.
Some of the improvements are already underway, while the rest are planned for the
near future.

We intend to continue our research on RTEHunter in the coming period of time.
In addition to adapting the engine to the latest Java version, we also want to revise
the results for false-positive warnings. We want to examine whether it is possible to
refine the engine with additional heuristical solutions. The information gained from
researching call graphs can also help to push this research forward. The accuracy
of symbolic execution depends on how method calls are resolved. The call graph
comparison shed light on the factors that we want to examine in RTEHunter.

In the case of the call graph-related research, the comparison of static call graphs
with dynamic call graphs is already in progress. With this comparison, our goal is to
determine the extent to which the call graphs generated by static analyzers cover the
dynamic call graphs generated by test suite execution. We want to answer whether
dynamic call graph generation can be replaced by a combination of static tools and the
inaccuracies of this replacement. Due to the limited code coverage of the tests, dynamic
call graphs do not include all edges either. Therefore, it is important to consider what
is contained only in graphs generated by static analysis.

Primitive Obsession metrics can also be improved. It would be interesting to exam-
ine how useful developers find the warnings provided by these metrics integrated into a
development environment. In addition to examining the user experience, we also plan
to carry out further studies based on the results of bug prediction research. We need
to look more closely at what caused the large improvements or deteriorations. It may
also be interesting to perform tests with a smaller set of metrics. This would mean that
in addition to Primitive Obsession metrics, fewer conventional metrics would be used
in the bug prediction. This would allow us to examine the extent to which Primitive
Obsession metrics can replace a more difficult-to-calculate, traditional metric. Another
interesting research would be to apply our Primitive Obsession metrics to a language
other than Java.

Epilogue

I have spent the last few years of my life researching source code quality assurance.
This helped me to see my own development work from a different perspective. I pay
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attention to always producing maintainable code and I try to pass this on to my

students as well.

Of the three topics, research on Primitive Obsession came closest to my heart. It
was fantastic to explore an area not yet studied before us. Like when an adventurer
enters an uncharted land. It was a wonderful feeling to discover new things and I want
to continue doing so in the future as a researcher.
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Summary in English

Static analysis is a crucial part of software development. Not only does it help to de-
tect errors in an early stage, but it also supports maintaining proper code quality. The
thesis focuses on three main topics that emphasize the importance of static analysis.
In the first part, we present two heuristical methods in order to improve the Java
symbolic execution engine called RT'EHunter. The second part presents a more cru-
cial domain, the in-depth analysis of static call graph creation tools, while the third
part discusses the detection of the Primitive Obsession code smell. The resulting state-
ments are grouped into three major thesis points. The relation between the underlying
supporting publications and the thesis points is presented in Table A.1.

I. Heuristical Improvements of a Symbolic Execution Engine

The contributions of this thesis point — related to symbolic execution — are dis-
cussed in Chapters 2 - 5. We conducted research with a Java symbolic execution
tool called RTEHunter.

1. Improving Static Initialization Block Handling in Java Symbolic Execution
Engine The handling of the static initialization blocks in Java is hard to simulate
in the synthetic environment of symbolic execution. We can think of these blocks
as functions called automatically during the loading of the class. For a static
analyzer tool like RTEHunter that does not actually execute the Java bytecode,
it is difficult to handle the Java classloading mechanism. Because of this, static
initialization blocks were completely neglected during execution leading to plenty
of false-positive error messages, especially NullPointerExceptions (NPE). We
came up with a filtering mechanism that fits well with RTEHunter’s method-by-
method-based implementation. When an NPE arose, we - instead of mimicking
the behavior of the Java ClassLoader - simply checked if the variable associated
with this warning was initialized in the static initializer blocks of its class. If the
answer was positive the warning was treated as a false-positive. This approach
was tested on 209 various-sized Java systems. Originally there were 3,369 NPE
warnings on these systems. The manual verification showed that not only did
we eliminate 242 erroneous NPE warnings, but also discovered 7 true positive
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runtime issues, which is about a 7% improvement.

2. Applying Heuristics to Improve our Java Symbolic Execution Engine. The ba-
sic idea of symbolic execution is that the program is executed on symbolic values
instead of concrete ones. If a conditional statement is reached during execution
both the true and false execution paths will be discovered. From these conditional
statements, constraints can be derived to bind the values of symbolic variables.
Theoretically, every possible execution path will be explored. However, based on
the conditions associated with the symbolic variables, there will be paths that
can be pruned as their conditions are infeasible. The logical expression that can
be built from the constraints associated with symbolic variables is called the path
condition. The path condition is a key part of symbolic execution, however, its
maintenance and feasibility check can be extremely resource-intensive. They con-
sume a big portion of the overall runtime causing symbolic engines to scale poorly
on bigger systems. In this research, we applied a heuristical constraint handling
mechanism called the null constraint solver. This solver tracks whether the value
of a symbolic Java reference is null throughout its lifetime. This approach did
not notably alter the computational time requirements of RTEHunter as no com-
plicated feasibility check is needed. To see the improvement, we executed both
the original, constraint solverless and the improved versions of RTTEHunter on
209 Java systems. Our conclusion is that not only did we eliminate 16 serious
false-positive warnings (out of 3,102), but also discovered 7 true positive runtime
issues.

In this thesis point, my goal was to develop methods to increase the accuracy of
the indicated errors without further increasing the resource requirements of the
already computationally intensive process. Analyses performed on more than two
hundred systems have confirmed that this aim was successfully achieved.

The Author’s Contributions

The author worked on the theoretical development of the two heuristic solutions:
the handling of the static initialization blocks and the null constraint solver.
She performed the literature review in the field of symbolic execution to review
the currently available technologies and methodologies. Following the conceptual
design, the author implemented the heuristics in the RTEHunter system. She per-
formed the necessary tests on smaller sample codes and then gathered more than
200 Java systems to analyze the impact of the enhancements. She has performed
the analyses on the collected projects and completed the manual validation in
both cases. The publications related to this thesis point are:

¢ Edit Peng6 and Istvan Siket. Improving Static Initialization Block Han-
dling in Java Symbolic Execution Engine. In Computational Science and
Its Applications — ICCSA 2017: 17th International Conference, Proceedings,
Part V, pages 561-574. Springer, 2017.

¢ Edit Peng6. Applying Heuristics to Improve our Java Symbolic Execution
Engine — ICAI 2017. In Proceedings of the 10th International Conference on
Applied Informatics — ICAT 2017, pages 245-253. Eszterhazi Karoly Catholic
University, 2017.
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II. Comparison of Static Call Graph Builder Tools

The second thesis point - related to the examination of Java static call graphs
- is discussed in Chapters 6 - 9. We selected six open-source static analyzers
(SOOT [5], Spoon [78], OSA [5], WALA [6], JCG [43], and Soot [85]) to compare
their call graphs.

1. A Preparation Guide for Java Call Graph Comparison. Finding a Match for
Your Methods.

The way to compare the capabilities of call graph builder tools is by compar-
ing their generated call graphs. Methods developed for general-purpose graphs
cannot be directly applied to call graphs, especially if they were produced by
different analyzer tools. Even if the structure of two call graphs is isomorphic,
they can be considered completely different because of the labeling of the nodes.
Therefore, we had to make the call graphs comparable by finding a mapping
between their nodes. A heuristical algorithm was developed for this in multiple
steps. The basis of the pairing is the methods’ fully qualified name. It was refined
by the so-called anonymous transformation. Anonymous source code elements
have a non-standardized name, meaning that static analyzers can name the same
code element differently. Anonymous transformation simply means that we re-
place the non-standardized part of their name with a constant string, and then a
name-based pairing is performed. If a class has multiple anonymous classes, this
approach causes a loss in the accuracy of the pairing. Our next step was a line
information-based pairing. In addition to the method names, we also used their
position in the source code for pairing. Unfortunately, line numbering is not as
consistent among static analyzers as it could be expected, therefore, the usage
of line information was restricted only for anonymous and generic source code
elements, whilst, for traditional methods, the name-wise pairing was used. Lastly,
we introduced a method to handle Java’s generic elements. The problem is that
if a generic method is instantiated with different types, tool A might represent it
with multiple nodes, while tool B may represent it with only one node. We solved
this problem by collecting all possible pairings. Combining the line information
usage and the generic element handling the pairing has improved by 2-3 percent
for some tools. This is a considerable enhancement, however, a significant num-
ber of nodes remained unmatched. We manually investigated the root causes of
this. Our in-depth examination revealed that most of the unmatchings cannot be
resolved. These are due to the differences in the operation of the tools.

2. Systematic Comparison of Siz Open-source Java Call Graph Construction
Tools.

After developing the pairing mechanism, we performed an in-depth analysis of
the remaining differences. With this comparison, our aim was to help to take
the appropriate considerations into account when developing a call graph-based
algorithm. The reliability of the call graph can influence the results of subsequent
processes. We challenged the six tools on an example code containing the lan-
guage features of Java 8 and on multiple real-life open-source Java systems and
performed a quantitative and qualitative assessment of the resulting graphs. We
identified six sources for the differences: the handling of initializer methods, poly-
morphism, Java 8 language elements (such as lambdas), dynamic method calls,
generic source code elements, and anonymous source code elements. The differ-
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ent treatment of these features can cause significant differences in the generated
graphs.

Although the pairing algorithm does not pair all possible nodes because of the
lack of line information, the differences are not primarily due to that. Knowing
this, we removed those parts from the graphs that are due to known differences.
We examined the results of multiple filtering attempts. Finally, we decided to keep
only those methods in the graphs that were found by every tool. All other methods
and their associated edges were filtered, but still significant differences remained
between the graphs. Their manual examination revealed previously undiscovered
factors such as errors or features of bytecode-based parsers. We proved that the
outputs of the call graph builder tools would not be the same even by eliminating
the known differences.

In this research, we implemented a call graph pairing algorithm. With its help, we
revealed the extent and the causes of the differences between the call graphs. This
comparative study can help developers find the appropriate call-graph creator
algorithm for their purpose.

The Author’s Contributions

The author participated in the selection of the call graph creator tools. She found
a total of four that met the selection criteria: OSA, WALA, SPOON, and JDT.
She tested these tools and implemented call graph exporters for them. The author
worked on the theoretical development of the call graph comparison algorithm.
She provided the ideas for the anonymous transformation, the line information-
based pairing, and the handling of generic elements. She performed the literature
review in the field of graph comparison to review the currently available tech-
nologies and methodologies. The author participated in analyzing and validating
the results of the implemented call graph comparison tool. She also took part
in the comparative study that followed. She updated the four call graph creator
tools, if it was necessary and analyzed the selected Java systems with them. She
helped to extend the sample code that included the Java 8 features. She also
aided in interpreting the results and manually examining the differences in the
graphs. She participated in forming the research questions and in the theoretical
development of the steps for filtering the known differences of the graphs. The
publications related to this thesis points are:

¢ Edit Pengd, Zoltan Sigodi and Ervin Kébor. Who Are You not gonna
Call? A Definitive Comparison of Java Static Call Graph Creator Tools. In
The 11th Conference of PhD Students in Computer Science: Volume of short
papers — CSCS 2018, pages 68-71. University of Szeged, 2018.

¢ Zoltan Sigodi and Edit Peng6. A Preparation Guide for Java Call Graph
Comparison. Finding a Match for Your Methods. Published in Acta Cyber-
netica, Volume 24, No 1, Pages 131-155. 2019.

¢ Judit Jasz, Istvan Siket, Edit Peng6, Zoltan Sagodi and Rudolf Ferenc.
Systematic Comparison of Six Open-source Java Call Graph Construction

Tools. In Proceedings of the 14th International Conference on Software
Technologies — ICSOFT 2019, pages 117-128. SciTePress, 2019.
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III. Development and Evaluation of Primitive Obsession Metrics

The third thesis point deals with the hitherto less studied code smell, Primitive
Obsession. It is discussed in Chapters 10 - 13.

1. Grasping Primitive Enthusiasm - Approaching Primitive Obsession in Steps.
In our preliminary study, we defined a metric called Primitive Enthusiasm (PE)
that helps detect the overuse of primitive types in method parameters. In this
work, we introduced additional metrics to describe more aspects of Primitive
Obsession. Type code usage is detected by Static Final Primitives (SFP) and
Static Final Primitives - Switch Case Usage (SFP-SCU). The Method Param-
eter Clones (MPC) metric highlights those method parameters that could be
extracted to a value object. The original PE metric was also further refined, with
the introduction of two other metrics: Global Primitive Enthusiasm (GPE) and
Hot Primitive Enthusiasm (HPE). 1 examined how the results of the MPC and
SFP-SCU metrics relate to the results of the PE variants. The metrics were im-
plemented in the OpenStaticAnalyzer (OSA) [5] toolchain for Java and evaluated
on three real-sized Java projects. We experimented with two method exclusion
strategies to get more precise results. This investigation resulted in skipping ev-
ery method with just one parameter. The reported warnings were sampled and
manually investigated. The MPC metric captured repetitive method parameter
lists thus Primitive Obsession-infected classes. As the PE variants report a high
number of methods and classes, MPC can be used to weight these results. The
combination of the PE and MPC metrics can be useful to prevent the appear-
ance and spread of Primitive Obsession. The SFP-SCU metric detected multiple
type code usages in the projects. The findings showed that the new metrics can
highlight many smelly and hardly readable code segments.

2. Examining the Bug Prediction Capabilities of Primitive Obsession Metrics.

We integrated the three class-level Primitive Obsession metrics (the MPC; the
SEP , and the SFP-SCU metrics) into an existing bug prediction database [37]
and examined the effects. First, we evaluated the original and the extended bug
datasets with the J48 algorithm and studied the F-measure! changes. The num-
bers showed stagnation or a slight decrease. We concluded that adding the PO
metrics to the original dataset does not improve the overall prediction ability.
The cross-project validation showed a different picture. We trained a model on
each project and evaluated it on every other project. A total of 29 projects were
used, so each model was evaluated on 28 systems. Each training was performed
on the original dataset and on the extended dataset as well, and the differences in
the results were examined. Out of the 841 cases, the F-measure is reduced in 194
cases and improved in 240 cases. Overall, the addition of PO metrics brings more
improvement than deterioration in the case of cross-project validation, but it is
important to choose the right system to build the model on. We also calculated
the Pearson correlation matrix of the metrics and used Principal Component
Analysis (PCA) [89] to show the dimensionality of the PO metrics. The corre-
lation showed no significant linear relation neither within the PO metrics, nor
between the PO metrics and the other metrics. The PCA calculation revealed
that to cover 99% of the variance in the dataset, 33 principal components are
required, which is more than half of the original attributes. Even 95% requires 20

IF-measure is the harmonic mean of precision and recall.
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factors. We calculated the factor loadings ? for these 20 components as well. The
results showed that the PO metrics contribute significantly to three of them.

In this thesis point, we introduced several new Primitive Obsession metrics. We
proved that they are a new, useful approach for describing and measuring the
source code and they are capable of improving the bug prediction ability.

The Author’s Contributions

The author participated in the selection of the analyzed systems and the evalu-
ation of the original Primitive Enthusiasm metric. She performed the literature
review in the field of code smells and Primitive Obsession. She designed the MPC),
the SFP, and the SFP-SCU metrics. She re-implemented the Primitive Enthu-
siasm calculation and implemented the other five metrics’ calculations for the
extended research coming after the short paper. She experimented with method
elimination techniques and decided to settle with skipping every method with just
one parameter or less. She also participated in the selection of the Java systems
and the assessment of the results. She examined the overlaps in the results of the
metrics and investigated their correspondence. Later, the author implemented
the Weka-based application for the bug dataset-related research. She executed
the OSA static analyzer on 58 systems and integrated the results into the dataset.
An evaluation program was created by the author to compare the results of the
original and the expanded data set. It was entirely her job to formulate the RQs
and to evaluate and interpret the results. The publications related to this thesis
point are:

¢ Péter Gal and Edit Peng6. Primitive Enthusiasm: A Road to Primitive
Obsession. In The 11th Conference of PhD Students in Computer Science:
Volume of short papers — CSCS 2018, pages 134-137. University of Szeged,
2018.

¢ Edit Peng6 and Péter Gal. Grasping Primitive Enthusiasm - Approach-
ing Primitive Obsession in Steps. In Proceedings of the 13th Interna-
tional Conference on Software Technologies — ICSOFT 2018, pages 389-396.
SciTePress, 2018.

¢ Edit Peng6. Examining the Bug Prediction Capabilities of Primitive Ob-
session Metrics. In Computational Science and Its Applications — ICCSA
2021: 21st International Conference, Proceedings, Part VII, pages 185-200.
Springer, 2021.

Table A.1 summarizes the main publications and how they relate to the thesis points.

Ne [118] [119] [116] [115] [113] [112] [114] [117]

I. . .

E * * *

ﬁ . * *

Table A.1: Thesis contributions and supporting publications

2 A loading represents how much each original attribute contributes to the corresponding principal
component.
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A statikus forraskéd elemzés donto szerepet jatszik a szoftverfejlesztésben. Nem-
csak a hibak korai felismerését segiti, hanem a megfelel6 kodminoség fenntartasat is
tamogatja. A disszertacié harom f6 témara Osszpontosit, amelyek kozos pontja, hogy
mindegyik hangsilyozza a statikus elemzés fontossagat. Az els6 részben két heuriszti-
kus médszert mutat be az RTEHunter nevii Java szimbolikus végrehajté motoron. A
masodik rész a statikus hivasi graf-létrehozé eszkézok mélyrehatod dsszehasonlitasaval
foglalkozik, mig a harmadik rész a Primitive Obsession gyanis kod (code smell) felisme-
rését targyalja. Az elért eredményeket harom f6 tézispontba soroltam. A publikdciok
és a tézispontok kozotti kapcsolatot a A.1. tablazat szemlélteti.

I. Egy szimbolikus végrehajté motor miikodésének javitasa heurisztikus
modszerekkel

Ez, a szimbolikus végrehajtassal kapcsolatos tézispont a 2 - 5. fejezetekben van
targyalva. Az RTEHunter nevii, Java szimbolikus végrehajto eszkozzel végeztiink
kutatasokat.

1. A statikus inicializdlo blokkok kezelésének javitdsa eqy Java szimbolikus végre-
hajto motorban

A Java statikus inicializal6 blokkjainak kezelését nehéz szimuldlni a szimboli-
kus végrehajtas szintetikus kornyezetében. Tekinthetiink ezekre a blokkokra gy,
mint olyan metodusokra, amelyeket automatikusan hivunk az osztaly betolté-
se soran. Egy olyan statikus elemz6 eszkdzben, mint az RTEHunter, amely
valéjaban nem hajtja végre a Java byte-kodot, nehéz pontosan kezelni a Java
osztalybetoltési mechanizmust. Emiatt korabban nem is kezelte a statikus inicia-
lizalé blokkokat, ami rengeteg fals pozitiv hibatizenetet eredményezett, kiilonosen
NullPointerExceptions (NPE) hibatizeneteket. Olyan filterezési mechanizmust
dolgoztunk ki, amely jél illeszkedik az RTEHunter metédusonként torténd szim-
bolikus végrehajtasahoz. Ahelyett, hogy utanoznank a Java ClassLoader visel-
kedését, egyszeriien ellendrizziik egy NPE megjelenésekor, hogy a hozza tarsitott
valtozé inicializalva lett-e osztalyahoz tartozo statikus inicializalé blokkok egyi-
kében. Amennyiben igen, az NPE-t fals pozitivként kezeljiik. Ezt a megoldast
209 kiillonb6zo méretit Java rendszeren teszteltiik. Eredetileg 3369 NPE hiba-
jelzés volt ezeken a rendszereken, ezek koziil 242-t sikeriilt eliminalnunk, mint
fals pozitiv. A kézi ellenérzés azt mutatta, hogy emellett 7 valodi problémat is
felfedeztiink, ami koriilbeliil 7%-os javulast jelent.

2. Heurtisztikus javitas eqy Java szimbolikus végrehajté motoron

A szimbolikus végrehajtas alapja, hogy konkrét értékek helyett a programot szim-
bolikus értékeken hajtjuk végre. Ha a végrehajtas soran feltételes utasitashoz
értiink, akkor mind az igaz, mind a hamis végrehajtasi itvonal végre lesz hajtva.
A feltételes allitasok alapjan korlatozhatoak a szimbolikus valtozok értékei. El-
méletileg minden lehetséges végrehajtasi it be lesz jarva, a szimbolikus valtozok
feltételei alapjan azonban lesznek olyan utak, amelyeket le lehet metszeni, mivel
feltételeik kielégithetetlenek. A logikai kifejezést, amelyet a szimbolikus valtozok-
hoz kapcsolddd korlatozasokbdl fel lehet épiteni, in. utvonalfeltételnek nevezziik.
Az ttvonalfeltétel a szimbolikus végrehajtas kulcsfontossdgu része, azonban kar-
bantartasa és kielégithet6ségének ellenorzése rendkiviil eréforrasigényes feladat.
A futési id6 nagy részét ez teszi ki, ami miatt a szimbolikus végrehajtok rosszul
skalazodhatnak nagyobb rendszereken. Ebben a kutatasban heurisztikus feltétel
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ellenérz6 mechanizmust alkalmaztunk, amelyet null feltétel ellenérzének neve-
zink. Ez az ellen6rzo csak azt koveti nyomon, hogy a szimbolikus Java referen-
ciak értéke null-e. Ez a megoldas nem valtoztatta meg az RTEHunter szamitasi
idoigényét, mivel nincs sziikség bonyolult kielégithetdségi ellenérzésre. 209 Ja-
va rendszeren teszteltilk a megoldast. A 3102 NPE-bdl 16 silyos fals pozitiv
figyelmeztetést elimindltunk és 7 valds problémat is sikeriilt detektalni.

Ebben a tézispontban olyan moédszereket dolgoztunk ki az RTHunter szaméra,
amelyek anélkiil névelték annak pontossagat, hogy tovabb névelnék a szamités-
igényes szimbolikus végrehajtasi folyamat eréforrasigényét. A tobb, mint kétszaz
rendszeren végzett elemzések megerositették, hogy ezt a célt sikeresen teljesitet-
tiik.

A szerzé hozzdjdruldsa

A szerzo elvégezte a két heurisztika elméleti kidolgozasat. Irodalmi attekintést
végzett a szimbolikus végrehajtas tertiletén, Osszegytijtotte a jelenleg rendelke-
zésre allo technologidkat és modszertanokat. Leimplementalta a heurisztikakat
az RTEHunter rendszerben. Elvégezte a sziikséges teszteket kisebb példakdodo-
kon, majd tobb mint 200 Java rendszeren is megvizsgalta a modositasok hatasat.
Mindkét heurisztika esetében manualisan validdlta az eredményeket. Az érteke-
zéshez kapcsolodo publikaciok:

¢ Edit Peng6 and Istvan Siket. Improving Static Initialization Block Hand-
ling in Java Symbolic Execution Engine. In Computational Science and Its
Applications — ICCSA 2017: 17th International Conference, Proceedings,
Part V, pages 561-574. Springer, 2017.

¢ Edit Peng6. Applying Heuristics to Improve our Java Symbolic Execution
Engine - ICAI 2017. In Proceedings of the 10th International Conference on
Applied Informatics — ICAI 2017, pages 245-253. Eszterhazi Karoly Catholic
University, 2017.

Statikus hivasi graf szamito eszkozok 6sszehasonlitasa

A masodik tézispont, mely a Java statikus hivasgrafok vizsgalatahoz kapcsolodik,
az 6 - 9. fejezetekben van targyalva.

Mivel a hivasi grafok képezik az interproceduralis elemzések alapjat, kivalasz-
tottunk hat nyilt forraskédu statikus elemzét (SOOT [5], Spoon [78], OSA [5],
WALA [6], a JCG [43] és a Soot [85]), hogy Osszehasonlitsuk az dltaluk generalt
hivasi grafokat.

1. Utmutaté Java Hivdsi Grifok Osszehasonlitdsihoz Taldlj Pdrt a Metédusaid-
nak!

A hivasi graf generdld eszkozok az altaluk készitett hivasi grafokon keresztiil ha-
sonlithatéak Ossze. Az altalanos célu grafokhoz kifejlesztett modszereket nem le-
het kozvetleniil alkalmazni a hivasi grafokra, plane, ha azokat kiilonb6zo elemzo
eszkozok allitottak elo. Még ha két hivasi graf felépitése izomorf is, a csomépon-
tok eltéré cimkézése miatt teljesen kiillonbozéek lehetnek. Ezért a hivasi grafok
osszehasonlitasdhoz egy megfeleltetést kell késziteniink a csomoépontjaik kozott.
Egy heurisztikus algoritmust fejlesztettiink ki tobb lépésben. Az egész alapja a
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metodusok nevét, az osztalynevet és a paraméterlistat is tartalmazo teljes elneve-
zésen alapuld parositds. Az els6 1épés az ugynevezett anonymous transzformdcio
volt. Az anonymous forraskéd elemeknek nincs szabvanyositott neviik, ami azt
jelenti, hogy a statikus elemzok ugyanazt a kddelemet masképp nevezhetik el.
Az anonymous transzformacié egyszeriien azt jelenti, hogy a neviik nem szabva-
nyositott részét egy fix karakterlanccal helyettesitjiik, ezutan a teljes név alapjan
parositjuk oket. Ha egy osztalyon beliil tobb anonymous osztaly is van, akkor ez
a megoldés a parositas pontossaganak csokkenését okozza. A kovetkezo 1épésiink
egy sorszdm alapt parositas volt. A metodusok nevei mellett a forraskédban el-
foglalt helytiket is felhasznaltuk a parositashoz. Sajnos a sorszdmozas nem olyan
kovetkezetes a statikus elemzok koérében, mint amire szamitottunk, ezért ezt a
mobdszert csak az anonymous és a generikus forraskéd elemekre korlatoztuk, mig
normdal metédusokndl a név szerinti parositast alkalmaztuk. Végil bevezettiink
egy modszert a Java generikus elemeinek kezelésére. Ha egy generikus metodust
kilonféle tipusokkal példanyositunk, akkor el6fordulhat, hogy az egyik eszkoz
ezt tobb csomoponttal reprezentalja, mig a mésik eszkoz csak egy csomoponttal.
Ezt a problémat az Osszes lehetséges parositas Osszegytjtésével oldottuk meg.
A sorinformaci6 alapu és a generikus elemeket kezel6 heurisztikak kombindlasa-
val 2-3%-kal javult a csomépont parositds. Ez jelentds elorelépés, azonban sok
csomoépont igy is parositatlan maradt. Manualisan megvizsgaltuk az okokat, am
kidertilt, hogy a legtobb eltérés nem kikiiszobolhetd, mivel ezek az eszkozok eltérd
miikodésébol adddnak.

2. Hat nyilt forraskodi Java hivdsi graf készito eszkiz szisztematikus 6sszehason-
litdsa.

A péarositasi algoritmus kidolgozasa utan elvégeztiik a fennmaradoé kilonbségek
elemzését. Fzzel az 6sszehasonlitassal az volt a célunk, hogy felhivjuk a figyelmet
azokra a szempontokra, amelyek alapjan kivalaszthaté a célnak megfeleld hiva-
si graf készité eszkoz. A hivasi grafok megbizhatdsaga ugyanis befolyasolhatja a
kés6bbi elemzési folyamatok pontossagat. Lefuttattuk a hat elemzot egy példako-
don, amely a Java 8 nyelvi jellemzdit stiritette magaba, illetve tobb valés méretii,
nyilt forraskédu Java rendszeren, majd elvégeztiik az eredmények kvantitativ és
kvalitativ elemzését. A kiilonbségek hat forrasat azonositottuk: az inicializalo
moédszerek, a polimorfizmus, a Java 8 nyelvi elemek (példaul lambdék), a dina-
mikus metodus hivasok, illetve a generikus és anonymous forraskod elemek eltéro
kezelése. Ezek jelentos kiillonbségeket okozhatnak a grafokban. Habér a parositasi
algoritmus nem parositja az 0sszes lehetséges csomopontot a sorszam informéciok
hidnyossaga miatt, a kiilonbségek elsdsorban nem ebbdl fakadnak. A kutatas ko-
vetkez6 1épéseként eltavolitottuk a grafokbdl azokat a részeket, amelyek ezekbol
az ismert kilonbségekbol szarmaznak. Tobbféle sziirést is kiprobaltunk, végil
ugy dontottiink, hogy csak azokat a metdédusokat tartjuk meg a grafokban, ame-
lyeket minden elemz6 eszkoz megtalalt. Az 6sszes tobbi metédust és a hozzajuk
tartozo éleket kiszirtiik, de a grafok kozott tovabbra is jelentos kiilonbségek ma-
radtak. A manudlis vizsgalat feltart olyan korabban fel nem fedezett tényezdket,
mint példaul az elemzck hibai. Igazoltuk, hogy a hivasi graf készité eszkozok
kimenetei az ismert kiilonbségek kikiiszobolésével sem lesznek azonosak.

Ebben a tézispontban megvizsgaltuk a hivasi grafok kiilonbségeinek a mértékét
illetve azt is, hogy milyen feldolgozasbeli és a miikodésbeli kiilonbségek okoz-
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zak ezeket a kiilonbségeket. Ez az Osszehasonlitas segitséget nyudjthat a célnak
megfelel6 hivasi graf készité eszkozok kivalasztasaban.

A szerzbé hozzdjdruldsa

A szerz6 részt vett a hivasi graf készité eszkozok kivalasztasaban. A hatbdl 6ssze-
sen négyért (OSA, WALA, SPOON és JDT) 6 volt felelés. Kiprébalta 6ket, és ex-
portalta beldliik a hivasi grafokat. A szerzo kidolgozta a hivasi graf-6sszehasonlito
algoritmus elméleti hatterét. Megtervezte az anonymous atalakitast, a sorszam-
alapi parositast és a generikus elemek kezelését. Irodalmi attekintést végzett a
graf-osszehasonlitas tertletén. A szerzé részt vett a megvaldsitott hivasi graf-
Osszehasonlité program elemzésében és eredményeinek validalasiaban. A rakovet-
kez6 Osszehasonlité tanulmanyhoz frissitette a négy hivasi graf-készité eszkozt és
elemezte veliik a kivalasztott Java rendszereket. Segitett boviteni a példakodot,
amely a Java 8-ra jellemz6 kddrészleteket tartalmazta. Segitett az eredmények
értelmezésében és a grafok kozotti kiilonbségek kézi vizsgalataban is. Részt vett
a kutatasi kérdések kialakitasaban és a grafok ismert kiilonbségeinek szilirésére
szolgdald 1épések elméleti kidolgozasaban. Az értekezéshez kapcsolédd publikaci-
ok:

¢ Edit Pengd, Zoltan Sagodi and Ervin Kébor. Who Are You not gonna
Call? A Definitive Comparison of Java Static Call Graph Creator Tools.
In The 11th Conference of PhD Students in Computer Science: Volume of
short papers — CSCS 2018, pages 68-71. University of Szeged, 2018.

¢ Zoltdn Sagodi and Edit Peng6. A Preparation Guide for Java Call Gra-
ph Comparison. Finding a Match for Your Methods. Published in Acta
Cybernetica, Volume 24, No 1, Pages 131-155. 2019.

¢ Judit Jasz, Istvan Siket, Edit Pengo, Zoltan Sigodi and Rudolf Ferenc.
Systematic Comparison of Six Open-source Java Call Graph Construction

Tools. In Proceedings of the 14th International Conference on Software
Technologies — ICSOFT 2019, pages 117-128. SciTePress, 2019.

Primitive Obsession metrikak kidolgozasa és kiértékelése

A harmadik tézispont egy eddig kevésbé tanulmanyozott gyanis koddal, a Pri-
mitive Obsessionnel foglalkozik. A 10 - 13. fejezetek targyaljak.

1. A Primitive Enthusiasm megragadasa - a Primitive Obsession megkézelité-
se lépésekben. Egy elozetes tanulmanyban megalkottuk a Primitive Enthusiasm
(PE) nevii metrikat, amely segit kimutatni a primitiv tipusok tilzott hasznalatat
a metédusok paraméterlistdiban. Ebben a munkéban 1j metrikdkat vezettiink
be a Primitive Enthusiasm tovabbi aspektusainak leirasara. El6szor atneveztiik
a Primitive Enthusiasm-ot Local Primitive Enthusiasm-ra (LPE), azutan tovab-
bi varidnsokat vezettiink be: Global Primitive Enthusiasm (GPE), amely egy
globalis kiiszobhoz viszonyitva észleli a primitiv paraméterek tulzott mértéki
hasznalatat és a Hot Primitive Enthusiasm (HPE), amely csak azokat a metodu-
sokat jelenti, amelyeket mindkét korabbi PE valtozat megjelolt. Megprobaltuk
jellemezni a gyanis kod egyéb el6forduldsi formait is. A tipuskodok hasznalatat
a Static Final Primitives (SFP) és a Static Final Primitives - Switch Case Usage
(SFP-SCU) metrika észleli. A Method Parameter Clones (MPC) megjeloli azokat
a metodus paramétereket, amelyeket ki lehetne emelni egy értékobjektumba. Ezt
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a hat metrikat leimplementaltuk az OpenStaticAnalyzer (OSA) [5] statikus elem-
zOben, és harom valds méretli Java-projekten teszteltiik. Két metddus elimindlasi
stratégiaval kisérleteztiink a pontosabb eredmények elérése érdekében. A kisérlet
eredményeképpen minden egy vagy kevesebb paraméterrel rendelkezd metodust
kihagytunk a szamitasbol. A gyanusnak jelzett metdodusokat, osztalyokat minta-
vételeztiik és manudlisan kivizsgaltuk. A megjelolt metodusok szama atlagosan
kevesebb, mint az osszes metédus 8%-a. Az MPC metrika felhasznalhatd lehet
ezen eredmények sulyozasahoz. Az SFP-SCU metrika tobb tipuskod-hasznalatot
észlelt a projektekben. Az eredmények azt mutattak, hogy az j metrikak illetve
azok kombindacioi sok gyants és nehezen olvashatd kodszegmenst emelnek Kki.

2. A Primitive Obsession metrikdk hibaeldrejelzési képességeinek vizsgdlata.

Ebben a kutatasban integraltuk a harom osztalyszinti Primitive Obession metri-
kit (az MPC , az SFP és az SFP-SCU metrikékat) egy meglév hibaelérejelzési
adatbazisba [37], és megvizsgdltuk ennek a hatdsit a J48 algoritmus segitségé-
vel. Az eredeti illetve bovitett adathalmazok hibaelérejelzési képességét a J48
algoritmussal teszteltiik. Az F-mérték! stagndldst vagy enyhe csokkenést muta-
tott. Arra a kovetkeztetésre jutottunk, hogy a PO metrikak hozzaadéasa az eredeti
adatkészlethez nem javitja a hibaelorejelzési képességet. A projektek kozotti vali-
dalas azonban mas képet mutatott. Minden projektre betanitottunk egy modellt
és kiértékeltiik azt az 6sszes tobbi projekten. Osszesen 29 rendszert hasznaltunk
fel, tehat minden modellt 28 rendszeren értékeltiink ki. A betanitasokat elvégez-
tikk az eredeti adathalmazon és a PO metrikakkal bovitett adathalmazon is és
megvizsgaltuk az eredmények kiilonbségeit. 841 esetbdl az F-mérték 194 esetben
csokkent és 240 esetben javult. Osszességében elmondhaté, hogy a PO metrikak
hozzaadasa tobb javuldst eredményez, mint romlast a projektek kozotti validacio
esetén, de fontos, hogy a modell épitéséhez megfelel6 rendszert valasszunk ki. Ki-
szdmitottuk a korreldciés métrixot ? is illetve f6komponens-analizist (PCA) [89]
hajtottunk végre a PO-metrikak dimenzionalitdsanak vizsgalatahoz. A korrelacio
nem mutatott szignifikdns linedris kapcsolatot sem a PO-metrikak kozott, sem
a PO-metrikédk és a tobbi metrika kozott. A PCA-szamitasbol kidertlt, hogy
az adathalmaz variancidjanak 99%-ahoz 33 f6 komponensre van sziikség, ami az
eredeti attribitumok toébb mint fele. Még 95% is 20 komponenst igényel. Ki-
szamitottuk a faktorstlyokat 3 erre a 20 f6komponensre. Az eredmények azt
mutattak, hogy a PO mérészamok haromhoz is jelentsen hozzdjarulnak.

Ebben a tézispontban megmutattuk, hogy a Primitive Obession metrikak egy
1j, hasznos megkozelitést nyujtanak a forraskod jellemzésére és mérésére, sot,
képesek lehetnek javitani a hibaelorejelzésen is.

A szerz6 hozzdjdruldsa

A szerzo segitett az elemzett rendszerek kivalasztasaban és az eredeti Primitive
Enthusiasm metrika kiértékelésében. Irodalmi attekintést végzett a gyanus kédok
és a Primitive Obsession teriiletén. Megtervezte az MPC, az SFP és az SFP-SCU
metrikdkat. Az elézetes tanulméany tovabbfejlesztéséhez Gjraimplementélta a Pri-

« /ey

LAz F-mérték a precizités és a felidézés harmonikus koézépértéke.

2Kisérletiinkhoz Pearson-féle korrelaciét hasznaltunk.

3A faktorstly megmutatja, hogy az eredeti attribtumok mennyiben jarulnak hozza az adott f6-
komponenshez.
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is az OSA statikus elemzében. Kisérletezett a metédus eliminacios technikakkal,
ez alapjan ¢ valasztotta ki a kutatasban felhasznalt elimindciés mddszert. Részt
vett az elemzett Java rendszerek kivalasztasaban és az eredmények kiértékelésé-
ben is. Megvizsgalta a metrikdk eredményeinek atfedéseit és azok megfelelését.
A szerz6 implementalt egy Weka-alapu alkalmazast a hiba-adatbazissal kapcso-
latos kutatashoz. Kiszamitotta 58 rendszeren a Primitive Obsession metrikakat
és integralta az adatokat egy létez6 hiba-adatbazisba. Készitett egy kiértékelo
programot az eredeti és a kibovitett adatsor eredményeinek Osszehasonlitasara.
Megfogalmazta a kutatasi kérdéseket és elvégezte az eredmények kiértékelését és
értelmezését. A tézisponthoz kapcsolodd publikaciok:

¢ Péter Gal and Edit Peng6. Primitive Enthusiasm: A Road to Primitive
Obsession. In The 11th Conference of PhD Students in Computer Science:
Volume of short papers — CSCS 2018, pages 134-137. University of Szeged,
2018.

¢ Edit Peng6 and Péter Gal. Grasping Primitive Enthusiasm - Approach-
ing Primitive Obsession in Steps. In Proceedings of the 13th International
Conference on Software Technologies — ICSOFT 2018, pages 389-396. SciT-
ePress, 2018.

¢ Edit Peng6. Examining the Bug Prediction Capabilities of Primitive
Obsession Metrics. In Computational Science and Its Applications — ICCSA
2021: 21st International Conference, Proceedings, Part VII, pages 185-200.
Springer, 2021.

A tézispontokat és a kapcsolodo publikaciokat a B.1. tablazat 6sszegzi.

Ne [118] [119] [116] [115] [113] [112] [114] [117]

1. . .

E * * *

E L4 L *

B.1. tablazat. A tézispontokhoz kapcsolodd publikaciok
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